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08-28-2016-15:04:04 to 08-28-2016-16:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79. 180. 215. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.19. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
199. 203. 206. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
134.147. 203. 115 CGer many 147.237.76. 201 e atal.idf.il B ack List drop 2
46. 239. 13. 233 Bosni a and Herzegovi na |147.237.77. 216 dover.idf.il Frk_Unhder Attack Con Htp drop 2
80. 82. 78. 27 Net her | ands 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1




08-28-2016-15:04:04 to 08-28-2016-16:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnat ure Device Action |Count
54.179. 150. 81 S ngapor e 147.237.77. 216 dover.idf.il |24910. HITP. Python urllib User-Agent Header B ock 3
192. 187. 104. 235 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per it 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.178.35.9 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150[147. 237. 77. 178 |Uni t ed Ki ngdom |e. nat pash. i df . | ET SCAN Potential VNC Scan 5900- 5920 1
62.90. 10. 11 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.100.4 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150[147. 237. 76. 31 |Uni ted Ki ngdom|nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
54.205. 154. 137 |147.237.77.170|lhited Sates  |naarachot.idf.il ET SCAN NVAP -sS w ndow 3072 1
201.238. 202. 219|147. 237. 76. 44 |Chile e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 125. 14 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
193. 201. 225. 149(147. 237. 76. 197 |Lkr ai ne e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 213 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
91.201. 236. 155 |147.237. 77. 216 |Wkrai ne dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
192, 116. 92. 132 |147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 180 147. 237. 72. 166 I srael aka.idf.il SERVER APAO_E Apac.he mod_ssl - non- SS9 connection to SS. 1
port denial of service attenpt
91.201.236. 155 |147.237.77. 216 |Lkrai ne dover.idf.il ET SCAN NVAP -f -sS 1
183. 129. 160. 229|147. 237. 8. 28 |Chi na e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
41.224.242.127 |(147.237.8.46 |[Tunisia e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 3072 1
89. 139. 167. 214 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.186. 195 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
178, 218, 89. 103|147 237 76,42 |RUSSI @ refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Federation Gonnections, Potential Scan or Brute Force
85.64.130. 155  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.53.9.75 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
163. 172. 220. 43 |147.237.8.46 |United Ki ngdom|e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.180.227.19  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150|147. 237. 77. 205 |Uhi t ed Ki ngdom |prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.76.117 [147.237.72.166 |thited Sates  |akaidf.il SERVER APACE Apache nod ssl non- S8 connection to S8,
port denial of service attenpt
163. 172. 169. 150|147. 237. 77. 178 [Uni ted Ki ngdom |e. nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
59. 67. 64. 13 147.237.76.42 |China refuah.idf.il GPL SCAN nmap TCP 1
213.151.56. 116 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150[147. 237.0. 17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN Potenti al VNC Scan 5900- 5920 1
54.205. 154. 137 |147.237.77. 170 |Wited Sates  [maarachot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237. 76. 199 | Lkr ai ne e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.172.212. 122 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 43, 246. 250 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 73 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236. 155 |147.237.77. 216 |Ikrai ne dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.32. 179. 246 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 38 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
89. 139. 196. 3 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168.117. 185 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
183. 129. 160. 229(147. 237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
87. 69. 96. 250 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.129. 68 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
176. 107. 177. 47 [147.237. 76. 199 |kr ai ne e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 139. 146 [147. 237. 72. 166 || srael aka.idf.il portscan: TQP D stributed Portscan 1
163. 172. 169. 150|147. 237. 77. 227 |Uhi ted Ki ngdom |e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Si gnatu re‘ Message

193. 43. 246. 250 |l srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 50
40.77.169.103 [Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 40
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 40
40.77.169.100 |lLhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
40.77. 169. 96 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 25
40.77. 169. 102 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 19
199. 203. 179. 99 |l srael 147.237.77. 170 |naarachot . i df .i1  |dr op First packet isn't SN drop 15
212.199. 34.114 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
40.77. 169. 96 Lhited Sates 147.237.72. 166 |aka.idf. il dr op SAMrul e drop 10
167. 220. 232. 104 |Japan 147.237.72. 166 |aka.i df .i | dr op SAMrul e drop 8
167. 220. 232. 104 |Japan 147.237.77. 170 |n@arachot.idf .il |dr op SAMrul e drop 8
40.77. 169. 98 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop 7
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7
40.77. 169. 96 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 6
40.77. 169. 99 Lhited Sates 147.237.77.74 |lawidf.il dI’Op SAMrul e drop 6
109. 253. 133. 36 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 6
40.77.169. 98 Lhited Sates 147.237.72. 156 |anan. i df .il drop SAMrule drop 5
40.77. 169. 96 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop 5
40.77.169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
40.77.169. 98 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 4
79.182.92.8 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 4
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
109. 253. 214. 255|I srael 147.237.0.19 |nadimatal .idf.il |drop Frst packet isn't SYN drop 3
54.72.0.55 Irel and 147.237.77. 216 |dover.idf .il drop drop 3
40.77.169. 103 Lhited Sates 147.237.72. 166 |aka.i df .i | dr op SAMrul e drop 3
192.169.7.223 |lhited Sates 147. 237. 76. 148 |gacent er. aka. i df . i [dr op drop 3
2.53.156. 182 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 3
176. 13. 230. 168 |l srael 147.237.77. 243 |nobil e.idf .il dr op First packet isn't SN drop 3
40.77.169.100 [Lhited Sates 147.237.77. 216 |dover.idf.il drop drop 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 2
217.132.2.36 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 2
176. 13. 230. 168 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
40.77. 169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
40.77.169.102 [Lhited Sates 147.237.72. 166 |aka.idf il drop SAMrule drop 2
176.13.13. 128 |lIsrael 147.237. 72. 156 |anan. i df . i drop First packet isn't SYN drop 1
109. 253. 196. 217l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
46. 244. 74. 208 (F;ajcis;iigjja” Territory, 147.237.77.176 |matpash. i df.il  |drop Frst packet isn't SWN drop 1
216.218.206.92 |Whited Sates 147.237.0.200 |mdu.idf.il dr op drop 1
184.105. 139. 116|hited Sates 147.237.0.35 |akaws.idf.il drop drop 1
176. 13. 23. 56 | srael 147.237.72. 166 |aka.idf.i | drop First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0.200 |mdu.idf.il dr op drop 1
40.77.169. 100 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
185.27.105.75 |lsrael 147.237.72. 167 |i shurimaka.idf.il [dr op First packet isn't SYN drop 1
176. 13. 226. 156 |l srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 1
109. 253. 219. 61 |lsrael 147.237.72. 167 |i shurimaka.idf.il |dr op First packet isn't SN drop 1
54.72.0.55 I'rel and 147.237.77. 216 |dover. i df . i drop ;ﬂgﬁ?fgffd post SYN packet - RST or SN drop 1
176.13.5.83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop

109. 253. 130. 17 |Israel 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 1
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
2.53.167.124 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 130
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 108
46.19. 85. 32 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 101
2.53.183.43 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 82
37.26.146.212 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 73
176.13.233.59 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 58
109. 253. 131. 163|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 58
185. 32.179. 232 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
176. 13. 228. 2 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
2.53.33.244 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 6
79.181. 232. 154 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HITP Met hod B ock 6
77.127.60. 39 I srael 147.237.76.31 |nakchal .idf.il Distributed Wnauthorized HITP Met hod B ock 5
109. 65. 180.27 | srael 147.237.72. 166 |aka. i df . i | m“;kh:ri' dﬁjl /'\’:;jhn(;(éi (;jg g:sh;n‘;rl cati onservi ce. asmd get aut huser |2 O°K 5
176. 13. 230. 2 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
37.26.149.195 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 4
176. 13. 224. 248 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 4
213. 8. 204. 30 I srael 147.237.76.31 |nakchal .idf.il D stributed WUnaut horized HTTP Met hod B ock 4
176. 13. 6. 67 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 65. 167. 9 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to ww chi nuch. aka. i df .il/404. htm B ock 3
46. 19. 86. 87 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213. 8. 204. 30 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/8/ B ock 3
176.13.19. 62 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 221. 147|I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.183.71 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 145. 60 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.127. 60. 39 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 77.127.60. 39 B ock 2
217. 66. 225. 85 g";'cis;iig;a” Territory. {147, 237.77. 176 |mat pash. i df . i1 |Miltiple Unauthori zed URL Access from 217. 66. 225. 85 B ock 2
2.53.153. 243 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock

176. 13. 4. 160 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

206. 71.242.130 [Lhited Sates 147. 237.72. 166 |aka. i df . i | mu;kr:: idfidl /'\:;jr;?iacpg ;I‘; . B ock 2
176. 13. 225. 242 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
85.130. 181. 122 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213. 8. 204. 30 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from 213. 8. 204. 30 B ock 1
79.178.255.116 |[Israel 147.237.77.216|dover.idf .il Mil ti pl e Unaut hori zed LRL Access from 79. 178. 255. 116 B ock 1
184.191.36. 147 |Uhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw | awidf.il/inmages/ 1. en/general/ |B ock 1
66.249.65.51 |l srael 147.237.77. 216 |dover. i df . i | m“itgf?riilzlz‘t’ Rinsen ;V\Zi gt op. 85D Bl ock 1
219.74.104.33 |9 ngapore 147.237.77. 216 |dover.idf . il Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 1
212.76.113.172 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in WRL Bl ock 1
79.181. 232. 154 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
85.250.147.18 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178.255. 116 |Israel 147. 237.77. 216 |dover . i df . i | mult 2]? r: fffenlﬁ‘afgg/essné;age/ undef i ned B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
219.75.81.197 |9 ngapore 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
37.26.149.137 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
212.179. 20. 3 I srael 147.237.77.216|dover.idf .il Illegal Byte Qode Character in Mthod B ock 1
80. 246. 140. 28 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
46. 19. 86. 255 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 1
89.139.131.99 | srael 147. 237.77. 216 |dover . i df . i | wir&?ﬁﬁfaﬁufmiiffi ILf" Access on B ock 1
213.57.154. 220 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.181.177.200 |israel 147. 237.72. 156 |anan. i df . i | muﬁliizdiéiﬁtfngfmom.idf. - B ock 1
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