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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
46. 239. 13. 233 Bosni a and Her zegovi na |147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 20

46. 239. 13. 233 Bosni a and Her zegovi na |147.237.77.216 dover.idf.il Frk_Under Attack_Con Htp dr op 6
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

134. 147. 203. 115 Ger many 147.237.76. 197 e hinush.idf.il |Back List drop 2

199. 203. 62. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

82.80. 78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1

52. 16. 5. 197 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site Sgnature |D3vi ce Action |Oount |
111.202. 102. 76 |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 3
240. 0. 10. 13 147.237.72.167 |i shuri maka.idf.il]0055: I1P. Source |P Address Spoof ed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
5.29.142. 182 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 211. 90 147.237.72.166  [Israel akaidf.il portscan: TGP D stributed Portscan 1
212.199.239.173  [147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 6. 174 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.55. 159. 85 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
109. 60. 153. 178 147.237.76.199  |Russian Federation  |e nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.177. 15. 96 147.237.77.216  |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
193.201.225. 149  |147.237. 8. 46 krai ne e. chi nuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
2.53.9.99 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147.237.72.167 |Russian Federation  [ishurimakaidf.il [ET SCAN NVAP -sS w ndow 1024 1
74.91.23. 166 147.237.72.166 |Wited Sates akaidf.il portscan: TGP D stributed Portscan 1
185. 27. 106. 85 147.237.72.166  [Israel akaidf.il portscan: TCQP D stributed Portscan 1
94. 102. 50. 45 147.237.77.216  |Netherl ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
63.142.161. 2 147.237.72.166  |Canada akaidf.il ET SCAN NVAP -sS w ndow 1024 1
176. 13. 23. 56 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.72.217  |Netherl ands eid.il ET SCAN NVAP -sS w ndow 1024 1
163.172.169. 150  [147.237.76.196  [lnited K ngdom e.svivaid.il ET SCAN NVAP -sS w ndow 1024 1
62. 90. 35. 162 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
87.115. 230. 45 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 1
132. 68. 227. 96 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 120. 90. 89 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
84.95.128. 119 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
120. 236. 19. 10 147.237.77.205 |China prishaidf.il ET SCAN NVAP -f -sS 1
46. 19. 86. 164 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 138. 68 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
5.29. 159. 58 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
120. 236. 19. 2 147.237.77.205  |China prisha.idf.il ET SCAN NVAP -f -sS 1
213.57.149. 221 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
79. 180. 54. 225 147.237.72.166  [Israel akaidf.il portscan: TGP D stributed Portscan 1
5.22.132. 32 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 147.237.76.201 |Russian Federation |e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.178.37. 236 147.237.72.166  [Israel akaidf.il portscan: TGP D stributed Portscan 1
212.199. 177. 67 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.61. 153 147.237.72.166  |Israel akaidf.il portscan: TQP D stributed Portscan 1
109. 60. 153. 178 147.237.76.176  |Russian Federation |test.ncore.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
77.124. 33. 160 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 241 |147.237.77.216  |[lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
104. 232. 98. 38 147. 237. 76. 30 Lhited Sates hi nush. i of .i | ET SCAN NVAP -sS wi ndow 3072 1
63. 142. 161. 6 147.237.72.166  |Canada aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 13. 238. 28 147.237.72.166  |Israel akaidf.il portscan: TCQP D stributed Portscan 1
94. 102. 50. 45 147.237.77.212  |Netherl ands e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 219. 130. 65 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
163.172.169. 150  |147.237.77.178 |United Ki ngdom e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76. 34 krai ne yohal an. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.191. 232. 70 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 227.67. 172 147.237.76.201  |Sweden e.aal.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.69.17. 15 147.237.72.166  [Israel akaidf.il portscan: TGP D stributed Portscan 1
120. 236. 19. 10 147.237.77.205 |China prisha idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 116. 192. 206 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
82. 166. 42. 254 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Cou nt
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 13499
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 32
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 27
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 17
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 16
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
109. 67. 198. 164 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
94.77.196. 82 Saudi Arabia 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
40.77. 169. 96 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 10
134.191. 232. 69 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
62.117.59. 18 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
40. 77. 169. 100 Lhited Sates 147.237.72. 156 anan. i df .l dr op SAMrul e drop 7
100. 92. 206. 135 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
5.29.243. 118 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
40. 77. 169. 103 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 4
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 4
212.118.21.54 Jordan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
203.133.171.21 Korea, Republic of 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
85. 130. 176. 99 I srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 4
141. 226. 162. 58 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
207.46. 13. 64 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77. 169. 98 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 4
46. 19. 85. 28 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 3
40. 77. 169. 99 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 3
212.179.90. 106 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
75. 155. 203. 74 Canada 147.237.72. 156 anan. i df .l drop First packet isn't drop 3
31.168.58. 131 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
37.26. 148. 167 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
82.81.161. 130 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 232. 216 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 2
82. 166. 16. 76 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
199. 203. 179. 99 I srael 147.237.77. 170 naar achot . i df . i | drop First packet isn't drop 2
85. 130. 129. 38 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.125. 48. 97 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
41. 33.231. 86 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.179.44. 34 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
62.219. 133. 22 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
192.169. 7. 223 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il drop drop 2
100. 92. 206. 135 147.237.77. 233 atal.idf.il drop First packet isn't drop 1
207.46.13.79 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 157. 222 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
87.68.127. 101 I srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 214. 255|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 131
46. 19. 86. 140 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
5.22.132. 27 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 62
176.13.23.6 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 58
176. 13. 16. 30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
2.53.183. 43 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 45
37.26.149.179 |lsrael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 9
2.53.167. 124 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
185. 32. 179. 100 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 6
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 5
46.121.195. 145 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 21. 79 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 3
85. 250. 246. 162 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 85. 250. 246. 162 B ock 3
46.19. 85. 123 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.81.212 |Israel 147.237.77.216|dover . i df . il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm Bl ock 3
212.199. 143. 202|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
77.139.48.232 |France 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 90 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
77.139. 196. 186 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for wn aka. i df.il/miluim Bl ock 2
185. 89. 217. 235 [Netherlands |[147.237.72.166|aka. i df .i | Unaut hori zed Method PCBT for v aka. i df.il/mil uim B ock 2
37.26.148.251 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.81.215 |Israel 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 2
85. 64.153.156 |l srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
185.80.217. 225 [Netherlands  [147.237. 72. 166 |aka. i df . | Dstributed Lhauthorized Wthod for Knon LRL on B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
109.226.21.89 |l srael 147.237.72.166 |aka. i df . i | m“;;:rl Id?_aﬁ fﬁ;hﬁzi%}gﬁérﬂ cati onservi ce. asm! get aut huser Bl ock 1
79.178.39.161 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wanidf.il/https:/wanidf.il/ Bl ock 1
66.249. 81. 218 |Israel 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
192.169.7.223 |Wited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock 1
66.102.9.2 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka.idf.il/mai n/ hone/ defaul t.aspx  |B ock 1
37.26.149.182 | srael 147.237.76.42 |refuah.idf.il i;t ;;?f’;gfi‘;:tu;lhgsiﬁ;deﬁe :e‘icissss on Bl ock 1
217.132.23.191 |[Israel 147.237.77. 216 |dover.i df . il O stributed Unauthori zed LRL Access on waw i df.il/https:/vwanidf.il/ B ock

77.139. 96. 36 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCBT for aka.idf.il/news/ Bl ock 1
185.89.217. 235 |Netherlands  |147.237.72. 166 |aka. i df . i | mt;;;‘ftd?éi w;ﬂtgor;' zed Method for Known URL on Bl ock 1
46.121. 195. 145 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
79.179. 141. 151 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df . il/mai n/hone/ i ndex. aspx B ock 1
5 29.190. 239 | sragl 147.237.72. 166 |aka. i df i | i;\:t hori zed URL Access to www aka.idf.il/main/giyus/general . pn WX B ock 1
68.180.228. 231 |United Sates [147.237. 7. 176 |nat pash. i df . i | ma:ﬁ;;.%?i\f/olloa;;_‘g /'Zac?gat'\“.”;;;x Bock |1
199.30.24.123 |lited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error. htm Bl ock 1
66. 102. 9. 10 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for wwy aka. i df.il/drushi nd B ock 1
89.139. 174. 127 |Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx Bl ock 1
62. 90. 35. 162 | srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to vww i df.il/tenpl ates/tags/tags. aspx B ock 1
147. 236.238.22 |Israel 147.237.72.167 i shuri maka. i df . i %ﬁ&;ﬁﬂgﬁqﬁf& Frotocol violation None 1
79.182.123.60  |Israel 147.237.72. 166 |aka. i df . i1 \Il?v;\lt;llabultd?dl LIJ;I?mljt :log;ii ;L?scj aﬁthr;i?i ::gtri g:s()g:jvi?az:x/ get aut huser Bl ock !
37.26.147.180 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode Bl ock 1
74.91. 23. 166 Wited Sates |147.237.72.156 |aman. i df.il Unaut hori zed Method HEAD for 147.237.72. 156/ B ock 1
204.79.180.194 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for v aka. i df.il/mai n/ kapat z/ def aul t. aspx  |Bl ock 1
66. 249. 66. 186 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
91.231.193. 150 |l srael 147.237.72. 166 |aka. i df . i | SSL UWntraceabl e Connection - Uhknown SSL Sessi on None 1
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