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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
193. 34. 56. 101 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 9
80. 246. 139. 87 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 5
46. 239. 13. 233 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il |Frk Under Attack Con Htp drop 4
46. 239. 13. 233 Bosni a and Her zegovi na |147. 237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 4
109. 253. 146. 45 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
104. 238. 184. 170 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il|B ack List drop 1
46. 239. 15. 195 Bosni a and Herzegovi na |147.237.77. 216 dover.idf.il |Frk _Under Attack Con Htp drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
121. 32.129. 130 147.237.77.176 Chi na nat pash. i df . i | GPL SCAN nmap TCP 2
109. 66. 130. 73 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57. 156. 114 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
46.121. 194. 187 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 50. 45 147.237.0. 17 Net her | ands mny- kosher -kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
46.117. 35. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147.237.77. 216 Lkr ai ne dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 152 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147. 237.77. 176 kr ai ne nmat pash. i df . i | ET SCAN Potential SSH Scan 1
89.139. 18. 178 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
41.224.242. 127 147.237.77. 233 Tuni si a atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 110. 132. 201 147.237.76. 176 Lkr ai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
87.70.29.91 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.123. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147.237.76. 31 Lkr ai ne nakchal .idf.il ET SCAN Potential SSH Scan 1
84. 108. 49. 252 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
128.127.0. 45 147. 237. 76. 147 Italy chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 4096 1
2.53.142.19 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
83. 9. 130. 150 147.237.72. 166 Pol and aka.idf.il portscan: TCP O stributed Portscan 1
112. 124. 10. 141 147.237.8. 46 Chi na e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 74.101. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 195. 175 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.227.67.172 147.237.77. 235 Sweden sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 75. 44 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 120. 48. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149 147.237.77. 216 Lkr ai ne dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237. 76. 147 Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
46.116. 115. 96 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147.237.77. 212 Lkr ai ne e.dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 39 Net her | ands nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
46.19. 85. 211 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147. 237. 76. 200 Lkr ai ne eitan aka.idf.il ET SCAN Potential SSH Scan 1
87.115. 230. 45 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 1
41.224.242. 127 147.237.77. 233 Tuni si a atal.idf.il ET SCAN NVAP -f -sS 1
185. 110. 132. 201 147.237.76. 42 Lkr ai ne refuah.idf.il ET SCAN Potential SSH Scan 1
87. 69. 65. 204 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147.237.0. 16 krai ne ny-kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
2.53.171.111 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
84. 95. 208. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.9.249 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 206 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
109. 253. 208. 109 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219. 13. 180 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Signature Message Devi ce Action |Count
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop First packet isn't drop 13454
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 100
37.239.134.82 Iraq 147.237.77.216 dover.idf.il drop First packet isn't drop 60
193. 43. 246. 250 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 37
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 24
178. 63. 55. 202 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 20
40.77. 169. 96 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 14
2.53.128.5 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 12
149. 255. 234. 52 Iraq 147.237.77.216 dover.idf.il drop First packet isn't drop 12
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 11
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 11
37.142.103. 185 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 11
176.13.1.35 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 9
81.218.8.170 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
40. 77. 169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 9
80. 99. 82. 96 Hungary 147.237.77.216 dover.idf.il drop First packet isn't drop 8
46.19. 85. 136 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 8
40.77.169. 101 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 7
40.77.169. 103 Lhited Sates 147.237.77.176  |natpash.idf.il drop SAMrule drop 7
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 7
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 6
192. 118. 36. 53 | srael 147.237.72. 167 ishurimaka.idf.il |dr op Frst packet isn't drop 6
52.29.223.39 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 6
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 5
31.13.102.111 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
40. 77. 169. 102 Lhited Sates 147.237.72. 156 anan. i df.il drop SAMrul e drop 4
62.0.212. 225 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
40.77.169. 103 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 4
194. 90. 15. 225 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 137 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 232 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 4
31.13.102. 103 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 3
62.0.212. 225 I srael 147.237.72. 167 ishurimaka.idf.il |dr op First packet isn't drop 3
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
46. 19. 86. 29 | srael 147.237.77.74 lawidf.il drop First packet isn't drop 3
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
40.77.169. 96 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 3
81.218. 70. 243 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
40. 77. 169. 98 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 3
93. 184. 8. 186 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il drop Frst packet isn't drop 2
199. 203. 179. 99 | srael 147.237.77.170 naar achot . i df . i | drop First packet isn't drop 2
46.117. 254. 33 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
82. 81. 87. 206 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 2
212.199. 224. 24 | srael 147.237.77.233 atal.idf.il drop First packet isn't drop 2
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
80. 246. 133. 178 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212.117.141. 34 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
82.81.194. 122 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 213. 222|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 104
109. 253. 200. 87 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 77
46.19. 86. 112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 58
213.57.156. 114 |[lIsrael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 213.57.156. 114 |B ock 48
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhaut hori zed LRL Access from 84. 95. 208. 20 B ock 41
109. 66. 30. 215 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut horized URL Access from 109. 66. 30. 215 B ock 24
213.57.187.164 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 21
84. 95. 208. 20 I srael 147. 237.77. 226 :CAMIMII chamat z. aka. i d Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 19
185. 32.179. 100 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 18
176.13.1.35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 15
79.178.153.20 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
87.71. 40. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/ geneal . aspx |Bl ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 76. 83 B ock 4
80. 246. 139. 102 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.124.2.11 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
84. 95. 208. 20 I srael 147. 237.77. 226 \fIW\:AlI chamat z. aka. i d Dstributed PHP Attenpt B ock 3
80.250. 149. 60 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
212.199.224. 24 |lsrael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 212.199. 224, 24 Bl ock 3
109. 253. 205. 141 ]I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwy chi nuch. aka. i df .i|/404. htm Bl ock 2
212.150. 97. 4 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 212.150.97.4 Bl ock 2
46. 19. 85. 122 | srael 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
176.13.20. 218 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
132.74.211.82  |Israel 147.237.72. 166 |aka. i df . i | mﬂ‘:riidszl /u;‘pfsctcoersaz‘;?i R Bl ock 2
176. 228. 24,128 |Israel 147.237.77. 243 |nobi | e. i df . i | ED;I Ir;bi“;felci’ I%i’;gz:;fggplfegﬁf?tsc o oounent <) 1071 Bl ock 2
77.138.194.43 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df .il/ishurimimai n/ B ock 2
84.111.39.77 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df .il/mai n/ sachar/fag. aspx |B ock 2
37.26.148.233 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
5.22.135. 215 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
212.143. 234. 87 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
157. 55. 39. 58 Wited Sates |147.237.77.216|dover. i df.i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
68.180.230.171 [lnited Sates [147.237.77. 216|dover.idf .i | Par anet er Type M ol ati on PageNumin waw i df . il/1399-en/ dover. aspx |Bl ock 1
95.86.110. 142 | srael 147.237.76.42 |refuah.idf.il ?4? ;;?f‘;gﬂ;;u;lhg;f;deﬁe ;’;Cissss on B ock 1
31.154.81.71 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout. css |Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95.208. 20 Bl ock 1
77.139.106.98 |France 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.139.106.98 |H ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
85. 64. 85. 156 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/main/sachar/undefined |B ock 1
37.46.39.153  |israel 147. 237. 72. 166 |aka. i df . i | ;T;‘j"??fri Ise:g n?i;'d\:'af'/ faloirzgt F:azsw)r . aspx None 1
5.22.135. 215 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/wp-1ogin. php B ock

46. 19. 86. 184 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL froma46. 19. 86. 184 Bl ock 1
37.26.147.131 [Israel 147.237.77.233atal . i df .i | O ted ahorized W ig;ﬁs o Bock |1
213.57.179. 101 |israel 147. 237.77. 216 |dover. i df . i | Emfvt iréféftliit?é”}miiffi qu‘ Access on B ock 1
77.139.106.98 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for v aka.idf.il/nain/smalin Bl ock 1
192.169.7.223 |lited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 42/ B ock

66. 249. 76. 70 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66.249. 76. 70 B ock

5.29. 13. 162 I'srael 147.237.72. 166 |aka. i df . i | m;&;"itf : Wﬁ;t :loéii ;fsd/ a'\fhzcr’]?i fcgtri g:::r‘:nLcF:aggx getauthuser [P0k 1
212.150.97.4  |Israel 147.237.76.86 |navy.idf.il m“,ﬁﬁfyr_'fd?f’i e gigtegfa;; (11 s/ 2/ i 263380 1802, pg Bock |1
77.127.87.97  |israel 147.237.72. 166 |aka. i df . i | mn;’k‘“g .Zaflr???tn: n/c;;gr?:;‘jtgazgffgzg;;?phsachar$Ct' 57.in None 1
46.117. 4. 239 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 131. 252]I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/reset.css  |B ock 1
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