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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
176. 13. 12. 214 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
52. 16. 5. 197 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
207. 232. 54. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 65. 195. 141 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
46. 239. 15. 195 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il Frk _Under Attack _Con Htp drop 2
134.147. 203. 115 Cer many 147.237. 76. 148 ggcenter.aka. idf.il |B ack List drop 2
46. 239. 15. 195 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
89. 248. 167. 131 Net her | ands 147.237.76. 30 hi nush.idf.il B ack List dr op 1
46. 239. 13. 233 Bosni a and Her zegovi na |147. 237. 77. 216 dover.idf.il Frk Under Attack Con Htp drop 1
80. 82. 78. 27 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
80. 82. 78. 27 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
80. 82. 78. 27 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site |S gnature Device Action |Oount |
71.6.135. 131 Lhited Sates 147.237.0.16 ny-kosher-kravi.idf.il [13840: TLS QpenSSL Heartbeat Packet ock 1
109. 163. 234. 9 Romani a 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.178.171.58 |147.237.76.86 |lIsrael navy. i df il ET SCAN NVAP -sA (2) 26
180. 151. 140. 122|147. 237. 77. 121 |Indi a e navy.idf.il ET SCAN Potential SSH Scan 2
46.227.67.172 |147.237.0.16 |Sweden ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237. 77. 233 |Wkr ai ne atal.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |[147.237.0.16 |lkraine ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
31.154.234. 136 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 151. 140. 122(147. 237. 77. 226 |I ndi a wawv chanat z. aka. i df.il [ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.76.31 |lkraine nakchal .i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5.22.134.219 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82.166.181.85 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
2.53.164. 233 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
180. 151. 140. 122|147. 237. 76. 197 [Indi a e. hinush.idf.il ET SCAN Potential SSH Scan 1
79.179. 142. 185 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147. 237.76. 34 |India yohal an. i df .i | ET SCAN Potential SSH Scan 1
79. 176. 59. 22 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
180. 151. 140. 122(147.237.8.46 |India e.chinuch.idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 11 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
178. 220. 165. 231|147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
217.132.38.63 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
62.210.148.91 |147.237.76. 147 |France chinuch. aka. i df . il ET VB_S_ER_\E Tilde in R, potential .php source disclosure 1
vul nerability
109. 67. 127. 173 [147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
62.0.116. 81 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
212.179.21. 194 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
103.207.37.92 |147.237.77. 178 |V et nam e. mat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86. 116 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147. 237. 77. 234 |Indi a hal ag.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.16 |Wkraine ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
5.29. 244. 55 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147. 237. 77. 216 |Indi a dover.idf.il ET SCAN Potential SSH Scan 1
84.108. 127. 172 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.22.131.71 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147. 237. 76. 200 |I ndi a eitan aka.idf.il ET SCAN Potential SSH Scan 1
79.182.44.128 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147. 237. 76. 148 |I ndi a gocenter. aka. i df il ET SCAN Potential SSH Scan 1
180. 151. 140. 122|147. 237. 72. 14 |india dover.idf.il(old) ET SCAN Potential SSH Scan 1
68.180.228.29 |147.237.72.166|lhited Sates |aka.idf.il portscan: TGP D stributed Portscan 1
180. 151. 140. 122|147.237.0.16 |India ny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
62.219. 162. 230 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 220. 165. 231|147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
213.233.85.46 |147.237.72. 166 |Romani a akaidf.il portscan: TGP D stributed Portscan 1
62. 90. 88. 104 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 98. 238  |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10044
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2955
46. 239. 13. 233 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 100
5.22.135. 244 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
195. 95. 183. 254 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
40.77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 20
178.195. 102. 104 Sntzerland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 17
176. 13. 16. 216 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
207.232.54. 192 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40. 77. 169. 102 Lhited Sates 147.237. 72. 166 aka.idf.il drop SAMrul e drop 11
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
40. 77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 9
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
81.138. 8. 36 Uni ted Ki ngdom 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 8
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
46. 19. 86. 29 I srael 147.237.77. 74 lawidf.il drop First packet isn't drop 5
46.19. 86. 175 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
40. 77. 169. 97 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 5
46. 19. 85. 226 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
192. 118. 27. 253 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
81. 218. 66. 107 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
100. 92. 227. 96 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
46. 43. 68. 30 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
5.29. 244. 55 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
84. 95. 208. 20 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 43. 100. 207 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
46.121. 138. 212 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
176. 13. 20. 244 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
109. 253. 156. 53 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 3
109. 253. 204. 126 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 2
2.50.0.75 Lhited Arab Emirates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
79.178. 176. 219 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253.131. 7 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 2
31.13.102. 125 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85.64.11. 213 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
2.53.173. 87 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
192.198. 151. 45 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 20. 102 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
31.154.81. 36 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
82.102. 169. 113 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
134.191.232.71 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
84.94.54. 154 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2




08-28-2016-11:04:00 to 08-28-2016-12:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176.13.17. 72 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 156
109. 253. 159. 101l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 135
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 100
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 58
2.55. 157. 143 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
213.57.187.164 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 45
109. 253. 214. 154|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 26
176. 13. 224. 248 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 15
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il Dstributed PHP Attenpt B ock
176.13.1.35 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock

84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock

84. 95. 208. 20 | srael 147.237.77. 226 ¥M:,Y chamat z. aka. i d Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147. 237.77. 226 }MA:A'/ chamat z. aka. i d PHP At tenpt B ock 5
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 4
2.53.136. 77 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 4
77.139.125. 230 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df.il/ishurin B ock 3
176. 13. 0. 199 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 3
37.26.149.186 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 2
66.249.64.108 [Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat.idf.il/usefulinformation |B ock 2
46. 19. 85. 202 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
79.178. 8. 213 | sr ael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
176. 13. 3. 224 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.11. 214 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
80.179.9. 115 I srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
79.183.20.124 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 2
2.53. 60. 120 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249.83.242 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
37.238.166. 111 |irag 147.237.77.216|dover . i df . i | Unaut hori zed LRL Access to wwwidf.il/ar/admn Bl ock 2
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
188.120. 148. 38 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltg?&zﬁj/;’}egﬁ;ezﬁut;es“istchiI doubeat gor| 68/ 1423 Bl ock 2
66.249. 83.245 |[Israel 147.237.77.216|dover. i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock

46.19. 85. 127 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
46.121.69.145 |Israel 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP A tenpt B ock

217.69. 133. 226 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Uhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
192. 115. 200. 245l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock

79.183. 99. 55 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df .il/wp-1ogin. php B ock
213.57.156. 114 | srael 147.237.72.166 |aka. i df . i | m“;kgorl idf.eidl /'\:;T/’Zi ;E?/%;n%rr al. aspx B ock 1
84.94. 54. 154 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
5. 29.248.28 I srael 147.237.72.166 [aka. i df . i | Vmu;l::ri Id?(.eidl /'\':raa;ihn(;c;i 333 gj\:shefriri cat i onser vi ce. asnx/ get aut huser Bl ock !
88.202. 218. 237 |United Ki ngdom|147.237.72.166 [aka.idf.i | Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.81.212 |lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
46.121.69.145 |Israel 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/wp-Iogin. php B ock 1
37.238.166.111 |[Iraqg 147.237.77. 216 |dover.idf . il Admin Bl ocki ng B ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df.il/images/ 1. he/ back. png Bl ock 1
80.179.9.7 I srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
2. 55. 186. 159 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.175 |lhited Sates  |147.237.76.200|ei t an. aka. i df . i | :‘f :;ZT(Q izzf. iﬁh:ﬁjsetriomd of hpeckr upper/ B ock 1
77.139.242.92  |France 147.237.72. 166 |aka. i df . i | m“;::_rii dzfe_"ijl ?kn;jhg/dgiﬁgn?znfaq_ aspx Bl ock 1
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