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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
82.80.78. 2 | srael 147.237.72. 166 aka idf.il B ack List dr op 2
163.172.227. 198 Uni ted Ki ngdom 147.237. 76. 202 e halag.idf.il |Back List drop 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237. 76. 42 refuah.idf.il |Back List drop 1
109. 65. 188. 200 | srael 147.237.72. 166 aka idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 1

198. 20. 87. 98 Lhited Sates 147.237.77. 216 dover.idf.il |13840: TLS QpenSSL Hearthbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

123. 206. 73. 185 147.237.76. 42 (hi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 129. 63 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
123. 176. 80. 201 147. 237.76. 44 hi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.139. 29. 232 147.237.72. 166 France aka.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.0.35 Lited Sates akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 201 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 33. 225 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
5.29. 246. 132 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.235. 67. 47 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 93. 247 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 147.237.77. 227 Wkrai ne e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
84.94. 67. 224 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147. 237.77. 226 Uhi ted Ki ngdom ww chanat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
80. 179. 184. 165 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147.237.72. 166 Uni ted Ki ngdom aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 180. 56. 155 147.237.77.216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
123. 206. 73. 185 147.237.76. 31 (hi na nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
79. 178. 23. 240 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
94. 159. 254. 106 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126. 40. 172 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237. 76. 198 Net her | ands e. yohal an. i df .i | ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.0. 33 Lited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 151. 200 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237. 8. 45 Net her | ands eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
84.229.72. 216 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
5.22.132. 111 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.143.127.171 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
84. 95. 208. 20 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
183. 82. 106. 200 147.237.76. 42 Indi a refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 179. 189. 22 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
80. 178. 184. 192 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6645
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 150
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 48
195. 160. 242. 40 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 31
40.77.169. 97 Lhited Sates 147.237.77.216  |dover.idf.il drop SAMrul e drop 19
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 17
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
82.213. 48. 225 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 11
46. 19. 86. 225 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
176. 13. 234. 12 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
176. 106. 46. 74 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrule drop 7
40. 77. 169. 102 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 7
109. 253. 156. 97 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 7
40.77.169. 103 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 7
59. 56. 69. 195 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
40.77. 169. 100 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 5
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 4
79.181. 206. 149 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
40.77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
212. 14.243. 126 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
46. 19. 86. 147 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
81.218. 57. 230 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 212. 195 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
192.198. 151. 45 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 201. 167 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 2
134.191.232. 72 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176. 13. 230. 143 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 210. 109 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183.129. 160. 229  |Chi na 147.237.72. 14 dover.idf.il (ol d) drop SAMrule drop 1
138. 246. 253. 19 Ger many 147. 237.76. 148 gocenter. aka.idf.il  |drop drop 1
109. 253. 137. 242 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 211. 167 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 156 anan. i df.il drop SAMrul e drop 1
167. 220. 232. 104 Japan 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
109. 253. 145. 194 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
62. 0. 200. 202 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
176. 13. 239. 178 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
184. 105. 247. 232 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
40. 77. 169. 101 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 1
176.13.9. 214 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
202. 28.10. 20 Thai | and 147.237.77.74 lawidf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
37.26.149.171 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 151
46. 19. 85. 242 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 115
109. 253.159. 2  |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 76
109. 253. 128. 177|I srael 147.237.0.19 |madi matal .idf.il|Ostributed Suspicious Response Code B ock 55
109. 253. 128. 187|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 53
2. 53. 146. 207 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 15
2.53.23.216 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46.19. 86. 174 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
176.228.185. 73 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 176. 228. 185. 73 B ock 5
37.26.147.209 |lsrael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut horized URL Access from 37. 26. 147. 209 B ock 4
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
77.138.245.28 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df . il/mai n/ sachar B ock 4
213.8.71.26 | srael 147.237.77.216 |dover. i df . i | Mil tiple Unaut horized URL Access from213.8.71.26 B ock 3
176.13.22.178 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 32. 179. 249 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 51 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.56.79 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
62.103. 160. 130 |G eece 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.159. 133 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.228.185. 73 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 0/ B ock 3
93.173.227.223 |[israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 65. 51 I srael 147.237.77.216|dover. i df .i | D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 3
176.13.4.2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.94.235.121 |[Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw aman. i df . i |/ nodi i n/ modi i n/ ki osk. aspx |Bl ock 2
180.191. 61. 7 Phi | i ppi nes 147.237.77.216|dover . i df .i | Paraneter Type M ol ati on SearchText in wwidf.il/1065-en/dover.aspx |B ock 2
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
77.139.5.195  |France 147.237.72.166 |aka. i df . i | mu;gr | sfe_di I'\f;ahior?/ gﬁ /fn(i’glun /i yunder ugshi kul | m aspx Bl ock 2
180.191.61.9 Phi | i ppi nes 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 2
2.53.184. 102 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
2.53.11.214 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il PHP Attenpt B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
66. 102. 9. 24 lhited Sates |147.237.72. 166 |aka. i df .i| m“;griidzfe.? Isb;mhﬂ?gm ;r?irot ansver . aspx Bl ock 1
37.26.147.204 |Israel 147.237. 72. 156 |anan. i df . i | m“;gz;' izjf_ fﬁ‘cgﬁgsls:/ (t:gre/ doc. nur/ undef i ned Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
180. 191. 61. 4 Fhi | i ppi nes 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 180. 191. 61. 4 B ock 1
66.249.76.70  [Israel 147. 237. 72. 156 [anan. i df . i | mu;tr]:r:.iizd?iﬁapgfz?:\;pf; e associ at i on Bl ock 1
213.8.71.26 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/inages/ 1. he/ back. png B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ pi wi k. php |Bl ock
84.94.235.121 | srael 147.237.72. 166 |aka. i df . i | m”;;;rl i d??id”'“h'?‘t chlf;.s;;ioyus/ defeud t/ scri Bl ock 1
2.53.159. 123 I srael 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwyidf.il/1065 he/dover.aspx |B ock 1
176.13.224.85 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
74.91. 23. 166 Lhited Sates [147.237.72.167|i shuri maka. i df . ifunaut horized URL Access to 147.237.72. 167/ B ock 1
85.64.104. 160 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.64. 111 I srael 147.237.77.74 |lawi df il mt:ﬁr.bfeﬂ /Lg‘p_ﬁfzse/tf‘?l es/ 4394, pef L ext et e Bl ock 1
192. 116. 188. 73 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mvde None 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
180.191.61. 4 Phi | i ppi nes 147.237.77.216 |dover. i df . i | Unaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
79.177.140.15 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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