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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
66. 249. 76. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack_Con Htp dr op 2
58. 218. 204. 245 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack Con_Tcp drop 2
212.25.74. 130 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
52.204. 200. 107 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237. 76. 148 ggcenter.aka. idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
69.197.177. 26 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
138. 201. 127. 112 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

46.227.67.172 [147.237.77. 121 |Sweden e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 232 (147.237.0.33 |aiile idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.13. 136 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
190. 252. 56. 113 [147.237.0.35 |Col onbi a akave. i df il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
163. 172. 220. 43 |147.237.0.17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 196 [Uni ted Ki ngdom|e. sviva.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
120.236.19.10 |147.237.0.19 [China madi matal .idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237.76.30 |[Netherlands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
222.186. 34. 223 |147.237.76.39 [China nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
80. 246. 136. 100 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186. 34,223 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
58. 218. 204. 245 |[147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
212. 143. 240. 190147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
31.210. 186. 246 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
191. 96. 249. 189 |147.237.77.212|Chile e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.31 |China nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 76. 197 [Uni ted Ki ngdom |e. hi nush. i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
120. 236.19.10 |147.237.0.19 |China madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.48.195 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
92. 29. 70. 104 147.237. 77. 205 |Uni ted Ki ngdom|prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186. 34. 223 [147.237.0.200 [China rdu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
80.179. 187. 120 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
217.60. 133, 223 |147. 237. 72. 166 |55 & aka.idf.il portscan: TGP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 6992
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrule drop 36
212.76.244. 252 Bel gi um 147.237.77.216 dover.idf.il drop First packet isn't drop 34
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 17
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 17
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 11
199. 203. 179. 99 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 10
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
77.75.77. 17 Czech Republic 147.237.77.216 dover.idf.il drop First packet isn't drop 6
203.133.171. 21 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
40.77.169. 99 Lhited Sates 147.237.72. 156 anman. idf il dr op SAMrule drop 6
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 5
212.29. 203. 226 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
40.77.169. 98 Lhited Sates 147.237.77.176 nat pash. i df .i | drop SAMrule drop 5
40. 77. 169. 102 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77.169. 101 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 4
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 3
91. 200. 12. 143 Lkr ai ne 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40. 77.169. 100 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 2
176. 13. 248. 245 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 2
31.13.100. 119 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
93. 158. 152. 52 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
213.8.115. 122 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
93.173. 235. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46. 19. 86. 147 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
216. 72. 40. 185 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
31.13.109. 118 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 2
109. 253. 212. 11 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176. 13. 239. 157 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 128. 94 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
62.0.204. 129 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
109. 253. 223. 126 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
92.247.181. 31 Bul garia 147.237.77.216 dover.idf.il drop First packet isn't drop 1
212.235. 33. 100 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
109. 253. 134. 181 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
141. 212. 122. 160 Lhited Sates 147.237.0. 33 idf.il drop drop 1
46. 19. 85. 153 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
184. 105. 247. 236 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
31.13.103. 100 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
109. 253. 137. 137 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
141. 212.122. 161 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
192. 168. 173. 102 147.237.77. 216 dover.idf.il dr op drop 1
31.13.103. 107 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.178. 61 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 84
109. 253. 208. 109|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 32
79.178. 16. 14 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 29
80. 246. 137. 214 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 28
109. 253. 215. 1541 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
2.53.180. 51 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 13
109. 253. 229. 201 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 12
2.53.162.93 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 9
2.53.172. 170 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85. 65. 127. 79 B ock 5
108.171.128. 172 LK!iﬂr:gegom 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwuidf.il/tenpl at es/ navrenu/ B ock 4
108. 171. 128. 172 Ei“ir]tgegom 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 4
109. 253.159. 2  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.147.194 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 140. 58 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.11. 214 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.235.82 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 216. 75 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Qode B ock 3
46.19. 85. 10 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.23.216 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176. 13. 240. 159 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19. 85. 27 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover. i df .l Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
109. 253. 206. 78 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
176.13.5.72 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
37. 60. 40. 116 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df . i/ nai ns/ sachar Bl ock 2
80. 246. 136. 164 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
212.179.21.194 |lIsrael 147.237.0.19 |madimatal .idf.i|Miltiple Unauthorized LR Access from 212.179.21. 194 B ock 2
37.26.147.148 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
62.219.138. 136 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i|/mai n/sachar/undefi ned B ock 1
79.181.175. 184 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
192.118. 48. 248 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for wwe aka. i df . i |/ mai n/ sachar/ Bl ock 1
46.19. 86. 12 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter doc in wwwu aka. i df.il/mai n/ gi yus/ general . aspx None 1
2.53.0.63 I sr ael 147.237. 72. 166 |aka. i df . i | el i?’tageeg’?ing:a’;:g;eéoib’;cﬁi’ Y kepatzl[resfor2 Bl ock 1
212.199. 84. 131 |Israel 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
68.180.230.171 [Lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1779- he/ dover. aspx B ock 1
66.102.9. 118 Lhited Sates |147.237.72.166|aka.idf.il Unaut hor i zed Method PCBT for waw aka. i df . il/drushint B ock 1
46. 19. 85. 103 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
109. 66.161. 98 |Israel 147.237.72. 166 |aka. i df . i | m”;“;iz? ?I"/ert;r mg\é'hgf;ﬁm?zpz None 1
80.246.130.18 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
194. 242. 168. 227|France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/main/giyus/sitemap. aspx  |Bl ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/nai n/ sachar/ Bl ock 1
2.53.0. 63 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from2.53.0.63 B ock 1
212.199.84.131 [israel 147.237.77.216|dover.idf .il O stributed Wnaut hori zed URL Access on waw i df .il/wp-1 ogin. php B ock 1
77.125.10. 42 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1247-he/ at al . aspx B ock 1
66. 249. 64.105 I srael 147.237.72. 166 |aka. i df . i | m ;:(g”lt sfd . }rf‘r‘# ::irri]/z;dy:gg:ﬁ;e;s_ ;’:px Bl ock 1
176.13.233.88 |[lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock

46. 19. 85. 230 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
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