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08-28-2016-07:04:01 to 08-28-2016-08:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
46.19. 86. 179 | srael 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn drop 6
46. 239. 15. 195 Bosni a and Herzegovi na |147.237.77. 216 dover.idf.il|Frk_Under Attack Con Htp drop 2
104. 238. 184. 170 Uni ted Ki ngdom 147.237. 76. 86 navy.idf.il |Back List drop 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il |Back List drop 1
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|Top Attackers In IPS|

| Attacker Gountry

Attacker Address

Target Address

|SgnaIure

Devi ce Action

‘Count

62.212.73. 211 Net her | ands 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per nit
192. 166. 218. 214 Pol and 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per it 2
192. 166. 218. 214 Pol and 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

port denial of service attenpt

46.165.253. 25 [147.237. 77. 235 |Ger nany sviva.idf.il ET SCAN Potential SSH Scan 1
208.73.143.36 |147.237.76.196|Lhited Sates |e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229(147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
163. 172. 220. 43 |147.237.0.34 LKJ?';:gom tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
143.0.115. 31 147. 237.76. 177 |Rrazi ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
103. 207. 36. 164 |147.237. 76. 176 |V et nam test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
72.252.24.133 |147.237.76. 176 |Janai ca test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
72.252.24.133 |147.237. 76. 176 |Jamai ca test.ncore.idf.il ET SCAN NVAP -f -sS 1
46.227.67.172 [147.237.8.28 |Sweden e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 178 |Net her | ands e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
201.38.68.132 |147.237.76.176 |Razil test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 220. 43 |147. 237. 76. 31 E;Ir:;cci]om nakchal .i df i ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147, 237. 76. 176 E?';;gom test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
143. 0. 115. 31 147.237.76. 177 |Rrazi ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.15 |Netherlands kosher -kravi .i df.il ET SCAN NVAP -sS wi ndow 1024 1
72.252.24.133 |147. 237.76. 176 |Janai ca test.ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
. - SERVER APACHE Apache nod_ssl non- SSL connection to SSL
66.249.76.117 |147.237.72.166|lhited Sates |aka.idf.il - 1




08-28-2016-07:04:01 to 08-28-2016-08:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 8044
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
62.0.227.73 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYIN |drop 18
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 18
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 8
40. 77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 7
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40.77. 169. 100 Lhited Sates 147.237.72. 156 anan. i df.il dr op SAMrul e drop 7
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 6
40.77.169. 97 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 6
40.77.169. 98 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
79.181. 233. 89 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 6
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN |drop 3
188. 32. 128. 58 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
194. 165. 146. 148 Jordan 147.237.77. 216 dover.idf.il dr op Frst packet isn't SIN |drop 2
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
40.77.169. 103 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
159. 203. 33. 10 Canada 147.237. 0. 200 mu. i df il drop drop 1
188. 255. 99. 141 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 1
109. 253. 156. 26 I srael 147.237.72.166  |akaidf.il drop First packet isn't SN |drop 1
176. 13. 225. 88 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't SIN |drop 1
109. 253. 198. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 1
176. 13. 236. 171 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SIN |drop 1
66. 249. 90. 51 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 1
118.173.177. 206 Thai | and 147.237.72. 166 aka.idf.il dr op First packet isn't SIN |drop 1
183. 129. 160. 229 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
216. 218. 206. 120 Lhited Sates 147.237.0. 33 idf.il drop drop 1
139. 162. 179. 166 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 248. 245 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 11
182.74.65.110 |India 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
40.77. 169. 96 Lhited Sates |147.237.77.216|dover.i df .i | Dstributed I11egal Bite Gode Character in LR B ock
. . DO stributed Lhaut hori zed URL Access on
66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai 1V i yus/ gener al . aspx B ock 2
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
94.188.161.26 |lIsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed UR. Access from 94.188. 161. 26 B ock
2.53.176. 44 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
94.188.161.26 |Israel 147.237.76.86 |navy. i df.il vy navy. i df.il/sip storagel/fil es/6/si ze338x0/ 1806. j pg Bl ock 2
85. 65. 79. 82 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 85. 65. 79. 82 B ock
40.77. 169. 99 Lhited Sates |147.237. 77. 176 |nat pash. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
46. 19. 85. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
- - Unhaut hori zed URL Access to
80. 246. 130. 109 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 4/ si ze100x0/ 2294. ] pg B ock 1
212.129.62.79 |France 147.237.77. 170 |n@ar achot . i df . i | Dstributed Wauthori zed URL Access on 147.237.77. 170/ B ock 1
157.55.39. 252 |Uited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter pagenumin aka.idf.il/chinuch/gal | ery/ None 1
- . Unaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
. . D stributed Uhauthorized URL Access on
46. 19. 86. 109 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ nages/ shar ed/ bul | et 1. g f Bl ock 1
_ ny- kosher - kravi . i df . , L
157. 55. 39. 119 Lhited Sates [147. 237. 0. 16 i Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 107 |l srael 147.237.77.74 |lawidf.il wwe | aw i df i |/si p storagel il es/ 9/ 1209, poft ext gr eat er B ock 1
212.179.104.26 |[Israel 147.237.77.216|dover. i df . il PHP At t enpt B ock 1
176. 13. 16. 87 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 1
www. chanat z. aka. i d
46.19. 85. 127 | srael 147.237.77. 226 fil Abnornal |y Long Request met hod B ock 1
. . Unaut hori zed URL Access to
66.249.76.112 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ nd mai 1/ i yus/ gener al . aspx B ock 1
46.121. 63. 50 I srael 147.237.76. 42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 46.121. 63. 50 B ock 1
195. 154. 41. 132 |France 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
31.154.81.71 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ 960. css  |B ock 1
157.55. 39. 144 Lhited Sates [147.237.72. 166 |aka. i df . il Lhaut hori zed URL Access to aka.idf.il/wwtikshuv.idf.il B ock 1
82. 81. 40. 211 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mail B ock 1
. . Unaut hori zed URL Access to
66.249.64.115 |Israel 147.237.77. 234 |hal ag. i df . i | wwv | ogistics.atal.idf.il/tenpl at es/ shared/ usercontrol s/traj ector/ Bl ock !
212.179.104. 26 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1
176.13.17.253 [ srael 147. 237. 72. 166 |aka. i df . i | Illegal Be Qe Character in VAL /rain/kapatz//1estOl2 Hock |1
our ces/ i nages/ i nner page/ goback. gi f
www. chanat z. aka. i d
46. 19. 85. 127 | srael 147.237.77. 226 fil Mal forned URL B ock 1
109. 66. 33. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sachar/ undefi ned B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 76.117 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
46.121. 220. 166 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
’ . . Unaut hori zed URL Access to
207.46.13.111 [Wited Sates |147.237.77. 216 [dover . i df .i | v i df i 1/ 1283 19142- en dover . aspx<br / ><br / >i B ock 1
157.55.39. 173 |lhited Sates |147. 237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 1
Unhaut hori zed URL Access to
66.249.64.116 |lsrael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nformation/ i dkoni ni pages/ nakbal5052011. a |B ock 1
Spx
waw. chamat z. aka. i d [unknown HTTP Request Met hod
46. 19. 85. 127 I srael 147. 237.77. 226 £l he-1L, he: g=0. 8, en- US; g=0. 6, en; q=0. 4 in URL Bl ock 1
- . Unknown Paraneter _ VI EASTATEENCRYPTED i n
141. 226. 162. 241 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df .i |/ nai v sachar/ mai | box. aspx None 1
68.180.230.171 |lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66.249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
212.76.102. 249 |[israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
157.55.39. 252 |lhited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/kanhar/gallery/ None 1
85. 65. 79. 82 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/4/ Bl ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/atal 1/i zkor/ mai n. asp B ock 1
180. 151. 15. 250 [India 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed Met hod HEAD for
148. 251. 2. 180 Cer many 147.237.72. 166 |aka. i df .i | wiw aka, i df.i |/ mi | ui it enpl at es/ i nner . asp Bl ock 1
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