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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site

|Signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
134. 147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il B ack List dr op 2
104. 238. 184. 170 Uni ted Ki ngdom 147.237.76. 148 gocenter.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
46.4.123.172 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 98
46.4.123.172 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. najestic bot Per nit 36
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 21
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 17
46.4.123.172 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 10
46.4.123. 172 Ger nany 147.237.76. 31 nakchal .idf.il [CL000074: HTTP. najestic bot Per it 8
217.37.125.121 United Ki ngdom 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.4.123.172 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 5
106. 38. 241. 105 Chi na 147.237.72.156 |anan.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

|Signature

217.37.125. 121 147.237.77. 74 Uhi ted Ki ngdom lawidf.il QA Injection - Select From 8
183.129. 160. 229  |147.237.8.45 Chi na e.eitan idf.il ET SCAN Potential SSH Scan 1
159. 203. 33. 10 147.237.76.177 |Canada ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 48. 195 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 55. 8. 238 147.237.0. 200 Lhited Sates . i df il ET SCAN NVAP -sS wi ndow 1024 1
13.78.113. 110 147.237.76.202 |Japan e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
188. 0. 236. 165 147.237.72.167 |Ml dova, Republic of ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
163. 172. 220. 43 147.237.76.196 |United Ki ngdom e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
128.199. 81. 128 147.237.72.166 |9 ngapore aka.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
71. 6. 165. 200 147.237.77.178 |Uiited Sates e. mat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
13.78.113. 110 147.237.77. 61 Japan e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
13.78.113. 110 147.237.76.202 |Japan e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste ‘Signature‘ Message
46.239. 15, 195 isni a and 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SWN drop 3101
rzegovi na
46.239. 15. 195 if;;:oi?ﬂa 147.237. 77. 216 |dover. i df .i| drop drop 250
40.77.169.103 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 20
40.77.169.101 |Whited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 13
40.77. 169. 102 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
40.77.169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 11
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
40.77.169. 101 Lhited Sates 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 6
40.77.169. 98 Lited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 5
40.77. 169. 96 Lhited Sates 147.237.72. 166 |aka.idf il drop SAMrul e drop 5
40.77. 169. 97 Lhited Sates 147.237.72. 156 |anan.i df .i | dr op SAMrul e drop 5
40.77.169. 103 Lhited Sates 147.237.77. 176 |nat pash. i df . i dr op SAMrul e drop 4
40.77.169.100 [Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
41.102.31.178 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
201. 255. 46.38 |Argentina 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 2
54.72.73.168  |ireland 147. 237. 77. 216 |dover i df . i drop g;szgeg;ed post SYN packet - RST or SWN drop 2
40.77. 169. 104 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
40. 77. 169. 97 Lhited Sates 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 2
183. 129. 160. 229|Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 |[Chi na 147.237.72. 167 |ishurimaka.idf.il |dr op SAMrul e drop 1
176.13. 244. 211 |l srael 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SYN drop 1
106. 38. 241. 105 |Chi na 147.237.77. 170 |maarachot.idf.il |dr op SAMrul e drop 1
176. 58. 124. 35 Uni ted Ki ngdom 147.237.0.200 |mu.idf.il dr op drop 1
106. 38. 241. 105 |Chi na 147.237. 77. 176 |nat pash. i df .i | dr op SAMrul e drop 1
183. 129. 160. 229|Chi na 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 |[Chi na 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
159.203.33.10 |Canada 147.237. 76. 148 |gacent er . aka. i of . i [dr op drop 1
183. 129. 160. 229|Chi na 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 1
106. 38. 241. 105 |[Chi na 147.237.72. 156 |anan.i df . il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
40.77.169.99 |Wited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL Bl ock 3
74.64.19.138 |Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for ww aka.idf.il/ishurimnain/ Bl ock 2
65.55.213.31 |thited Sates |[147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
40.77.169.96 |Whited Sates [147.237.77.176|nat pash.idf.il Dstributed |11egal Byte Gode Character in LRL Bl ock 1
212.71.254. 175 E?'r:;gom 147.237.0.34 |tikshuv.idf.il Unaut hori zed HTTP Met hod B ock 1
79.183. 6. 27 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock
66. 249. 65. 51 | srael 147.237.77.216|dover.i df . il Mil tiple Uhauthorized URL Access from 66. 249. 65. 51 B ock 1
Lhi ted nobi | e. nei tav. i df.i _
178. 255. 87. 242 Ki ngdom 147.237. 76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ robot s. t xt Bl ock 1
66.249.76.83 |Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm Bl ock 1
40.77.169.96 |Wnited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qde Character in LR B ock 1
212.71. 254. 175 LKIi“r:;gom 147.237.0.34 |ti kshuv.idf.il Unaut hor i zed Method CPTIONS for / B ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
84, 108. 238. 47 |l srael 147.237.72.166|aka. i df . i | waw aka. i df . i | / i v sachar/ i | box. aspx None 1
66.249.76.31 |lIsrael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/appl e-app-site-association  |B ock
199. 30. 24. 108 |lLhited Sates |[147.237.72.156|anan.idf.il Unhaut hori zed URL Access to ww arman. i df.il/scripts. asnx/getjs Bl ock
66.249.76.83 |l srael 147.237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to v i df.il/english/news/jenin. st B ock 1
target="_hl ank
213.8.204.66 |[lIsrael 147.237.0.19 |nmadimatal .idf.il |[Suspicious Response Code B ock
131. 253. 25. 147 |Lhited Sates |147.237.77.216|dover.idf.i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
66.249.76.75 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ edi mi yoran/ enl ar ge. asp |B ock 1
Uhaut hori zed URL Access to
207.46.13.64 |Uhited Sates [147.237.77.216|dover.idf.il wwy. i df . i |/ hebr ew announcenent s/ 2002/ j une/ mazen. st </ i ></ dd><d |B ock 1
d><i >
74.64.19.138 |Whited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut horized Method for Known URL from 74.64.19. 138 Bl ock 1
. . Uhaut hori zed URL Access to
46.121.63.50 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ i p_st or agel fi | es/ 8/ si ze100x0/ 3468, g f B ock 1
157.55.39.93 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
66.249.76.77 |[lIsrael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ edl | | brary/ gener al doc. asp B ock 1
207.46.13.110 [Wnited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157.55.39.175 |lLhited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter pagenumin aka.idf.il/chinuch/gal l ery/ None 1
66.249.76.79 |l srael 147.237.72. 166 |aka. i df . i | thaut hori zed UR. Access to Bl ock 1

147.237. 72. 166/ gi yus/ f or um asp/ showf or um asp
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