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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Herzegovina  |147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
115.230. 125. 146 Chi na 147.237.76. 197 e hinush.idf.il JLM Under At tack_Con_Tcp dr op 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
123. 59. 59. 52 Chi na 147.237.77. 226 ww chanat z. aka. i df i | bl ock-sp-traf 1 f orward 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per mt 2
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
46. 165. 197. 142 Ger many 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per mt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

188.19. 144.78 |147.237.77.234 gj::;”ion hal ag.i df . i | ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 234 |Uni ted Ki ngdom |hal ag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 72. 217 [Uni ted Ki ngdom |e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 72. 156 |Uni ted Ki ngdom |aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |[147.237. 76. 196 |krai ne esvivaidf.il |[ET SCAN NVAP -sS wi ndow 4096 1
91.201.236.50 |147.237.77.178|krai ne e.matpash.idf.il |ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 |147.237.77.178|Wkrai ne e.matpash.idf.il |ET SCAN NVAP -f -sS 1
910,121 12. 25  |147 237 0.33 |Korea Republic | | ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
201. 238. 202. 219[147. 237. 76. 200 |Qhi l e eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176.107. 177. 47 [147.237.0.200 |Ukraine . i df il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 227 [Uni ted Ki ngdom |e. hanaz.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
123, 100. 170, 134|147 237 0. 19 [¥Orea Republic | . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
91. 201. 236. 155 |147.237. 76. 196 |Lkr ai ne esvivaid.il |ET SCAN NMAP -sS wi ndow 3072 1
91.201.236.50 |[147.237.77.178|krai ne e.matpash.idf.il [ET SCAN NVAP -sS w ndow 2048 1
211.141.78.56 |147.237.76. 201 |Chi na eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 66. 70. 253  |147.237.77.74 |lhited Sates lawidf.il Tehila - Perl LW with fake user agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 9917
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 32
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 19
40.77.169. 100 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 18
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 16
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 16
78.160. 233. 114 Tur key 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 15
40. 77. 169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 11
188. 29. 165. 114 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 10
40.77.169. 103 Lited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
40. 77. 169. 103 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
40.77. 169. 103 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
31.43.138.18 Lkr ai ne 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 4
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 3
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
40. 77. 169. 104 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
108. 61. 123. 83 France 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . i | dr op SAMrul e drop 1
74.82.47.34 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
40.77.169. 102 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 1
74.129.172. 229 Lhited Sates 147.237. 76. 148 gacenter. aka. i df i | dr op drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
45.56. 74. 212 Lhited Sates 147.237.76. 34 yohal an.i df.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
66.249.76.83 |[lsrael 147.237.77.216|dover.idf .i| [Miltipl e Unauthorized URL Access from 66.249. 76. 83 Bl ock 7
131.253.27.21 |lhited Sates 147.237.77.216|dover.idf.i| |Dstributed Unauthorized UR. Access on wwidf.il/error.htm B ock 4
66.249.65.51  |Israel 147.237.77.216|dover.idf.i|l |Mitiple Unauthorized URL Access from 66.249. 65. 51 B ock 4
131.253.27.7 |lhited Sates 147.237.77.216|dover.idf.i| |Ostributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 2
204.79.180.196 |Lhited Sates  [147.237.72.166|aka.idf.il Unhaut hori zed Method PCST for aka.idf.il/mlui nitenpl ates/inner. asp B ock 1
68. 180. 230. 171 |Lhited Sates 147.237.77.216|dover.idf.i| [Paraneter Type Viol ation PageNumin waw i df.il/1393-en/ dover. aspx B ock 1
46.121.63.50 |Israel 147.237.76.42 |refuah.idf.il |Miltiple Unauthorized URL Access from 46. 121. 63. 50 Bl ock 1
207.46.13.78 |lhited Sates 147.237.77.216|dover.idf.i| |Dstributed Unauthorized UR. Access on wwidf.il/error.htm B ock 1
68. 180. 230. 171 |Lhited Sates 147.237.77.216|dover.idf .i|l |Uauthorized URL Access to wanidf.il/atal 1/izkor/ mai n. asp B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | muatk?f sz.ei‘f /?'?Lrior?ﬂamésrayonesol der. ssp B ock 1
66.102.9.2 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for v aka. i df. i/ mai n/ hone/ def aul t. aspx B ock 1
87.68.35. 41 I srael 147.237.0.34 [ti kshuv.idf.il|Uauthorized URL Access to wwn tikshuv.idf.il/1110-he/tikshuv. asp Bl ock 1
5.22.135.215 |[Israel 147.237.77. 176 |nat pash. i df . i I|PHP At t enpt B ock 1
185. 89. 216. 225 |Lhited Sates 147.237.77.216|dover.idf .i| |Ostributed Whauthorized URL Access on wawidf.il/error.htm B ock 1
108.84.128.30 |[Lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ favi con. i co B ock 1
5.22.135.215 |[Israel 147.237.77. 176 |nat pash. i df . i l|Uhaut hori zed URL Access to wwn cogat . i df . il/wp-1ogin. php B ock 1
185. 89. 216. 232 |Lhited Sates 147.237.77.216|dover.idf .i| |Ostributed Whauthorized URL Access on wawidf.il/error.htm B ock 1
40.77.169.99 |Uhited Sates 147.237.77.216|dover.idf.i| |DOstributed I11egal Bite Qde Character in URL Bl ock 1
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