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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
209. 93. 54. 16 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack Li st drop 2
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il B ack List drop 2
173. 45. 67. 98 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |JLMPurple Gon Limt Htp drop 1
185.94.111.1 Russi an Federation 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
111. 202. 102. 76 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 1

46. 165. 197. 141 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Permit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

91.121. 132. 153 147.237.72.166 |Fance aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
23.97.230. 36 147.237.77. 74 Net her | ands lawidf.il QA Injection - Select From 4
159. 203. 33. 10 147. 237.76. 38 Canada eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
123. 176. 80. 201 147.237.77.233 |hina atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
123. 176. 80. 201 147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149  |147. 237.76. 44 Wkrai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 100. 214. 202 147.237.72.156 |Australia anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
190. 103. 31. 165 147.237.8.27 Venezuel a e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.76.200 [Wnited Sates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178.217.189. 112 |147.237.72.167 |Pol and i shuri maka.idf.il ET SCAN Potential SSH Scan 1
23.97.231.138 147.237.77. 74 Net her | ands lawidf.il QA Injection - Select From 1
177. 200. 192. 50 147.237.76.202 |Bazil e halagidf.il ET SCAN NVAP -f -sS 1
163.172.169. 150 |147.237.8. 27 Lhi ted Ki ngdom e.madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
159. 203. 33. 10 147.237.77.61 Canada e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 77. 28. 26 147.237.76.199 |ina e. nakchal .idf.il ET SCAN Potential SSH Scan 1
123. 176. 80. 201 147.237.77.176 |China nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149  |147. 237.76. 39 Lkr ai ne nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.76.200 [Wnited Sates eitan aka.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
188. 19. 144. 78 147.237.77.179 |Russian Federation |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.76.200 |[thited Sates eitan aka.idf.il ET SCAN NVAP -f -sS 1
177. 200. 192. 50 147.237.76.202 |Bazil e halagidf.il ET SCAN NVAP -sS wi ndow 2048 1
163.172.169. 150 |147.237.8.50 Lhi ted Ki ngdom e tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
159. 203. 33. 10 147.237.77.226 |Canada wo charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3126
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
167. 220. 232. 104 Japan 147.237.77.216 dover.idf.il drop SAMrul e drop 20
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 17
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrule drop 15
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 13
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 11
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrule drop 10
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 9
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
40.77.169. 97 Lhited Sates 147.237.72. 156 anman. idf il dr op SAMrule drop 8
40. 77. 169. 96 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 7
40.77.169. 104 Lhited Sates 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 6
40.77.169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 5
40. 77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 35 | srael 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't SN drop 4
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 2
39.48.121.73 Paki st an 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
77.139.157.173 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
46. 165. 197. 141 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il drop SAMrul e drop 1
159. 203. 33. 10 Canada 147.237.0.35 akaws. i df .i | drop drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
40.77. 169. 98 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 1
173. 45.67. 98 Lhited Sates 147.237.0. 33 idf.il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count

95. 86.106. 112 |[lIsrael 147.237.72. 156 |anan. i df . i | |Unhauthorized LRL Access to www aman. i df.il/modiin/ undefined Bl ock 14
66.249.76.83  |lIsrael 147.237.77. 216 |dover.idf.i| |Mitiple Wnhauthorized URL Access from 66.249. 76. 83 B ock

131. 253. 25. 231 |Lhited Sates 147.237.77.216|dover. i df . il |Ostributed Whaut horized URL Access on waw idf.il/error.htm B ock

213. 151. 35, 214 |Israel 147.237.72. 166 |aka. i df .j|  [authorized Mthod POST for B ock 2

v aka. i df . i |/ mai n/ gi yus/ i nf or mati on. aspx

66.249.82.94 |[Israel 147.237.77.216|dover. i df . il |Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
40.77.169.99 |Uhited Sates 147.237.77.216|dover.idf . il |Ostributed I11egal Byte Qode Character in LR Bl ock 2
66. 249. 88. 157 |[lIsrael 147.237.77.216|dover. i df . i | |Dstributed Unauthorized UR. Access on waw idf.il/error.htm B ock 1
46.121.63.50 |Israel 147.237.76. 42 [refuah.idf.i|Wauthorized URL Access to 147.237. 76. 42/ i nages/ shar ed/ nai | t hi s. gi f B ock 1
66.249.76.77 |lsrael 147.237.72. 166 [aka. i df .i| |Whauthorized URL Access to 147.237.72. 166/ B ock 1
77.138.202. 217 |France 147.237.76.42 |refuah.idf. i |Uaut hori zed Method POST for 147.237.76. 42/ 894- he/ r ef uah. aspx B ock 1
66.249.64.12  |Israel 147.237.72.166|aka. i df .il |Dstributed Uhauthorized URL Access on 147.237.72. 166/ B ock 1
92.37.189. 52 ?;f;;”ion 147.237.72.166 |aka. i df .i| |Unauthorized Method PCST for vaw aka. i df .il/mair/ drushi m B ock 1
66. 249. 64. 240 |l srael 147.237.76.86 |navy.idf.il [Unauthorized LR Access to wan navy.idf.il/navy/ navy/articl es. aspx B ock

216. 244. 66. 242 |Lhited Sates 147.237.76.86 |navy.idf.il [Unauthorized UR Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 1
66.249.82.88 |[Israel 147.237.77.216|dover. i df.i| |Dstributed Wauthorized UR. Access on waw idf.il/error.htm Bl ock 1
24.20.173. 169 |Uited Sates 147. 237.77. 216 |dover. i df . i | th\ja(l:J;hOI’l zed URL Access to waw i df.il/1570-en/ dover. aspxi vol unteered B ock 1
95. 86. 106. 112 |l srael 147.237.72. 156 [anan. i df . i| |Miltipl e Wauthorized URL Access from 95. 86. 106. 112 B ock 1
66.249.65.51  |[Israel 147.237.77.216|dover. i df . i | |Uhaut horized URL Access to ww idf.il/atal 1/izkor/vi ew i ngtop. asp B ock 1
66. 249. 69. 249 |Israel 147.237.0.34 |ti kshuv. i df . [Uaut horized URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock 1
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