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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
46.239. 15. 195

|Target Address  |Site

|Signature |Device Action |Count |
Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il |Frk Under Attack Con_Htp drop 2
185.94.111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
173.208. 194. 114 |Lhited Sates 147.237.72.156 |aman.idf.i| [20086: HITP. Mi ebl ackcat Security Scanner B ock 5
78.181.63. 184 Tur key 147.237.72.166 |aka.idf.il |[Cl000016: HITP. adninistrator in UR Per nirt 1
78.181.63. 184 Tur key 147.237.72.166 |aka.idf.il |CL000018: HITP. access to adninistrator/index. php -> Quarantine Per mt 1
173.208. 194. 114 |Lhited Sates 147.237.72.156 |aman.idf.i| [20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.64. 112  [147.237.77.176|lhited Sates  [natpash.idf.il ET SCAN NVAP -sA (2) 2
123.249.0. 33 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
106. 3. 132. 14 147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.129. 160. 229|147. 237.0. 17 |Chi na mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
173.208. 194. 114|147, 237. 72. 156 |Lhited Sates  [|anan.idf.il ET WEB_SERVER Mui ebl ackcat scanner 1
50.84.213.146 [147.237.72.166|lited Sates |aka idf.il ET SCAN NMAP -sS wi ndow 3072 1
163. 172. 169. 150|147. 237.8. 27 |United Ki ngdom|e. nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150147. 237.0.35 |United Ki ngdom|akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
154.16.199. 174 |147.237.77.235|lhited Sates  |[sviva idf.il ET SCAN Potential SSH Scan 1
125. 77. 28. 26 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
123.249. 0. 33 147.237.76.86 |[China navy.idf.il ET SCAN Potential SSH Scan 1
123.249.0. 33 147. 237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
186. 170. 182. 146|147. 237. 77. 216 |Col onbi a dover.idf.il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
66.249.81.215  |147.237. 77. 216 ?éjj;’}m dover. i df il ET SCAN NVAP -sA (2) 1
183.129. 160. 229|147.237.0.16 |Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
50. 84.213.146 |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 220. 43 |147.237.77. 233 |Uni ted Ki ngdom|atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150[147. 237.0.35 |United Ki ngdom|akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150[147.237.0.19 |United Ki ngdom|nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
125. 77. 28. 26 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
123.249.0. 33 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3203
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 150
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 30
40. 77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 15
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 12
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 11
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
79.182.97. 170 | srael 147.237.72. 156 aman.idf.il dr op First packet isn't drop 10
40.77. 169. 96 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 9
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 9
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
40.77.169. 98 Lited Sates 147.237.72. 156 anman. idf.il drop SAMrul e drop 6
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
46. 19. 86. 65 | srael 147. 237.76. 42 refuah.idf.il dr op Frst packet isn't drop 3
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 156 aman.idf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
40.77.169. 102 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237. 0. 200 mu. i df il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
66. 249. 69. 109 | srael 147.237.0. 33 idf.il dr op drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237. 76. 148 gacenter. aka. i df . il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
212.76. 104. 102 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

40.77.169.99 |Wnited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 6
31.210.187.52 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock

79.178.39.142 |Israel 147.237.76.42 |refuah.idf.il Poraeser Type Ml /szgfirl;:/h::ﬁaihr.]aspx Bl ock 2
2.53.45. 11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.76.83 |lIsrael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 Bl ock 2
131.253.27.93 |Whited Sates [147.237.77.216|dover.idf.il DO stributed Unaut hori zed URL Access on wawn idf.il/error.htm B ock 2
77.139.143. 26 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCBT for wwwy aka. i df.il/main/snalin B ock 2
88. 167. 160. 151 |France 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i/ nain/topic. php B ock 1
58.98.155.39  |Japan 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/wp-1ogin. php B ock 1
66.249.76.74 [Israel 147. 237.72. 156 |anan. i df . i | shaut hor] zed (R Access 10 appl 6 app- i { & 255061 at§ on Bl ock 1
46. 19. 86. 93 I 'srael 147.237.76. 147 |chi nuch. aka. i df . i | Mal forned UR Bl ock

88. 167. 160. 151 [France 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww nag. i df . il/wp-10gin. php Bl ock 1
72.199.149.86 |Uhited Sates |147.237.72.166|aka. i df .l shaut horl zed Mt fod PEBT d;f;u”_aspx Bl ock 1
66.220. 156. 101 |Uhited Sates |147.237.77.233|atal .idf.il ﬂ?”tzggr%e;% Sf;e;sa;:m o6/ 9/ i 26220¢0 2019 pg Bl ock 1
80. 246. 133. 159 |l srael 147.237.77. 226 V\:ArN chamatz.aka. il muzrlzrniaf? a&(l:._igcf??sls} tteorrpl at es/ honepage/ honepage. aspx Bl ock !
46.19.86.93  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Unknown HTTP Request Method deflate in URL B ock 1
73.110.34.216 |thited Sates [147.237.77.216|dover.idf. il mﬁt gf?riilzlz?piﬂ;‘of;gcjffsi |te2/z 4912 prg B ock 1
66.249.64.58 I srael 147. 237. 72. 156 |anan. i df . i | chaut hor] zed WL A60eSS 10 eetl] . son Bl ock 1
5.102.195.78 |l srael 147. 237.72. 166 |aka. i df . i | mna‘i(":i ';?rlalr;er:;rn/ gﬁmﬁ%mmas'p’; None 1
85.222.58.162 |Pol and 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
66. 249. 76. 106 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 76. 106 Bl ock 1
46.97.121.94 |Romani a 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
157.55.39. 173 |[Whited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
77.139.143. 26 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 77.139. 143.26 |B ock 1
66.249.65.51  |lsrael 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
85.222.58. 162 |Pol and 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to waw nmaar achot . i df . il/wp-1ogin. php B ock 1
66. 249. 76. 106 [l srael 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
58.98.155.39  |Japan 147.237.76.86 [navy.idf.il PHP Att enpt Bl ock 1
207.46.13.109 |Lhited Sates [147.237.72.156|anan. i df.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.76.46 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/ asp/rec. asp Bl ock 1
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