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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
82. 80. 78. 2

|Target Address  |Site

|Signature |Device Action |Count |
| srael 147.237.72. 166 aka.idf.il B ack List drop 2
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

81. 218. 140. 63 147.237.77. 233 I srael atal.idf.il ET SCAN NVAP -sA (2) 8
188. 0. 236. 165 147.237.0. 33 Mol dova, Republic of idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.77. 19 Wkrai ne | awforumidf.il ET SCAN NMAP -sS w ndow 2048 1
154. 16. 199. 47 147.237.77. 226 Lhited Sates waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
83. 130. 65. 117 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
154. 16. 199. 47 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
66. 249. 93. 189 147.237. 76. 86 Eur ope navy. i df .il ET SCAN NVAP -sA (2) 1
154. 16. 199. 47 147. 237. 76. 198 Lhited Sates e.yohal an.idf .il ET SCAN Potential SSH Scan 1
154. 16. 199. 47 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN Potential SSH Scan 1
202.83.21.48 147.237. 76. 197 Indi a e. hinush.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 47 147.237.0. 19 Lhited Sates nedi matal .idf.il ET SCAN Potential SSH Scan 1
202.83.21.48 147.237.76. 38 Indi a eenetav.idf.il ET SCAN Potential SSH Scan 1
122. 168. 69. 86 147.237.77. 216 Indi a dover.idf.il portscan: TCP D stributed Portscan 1
202.83.21. 48 147.237.0. 33 I ndi a idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 0. 236. 165 147.237.0. 35 Ml dova, Republic of akavs. i df i | ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77.19 Wkrai ne lawforumidf.il ET SCAN NVAP -sS wi ndow 3072 1
188. 0. 236. 165 147.237.0.15 Ml dova, Republic of kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.77. 19 kr ai ne | awforumidf.il ET SCAN NVAP -f -sS 1
154. 16. 199. 47 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 47 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 111 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
154. 16. 199. 47 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 47 147. 237. 0. 200 Lhited Sates nau. i df il ET SCAN Potential SSH Scan 1
202.83.21.48 147. 237. 76. 39 Indi a nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 47 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df .i| ET SCAN Potential SSH Scan 1
202.83.21.48 147.237.0. 34 Indi a tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 64. 143. 145 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 103. 31. 165 147.237. 8. 50 Venezuel a e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 6753
188. 15. 59. 247 Italy 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 75
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 31
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 28
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 13
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77.169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 7
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il drop First packet isn't drop 6
79.182.97.170 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 6
92.247.181. 31 Bul garia 147.237.77.216 dover.idf.il drop First packet isn't drop 6
40.77. 169. 103 Lhited Sates 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 6
40.77.169. 101 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 6
40. 77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 5
79.182.92.8 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il drop First packet isn't drop 4
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
40.77.169. 101 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 4
109. 253. 135. 46 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
151.49.82.3 Italy 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
40.77.169. 97 Lhited Sates 147.237.77.176 nmat pash. i df .i | drop SAMrule drop 3
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
40.77.169. 104 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 2
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176.13. 12. 180 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 156 anan. i df.il drop SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
105. 225. 240. 248 South Arica 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
188. 207. 65. 163 Net her | ands 147.237.77. 74 lawidf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il drop SAMrul e drop 1
217.92.51.75 Cer many 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 206. 38 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.154. 179 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
2.53.50. 227 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
40.77. 169. 99 Uited Sates |147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Character in URL B ock 4
185. 120. 125. 101 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 193. 2491 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
77.139.118.13 |France 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.162. 243 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.138.9. 138 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.102. 207. 43 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213.151. 35. 213 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/sachar B ock 2
46.19. 86. 35 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 66.249. 76. 83 B ock 2
46.121. 63. 50 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
94.102.49.193 |Netherlands  |147.237.77.176 [mat pash. i df .i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
66.249.76.115 I srael 147. 237.77. 216 |dover . i df . i | D o oL el dover aspx Bl ock 1
213.57.106. 109 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from213.57.106. 109 B ock

80. 230. 220. 215 |l srael 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
66.249. 64.236 I srael 147.237.77. 243|mobi L e i df i1 [\L eh ?ro'lfsz , tgeggf;semztesn < ohi 1 ddocuent </ 1726 Bl ock 1
2.55. 33. 44 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
189.232.178.86 |Mexico 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
105. 225. 240. 248|South Africa  |147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
148.251.2.180 |Ger nany 147.237.72. 166 |aka. i df . i | m“;?irgfz_ei? /'gfgthﬁ; sfﬁiDr ;/%ref alt asp Bl ock 1
82.230.56.57  |France 147.237.72. 166 |aka. i df . i | i:‘:tdrf'ﬁ:/zﬁdw'}bn;:;;ﬁagglSol diers. asp Bl ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock
189.232.178.86 |Mexico 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock
109.64.13.10  [Israel 147.237.72. 166 |aka. i df . i | %Sfﬁag_ﬁzwﬁm g;g;gls‘gs'lag\;” None 1
77.139. 163. 107 |France 147. 237.72. 166 |aka. i df . i | m”:k":i Zﬁria}';er:m.eglﬁwusﬂ’\g?;ﬁmmm in None 1
157. 55. 2. 169 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwidf.il/error.htm B ock 1
84.109.80. 156 I srael 147.237.76.42 [refuah.idf.il |23 ;;;’_“t?g_dlggu;lhgsiﬁ:rde - hecess on Bl ock 1
66. 249. 66. 233 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to chinuch. aka.idf.il/894-he B ock 1
5.22.135. 109 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
199.30.25.151 |[wnited Sates [147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
109. 64. 92. 32 | srael 147.237.77.216|dover. i df . il Dstributed PHP At enpt Bl ock 1
79.181.12. 87 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . i |/ hi mush/ site/ he/ hi nush. asp B ock 1
166. 137. 139. 127 |United Sates |147. 237. 77. 216 |dover . i df . i | Poraneer Tvpe M Z'nf‘goc\’/’;rc.t;sogfmnt ent Pl acetol der 1txt Enai | in Bl ock 1
5.29.141.208 | srael 147.237.76.42 |refuah.idf.il i;t ;g?f’t?g.c“g;“;lhg;ﬁ:rde dﬁ :ectcissss on Bl ock 1
212.76.116.195 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css Bl ock 1
109. 64. 92. 32 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
80. 230. 220. 211 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwwidf.il/error. htm B ock 1
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