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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address  |Site |Signature |Device Action |Count |
82. 145. 217. 224 Eur ope 147.237.76. 86 navy.idf.il |Back List drop 21

46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 1
52.16.5. 197 Irel and 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
216.177.128. 15 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000064: HTTP. Access to - adnin.asp Per nit 83
216.177.128.15 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000012: HITP. Suspicious Dr Access Per nirt 8
74.115.1.24 Anonynous  Proxy 147.237.77.216 dover.idf.il |Cl000064: HTTP: Access to - admn. asp Per mt 3
216.177.128.15 Lhited Sates 147.237.77. 216 dover.idf.il |C1000016: HTTP. adninistrator in WR Per nirt 2
216.177.128.15 Lhited Sates 147.237.77. 216 dover.idf.il [C1L000003: HTTP:. phpM/Adnin access Per nirt 1
204. 85. 191. 30 Lhited Sates 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
125. 77. 28. 26 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
200. 195. 135. 82 |147.237. 77. 176 |Brazi nat pash. i df . il ET SCAN NMAP -sS wi ndow 1024 1
115. 47.12. 162  |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
190. 103. 31. 165 |147.237.76.86 |Venezuel a navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
89. 237. 67. 57 147.237. 72. 166 |France aka.idf.il portscan: TCP Distributed Portscan 1
188.19.144.78  |147.237.8.27 ?éj:i;’}m e nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177.146. 220 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150[147. 237. 77. 179 |Uni ted Ki ngdom |e. nazi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45.76.100.222 |147.237.72.167 |Wited Sates i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 76. 39 |Uhi ted Ki ngdom |nobile. neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.55.3.75 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
163. 172. 169. 150|147. 237. 76. 30 [United Ki ngdom |[hi nush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
219.87.191.219 [147.237. 76. 200 |Tai wan eitan aka. idf.il ET SCAN Potential SSH Scan 1
146. 185. 183. 232(147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
219.87.191.219 (147.237. 76. 196 [Tai wan esvivaidf.il ET SCAN Potential SSH Scan 1
146. 185. 169. 251|147. 237. 77. 74 |Net her| ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 195. 135. 82 [147.237.77. 176 |Brazil nat pash. i df . i | ET SCAN NVAP -sS w ndow 3072 1
125.77. 28. 26 147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
198. 211. 122. 239|147. 237. 76. 34 |Net her| ands yohal an.i df . il ET SCAN NVAP -sS w ndow 1024 1
115.47.12.162 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
190. 103. 31. 165 [147.237.76.30 |Venezuel a hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
80.178. 227.219 |147.237. 77. 233l srael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
176. 107. 177. 47 |147.237.76. 42 |lkrai ne refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144.66 |147.237.77.212|Chi na e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 147 |Uni ted Ki ngdom |chi nuch. aka.idf . il ET SCAN Potential WNC Scan 5900- 5920 1
13. 68. 213. 73 147.237.77. 233 |Wnited Sates atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
163. 172. 169. 150|147. 237. 76. 39 |[United Ki ngdom |nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 203.33. 10  |147. 237. 72. 167 |Canada i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.87.191.219 [147.237.76. 198 |Tai van e.yohalan.idf.il ET SCAN Potential SSH Scan 1
146. 185. 183. 232|147. 237. 76. 38 |Net her| ands eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.87.191.219 [147.237. 76. 148 |Tai van gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3081
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 250
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 29
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 15
40.77.169. 100 Lhited Sates 147.237.77. 176 nat pash. i df .il dr op SAMrul e drop 15
40. 77. 169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 11
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 10
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
40. 77. 169. 99 Lhited Sates 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 8
40.77. 169. 103 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 8
40.77. 169. 96 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 7
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 7
46.19.85.21 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 7
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
80. 249. 250. 104 Irel and 147.237.77.216 dover.idf.il drop drop 5
40. 77. 169. 98 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 5
79.182.92.8 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 5
40. 77. 169. 103 Lhited Sates 147. 237.72. 156 anan.idf.il drop SAMrul e drop 5
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 5
40.77. 169. 97 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
109. 253. 195. 62 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SYN drop 2
37.26. 148. 160 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 2
122. 164. 106. 82 Indi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
106. 38. 241. 105 Chi na 147. 237.72. 156 anan.idf.il drop SAMrul e drop 2
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka idf.il dr op SAMrul e drop 2
37.139. 29. 219 Net her | ands 147. 237. 0. 200 mu. i df il drop drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 1
141.212.121.178 Lhited Sates 147.237.0. 35 akaws. i df . il dr op drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
198. 211. 122. 239 Net her | ands 147.237. 0. 200 mdu.idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
141. 212. 121. 183 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
198. 211. 122. 239 Net her | ands 147.237.76. 34 yohal an. i df .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
146. 185. 183. 232 Net her | ands 147.237.76. 148 gacenter.aka. i df .i | drop drop 1
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
190. 103. 31. 165 \enezuel a 147.237.76. 34 yohal an.idf .il drop drop 1
37.139. 26. 44 Net her | ands 147.237.76. 34 yohal an. i df .i | drop drop 1
106. 38. 241. 105 Chi na 147.237.77.170 naar achot . i df . il drop SAMrul e drop 1
80. 246. 130. 178 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
216.243.31. 2 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 1
190. 103. 31. 165 Venezuel a 147. 237.76. 148 gacenter. aka. i df .i | drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.11.180 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 22
93.172.213.174 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 8
198.58.98.222 |Uited Sates 147.237.77.216|dover.idf .l Dstributed PHP Attenpt B ock 8
198. 58. 98. 222 Lhited Sates 147.237.77.216|dover.idf .il Mul tiple Whaut horized URL Access from 198. 58. 98. 222 B ock 7
104. 245. 109. 151|hited Sates 147.237.77.216|dover . i df . i D stributed PHP Attenpt B ock 6
104. 245. 109. 151 |lhited Sates 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 104. 245. 109. 151 B ock 5
217.132.96.42 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
131. 253.27. 150 |[lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
131. 253. 25. 164 |lhited Sates 147.237.77.216|dover . i df . i Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 3
84.111.89.232 | srael 147.237.0.19 |nadimatal .idf. Easit;;:tu;é? d???ﬁ"/:\;ig?;i‘/ :;gaef:n;kr;t qaunti . aspx B ock 3
131.253.25. 185 |lhited Sates 147.237.77.216|dover . i df . i D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 2
46.116.86.203 | srael 147.237.0.19 |nadimatal .idf. E%Zit;j:t”;e.? d???%gf\;ig;’aju;/ Lf;g;s:mi’;t qaunti y. aspx Bl ock 2
131.253.27.81 |[lwhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 2
77.138.14.140 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df .il/nai n/ sachar B ock 2
109. 64. 18. 253 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 2
207. 46. 13. 43 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 2
131.253.27.134 |lLited Sates 147.237.77.216|dover . i df . i D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
85.219. 143. 163 |Pol and 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to wu aman.idf.il/favicon.ico Bl ock 2
216. 244. 66. 242 |Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/edi myoman/ yoman. asp B ock 2
40. 77. 169. 99 Lhited Sates 147.237.77.216|dover.i df .il Dstributed I11egal Byte Gode Character in URL B ock 2
87.71.6.189 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df .i | Dstributed Uhauthorized URL Access on waw idf.il/error.htm B ock 2
89.139.138.69 |[Israel 147.237.77.216|dover.i df .il D stributed Unhaut hori zed LR Access on waw i df.il/https:/vwwidf.il/ |B ock 1
79.178.18.241 |lsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to waw arman. idf.il/https:/ww aman.idf.il/ |B ock 1
66.102. 9. 118 Lited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df.il/drushi B ock 1
2.55.17.191 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ nai n/ sachar/ undef i ned B ock 1
94.193.70. 10 United Kingdom [147.237.77.233|atal .idf.il PHP Att enpt B ock 1
85. 68. 105. 104  |France 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
216.177.128.15 [lhited Sates 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wanidf.il/ar/letnein. asp B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to v idf.il/atal 1/izkor/print_text.asp Bl ock 1
157. 55. 39. 93 Lhited Sates 147.237.77.216|dover . i df . i Mil ti pl e Unaut horized URL Access from 157.55. 39. 93 B ock 1
109. 64. 18. 253 |Israel 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from 109. 64. 18. 253 B ock 1
89. 139. 174. 127 |l srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
217.132.96.42 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
198.58.98.222 |Uited Sates 147.237.77.216|dover.i df .il Unaut hori zed URL Access to waw i df . il/new wp- I ogi n. php B ock 1
79. 180. 44. 64 | srael 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
66.249. 64.139 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/tiznoret/nevs/ defaul t.asp B ock 1
2.55.41.184 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 1
94.193. 70. 10 Uhi ted Kingdom |147.237.77.233|atal .idf.il Unaut hori zed URL Access to ww atal .idf.il/wp-1ogin. php Bl ock 1
85. 68. 105. 104  |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/wp-1ogin. php B ock 1
216.244.66.242 |thited Sates  [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 216. 244. 66. 242 B ock 1
46.116. 117. 220 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
1.241. 14. 54 Okfre& Republic 147 237.72. 156 |lanan. i df . i | PHP At t enpt B ock 1
217.132.96.42 |Israel 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
93.158.152.52 :Z:::tr} on 147.237.77. 216 [dover . i df . i | \ALxr/];vuit gl?rll Izlegngljﬁsﬁ/c;r?ssu;genent s/ 2002/ f ebur ary/ 28. st m Bl ock !
80. 246. 130. 216 |l srael 147.237.77.216|dover . i df . i D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df. il Distributed Whaut horized LRL Access on waw idf.il/error. htm Bl ock 1
40.77. 169. 99 Lhited Sates 147.237.77. 176 |nat pash. i df . il |[Dstributed Il1l1egal Byte Gde Character in LR B ock 1
185. 3. 135. 42 Sweden 147.237.77. 176 |nat pash. i df . i|  |Too Miny Cookies in a Request - 186 cookies B ock 1
77.138.93.132 |France 147.237.72. 156 [aman. i df . i | Distributed Wauthorized URL Access on wwwu anan. i df.il/favicon.ico |B ock 1
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