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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
111.37.28.1 Chi na 147.237.76. 199 e.nakchal .idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 148 gocenter.aka.idf.il |Back List drop 1
71.6.165. 200 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
104. 238. 184. 170 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | rget Address |Site |SlgnaIure Devi ce Action |Oount |
185. 130. 6. 49 Li t huani a 147.237.72.156 |anan.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
46.165.197. 141  |Ger many 147.237.76.31 |nakchal . i df. il |ClL000074: HTTP: najestic bot Per nit 2
195. 154.232.58 |France 147.237.77.216 |dover.idf.il 22280: HITP. Joonha Qpject Injection Vilnerability B ock 1
94.102. 49. 193 Net her | ands 147.237.72.156 |anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
185. 130. 6. 49 Li t huani a 147.237.72.156 |anman.idf.il 20085; HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

80.246.130.49 |147.237. 77. 233l srael atal.idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 4
DDos attack

61.240.144.65 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5800- 5820

194.30.42. 144  [147.237.0.19 |Spain nadi matal .idf.il ET SCAN Behavi or al Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection

163. 172. 169. 150[147. 237. 77. 234 |Uni ted Ki ngdom |hal ag. i df . il ET SCAN NMAP -sS wi ndow 1024 1

163. 172. 169. 150(147. 237. 72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN Potential WWNC Scan 5900- 5920 1

125. 77. 28. 26 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1

104.232.98.38 |147.237.77.178|lhited Sates e. mat pash. i df i | ET SCAN NVAP -sS w ndow 2048 1

94.141.229. 108 |147.237.8.24 23::;'}0'1 elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1

66.249.81. 215  [147.237.77. 216 ?;Z:;:I”ion dover. i df il ET SCAN NVAP -sA (2)

61.240.144.65 |147. 237.76. 148|Chi na gacenter. aka. i df .i | ET SCAN Potential WNC Scan 5800- 5820

201. 238. 202. 219(147. 237. 77. 178 |Cil e e.matpash.idf.il ET SCAN NVAP -sS w ndow 1024

185. 130. 6. 49 147, 237. 72. 156 |Li thuani a aman. i df .i | ET WEB _SERVER Mii ebl ackcat scanner

163. 172. 169. 150|147. 237. 77. 178 |Uni ted Ki ngdom |e. nat pash. i df . i | ET SCAN Potential WNC Scan 5900- 5920

159. 203. 33. 10

147.237.76. 39

Canada

nobi le.neitav.idf.il

ET SCAN NVAP -sS wi ndow 1024

125.77. 28. 26 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan
104.232.98.38 [147.237.77. 178 |lhited Sates e. mat pash.idf.il ET SCAN NVAP -f -sS

61.240. 144. 65 |147.237.77.176|Chi na nat pash. i df . i | ET SCAN Potential VWNC Scan 5800- 5820
211.141.78.56 |147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Signatu re Message Devi ce Action |Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 10080
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 21
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 21
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
40.77.169. 97 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 13
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 10
79. 146. 130. 13 Spai n 147.237.72. 156 anan. i df.il drop First packet isn't drop 9
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
46. 121. 247. 243 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
40. 77. 169. 102 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 7
95. 242. 180. 23 Italy 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
95. 242. 180. 23 Itay 147.237.72. 156 anan.idf.il dr op First packet isn't drop 5
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
40.77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrule drop 4
109. 253. 216. 157 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 3
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
40.77. 169. 100 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 3
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
103. 231. 160. 77 Bangl adesh 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
41.254.5.173 Li byan Arab Janahiriya 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 156 anan. i df.il drop SAMrul e drop 2
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il dr op drop 1
61. 240. 144. 65 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
159. 203. 33. 10 Canada 147.237.76. 34 yohal an.i df .il drop drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 1
40. 77. 169. 99 Lhited Sates 147.237.72. 156 anan. i df .l drop SAMrul e drop 1
109. 253. 219. 101 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176.13.12.11 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 35 akaws. i df . il drop drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
66. 249. 81. 215 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 66. 53. 66 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
141. 212.121. 177 Lhited Sates 147.237.76. 34 yohal an.i df .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 mdu. i df.il dr op drop 1
109. 253. 202. 180 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
141.212.121. 179 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il drop drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.181.127. 134 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 255
2.53.179. 238 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 170
80. 246. 137. 8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 74
37.26.146.221 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
67.210.98.200 [thited Sates  |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 6
94. 23.238. 16 France 147.237.77. 216 |dover.idf .l Dstributed PHP At tenpt B ock 6
67.210.98.200 |Wited Sates 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 67. 210. 98. 200 B ock 5
66.249.81.215 |[Israel 147.237.77.216|dover.i df . i D stributed Waut hori zed URL Access on waw i df.il/error.htm B ock 5
67.231.244.78 |lnited Sates 147.237.77. 216 |dover.idf .l Ostributed PHP At tenpt B ock 5
94.23.238. 16 France 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 94.23. 238. 16 B ock 5
67.231.244.78 |Whited Sates  |147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 67.231. 244. 78 B ock 4
185.27.105.10 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 239. 239 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139.231.198 |France 147.237.72. 166 |aka. i df . i | m;li(;ﬂtd?iwiﬁ :f;;czﬁ;r Method for Known LRL on B ock 2
37.26.147.199 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 2
131. 253.27. 204 |[wnited Sates  [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on ww i df.il/error. htm B ock 2
87.71.6.189 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 2
77.138.126.18 |France 147.237.72. 166 |aka. i df . i | m“;grii dzfelci I'\f;a??s SPn;ISITn; i aspx B ock 2
37.142.182.170 [israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 141. 231 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover.i df . il D stributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
94. 23.238. 16 France 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df . il /wp/wp-1ogin. php B ock 1
213.57.236.94 |l srael 147.237.77. 234|hal ag. i df . i | ﬂ?f’tzgglri?;fe%ﬁmpgg:f:h;oe /b et L, gi B ock 1
46.121. 63. 50 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 46. 121. 63. 50 B ock 1
131.253.27.126 |lnited Sates  |147.237.77.216|dover.idf.il D stributed Wnhaut hori zed URL Access on waw idf.il/error.htm B ock 1
84.94.72.42 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
67.231.244.78 |Lnited Sates 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/site/wp-1ogin. php B ock 1
66. 249. 76. 87 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/viewing. asp |B ock 1
94.230.86.154 | srael 147.237.72.166 |aka. i df . i | 3,;: ;L:_”it;d_ ilﬂa#;wrioﬁ‘/’ d';f;:f?.;ggxmo"‘” R on Bl ock 1
66.102. 9. 118 Lhited Sates  |147.237.72.166|aka. i df.i | Unaut hori zed Method PCST for waw aka. i df . i1/ drushi B ock 1
5.22.132. 87 I srael 147.237.0.19 |nadi matal .idf.il nma;u;h;r;%??jf'fﬁ‘/ :ﬁ;e:ds/;j‘;xl pdt enakat Gaunt £y, aspx B ock 1
77.126.22.8  [Israel 147.237.77. 234|hal ag. i df . i | 1D4§t ;';;”;‘;dZﬁffmggsfiiaﬁlﬁﬁsg fr;i f Bl ock 1
204.79.180.17 |[United Sates  |147.237.72. 166 |aka. i df . i | m;:(zuit(? ilﬂa#;wriozni‘/’ d§;:??.;;);xmom L on B ock 1
37.142.10.248 | srael 147.237.77. 216 |dover . i df . i | mir&éﬁ'ﬁ?&ﬁ“}miifﬁi ILf' Access on B ock 1
109. 67.224.56 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.181. 224. 125 |lIsrael 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 1
67.210.98.200 [lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/site/wp-1ogin. php B ock

157. 55. 39. 93 Lhited Sates  |147.237.77.216|dover.idf.il mﬂtdﬁon ﬁfg?;sggcﬁ:fd;v; aspx! ' [l A & Bl ock 1
66.249. 64.230 |[Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to naarachot. i df.il/nobil e/ B ock 1
5.29. 27. 66 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
207. 46. 13. 43 Lhited Sates  [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wwidf.il/error. htm B ock 1
79.181.224.125 |[israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
167. 220. 232. 1043apan 147. 237.77. 216 |dover . i df . i | Lo 1%,528(-1?;?3:2?.8;3'&#%1404 Bl ock 1
66.249.65.24  Israel 147. 237.77. 216 |dover . i df . i | D R e e el dover aspx Bl ock 1
31.154.81.71 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
77.139. 95. 96 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . i | / sachar Bl ock 1
207.46.13.161 |lnited Sates  |147.237.0.16 |n|y kosher-kravi. i df. m”;;‘)lg szh‘zciﬁvfclc:fsl P bots. txt Bl ock 1
37.204.95. 71 :Zg::t”i o 147.237.72. 166 |aka. i df . i | m;:(zuit(? ilﬂa#;wriozni‘/’ d§;:??.;;);xmom WL on B ock 1
109. 253. 242. 85 |Israel 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 1
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