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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
46. 239. 15. 195 Bosni a and Herzegovi na  |147.237.77. 216 dover.idf.il|Frk_Under Attack Con Htp drop 2
191. 96. 249. 18 Ghile 147.237.76. 86 navy.idf.il |Back List drop 1
95. 86. 124. 139 | srael 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry arget Address |Site Sgnature Devi ce Action |Oount
216.177.128.222 |uwited Sates 147.237.77.216  |dover.idf.il CL000064: HTTP:. Access to - admin. asp Per nit 189
216.177.128.222 |lWited Sates 147.237.77.216  |dover.idf.il C1000012: HTTP. Suspicious Dr Access Per nirt 17
216.177.128.222 |lWited Sates 147.237.77.216  |dover.idf.il C1000016: HTTP. adninistrator in R Per nirt 4
216.177.128.222 |uited Sates 147.237.77.216  |dover.idf.il C1000003: HTTP: phpM/Adni n access Per nit 2
74.115.1.58 Anonynous Proxy 147.237.77.216  |dover.idf.il C1000064: HTTP: Access to - admi n.asp Per nirt 1
198. 20. 87. 98 Lhited Sates 147.237.8. 28 e.nobi l e-ks.idf.il [13840: TLS penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Ste

Signature

163.172.169. 150  |147.237.77.19 Lhi ted Ki ngdom | awe forumi df . il ET SCAN Potential VWNC Scan 5900- 5920 1
159. 203. 33. 10 147.237.8. 28 Canada e.nobi | e-ks. i df .il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
77.138.52. 97 147.237.77.216  |France dover.idf.il portscan: TGP O stributed Portscan 1
61. 240. 144. 65 147. 237.76. 39 Chi na nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
201.238.202.219 |147.237.77.227 |Giile e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.202 [China e.halag.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
163.172.169. 150  [147.237.72.14 Lhi ted Ki ngdom dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
128. 199. 49. 205 147.237.76. 42 Net her | ands refuah.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.77.227  |Czech Republic e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 64. 76 147.237.72.166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
46.227.67. 172 147. 237.76. 30 Sweden hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.77.216 [China dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Signatu re Message Devi ce Action |Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 10110
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 42
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 22
46. 121. 247. 243 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 19
40.77.169. 103 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 13
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77.169. 97 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 11
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
40.77. 169. 102 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 8
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
37.47.111. 233 Pol and 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 6
40.77.169. 99 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 4
40. 77. 169. 98 Lhited Sates 147.237.72. 156 anan. i df.il drop SAMrul e drop 4
40.77. 169. 98 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 4
109. 64. 52. 27 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 3
79.182.92.8 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 3
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
89. 138. 139. 144 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
49.147. 181. 221 Phi |i ppi nes 147.237.77. 74 lawidf.il drop First packet isn't SYN drop 2
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
70.71. 113. 105 Canada 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
106. 38. 241. 105 Chi na 147.237.72. 156 anan. i df.il drop SAMrul e drop 2
40.77.169. 104 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
176.13.9.13 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
106. 38. 241. 105 Chi na 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
176. 13. 225. 10 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
109. 253. 132. 180 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
40.77. 169. 99 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
137.117. 168. 203 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
37.143.145.34 Iran, Islamc Republic of 147.237.76. 34 yohal an.i df .il drop drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
84.108.52.5 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
137. 117. 168. 203 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
176. 13. 248. 158 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
77.139.95.7 France 147.237.72.166 |aka. i df . i | m“;kT: i(fidl /'\':;T/’gi ;ESA/DQ;HC; al. aspx B ock 42
131.253.27.195 |[lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 24
121.9.143.5 Chi na 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from121.9.143.5 B ock 17
37.26.148.149 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
121.9.143.5 Chi na 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 6
37.26.149.170 |[lIsrael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 5
62.149.145.125 [italy 147.237.77.216|dover.idf .i | Ostributed PHP At tenpt B ock 5
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 4
77.138.109. 205 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mnai n/sachar B ock 4
62.149.145.125 [italy 147.237.77.216|dover.i df .i | Ml tipl e Uhaut horized URL Access from 62.149. 145, 125 B ock 4
46. 19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
79.178.56.166 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79. 178. 56. 166 B ock 3
216.177.128. 222|hited Sates  |147.237.77.216|dover.idf . il Ml ti pl e Unaut hori zed URL Access from 216. 177. 128, 222 B ock 3
87.71.6.189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
66. 249. 65. 51 I srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 2
46.19. 86. 53 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
207.46. 13. 43 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
62.149. 145,125 |italy 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df . il /wordpress/wp-1 ogi n. php B ock 1
121.9.143.5 hi na 147.237.72.166 |aka. i df . i | m“;g rii dzf‘_e‘ijl ?En;hg/dhmgfzﬂ (. aspx B ock 1
79.178.128. 134 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to wan aka.idf.il/val tam Bl ock 1
66. 249. 69. 249  |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized LR. Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
141.226.161. 19 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy.idf.il/927-eng B ock 1
46.121.157.93 |[Israel 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 1
79.177.111. 184 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
207. 46. 13. 43 Uited Sates |147.237.77.216|dover.idf.il PHP Att enpt B ock 1
66.102.9.24 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for www aka. i df . il/mai n/ hone/ def aul t. aspx |B ock 1
121.9.143.5 Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/index. asp B ock 1
79.179.131. 120 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
167. 220. 232. 104 |Japan 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 1
46.121.157.93 |Israel 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to waw cogat. i df.il/wp-1ogin. php B ock 1
109.64.117.70  |Israel 147.237.76. 200 |ei tan. aka. i df . i | m“;if:‘;'ni_ ;f:_ i'\g}t_ ???sgﬁ /fe?;m asix None 1
79.177.123. 123 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
207. 46. 13. 43 Uited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwu i df.il/ar/vb/index. php B ock 1
131.253.25.135 |[thited Sates |147.237.77.216|dover.idf.il Distributed Whauthorized LR Access on wan i df.il/error. htm B ock 1
79.180. 135. 165 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter answerid in waw aka. i df . il/sachar/l ogi n/ None 1
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 1
5.29.0.210 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
66.249.69. 194 I srael 147.237.0.34 |tikshuv.idf.il Eiégx?td?i ﬁﬁ:jtr:ogriiyzui‘/jg:% a;"lc.caesspf( on Bl ock 1
46.117.101. 119 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter x in ww aka.idf.il/main/sachar/ payslips. aspx None 1
131.253.27.39 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
79.181.177.200 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ |B ock 1
203.127.96.229 |9 ngapore 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
79.178.56.166 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/sip_storage/files/4/ Bl ock 1
66. 249. 69. 249 I srael 147.237.0.34 |tikshuv.idf.il Elj;r:l;\?lijtdic.li Il‘?rat.:jt:/c;riiyzui(/jglejr:;r aTCaZSpi on Bl ock 1
216.177.128.222|hited Sates  [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw idf.il/ar/letnein/ Bl ock

46.121. 63. 50 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock

80. 246. 138. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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