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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

Target Address |Site Signature Device Action |Count
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 2
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack_Con Htp dr op 2
115. 230. 125. 146 Chi na 147.237.77. 19 lawforumidf.il JIMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120. 122. 219 |147.237. 76. 200 |l srael eitan aka.idf.il Xenu Link Seuth User Agent 6818
46.120. 122. 219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 1591
46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 1256
46.120. 122. 219 (147.237.77. 226l srael ww chamatz. aka.idf.il [Xenu Link S euth User Agent 859
46.120.122. 219 [147.237.77.176 |l srael mat pash. i df . i | Xenu Link Seuth User Agent 688
46.120. 122. 219 (147.237.76. 147 |I srael chi nuch. aka.i df .il Xenu Link Seuth User Agent 555
46.120.122. 219 |147.237.76.31 |[Israel nakchal . i df. il Xenu Link Seuth User Agent 248
46.120.122. 219 [147.237.76.86 |[Israel navy.idf.il Xenu Link Seuth User Agent 201
46.120. 122. 219 (147.237.76.42 |lIsrael refuah.idf.il Xenu Link Seuth User Agent 145
46.120.122.219 |147.237.0.34 |[Israel tikshuv.idf.il Xenu Link Seuth User Agent 58
46.120.122.219 |147.237.77. 233 |l srael atal.idf.il Xenu Link Seuth User Agent 10
46.120. 122. 219 (147.237.77. 170l srael n@ar achot . i df . i | Xenu Link Seuth User Agent 9
46.120.122. 219 |147.237.72. 167 |I srael i shurimaka.idf.il Xenu Link Seuth User Agent 5
46.120 122 219 147 237, 76. 200 |1 1 ael oitan akaidf | ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 3
DDos attack
46.120.122.219 |147.237.77. 216 I srael dover.idf.il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
36. 228, 151 111 |147. 237 850 |Tai van o tikshuv. i df i ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91. 201. 236. 155 |147.237. 77. 227 |kr ai ne e. hanaz. i df .il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 |[147.237. 77. 227 |Ikrai ne e. hanaz. i df .i | ET SCAN NVAP -f -sS 1
91.201.236.50 [147.237.77.178|Wkrai ne e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 4096 1
66. 203. 215. 242 (147.237.0.34 [Canada tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.120 122 219 147 237 76. 42 |1 s ael cefuahidf | ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
58.218. 204. 245 [147.237.76. 148 |hi na ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.76.38 [China eenmeitav.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 148 LKJ?i;:gom ggcenter. aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
46.120. 122,219 |(147.237.0.15 |[lIsrael kosher-kravi .idf.il Xenu Link Seuth User Agent 1
5.39.222. 253 147.237.76. 197 [Netherl ands ~ |e. hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237. 77. 227 |krai ne e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.50 [147.237.77.178|Wkrai ne e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.77. 178 |krai ne e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
66. 203. 215. 242 [147.237.0.34 [Canada tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 |[147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.120. 122. 219 |(147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
46.120.122.219 |147.237.72. 156 I srael aman. i df il Xenu Link S euth User Agent 1
46.120.122.219 |147.237.77. 226 I srael v charmat z. aka. i df . i | ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
46.120.122.219 (147.237.0.17 |[Israel mny-kosher-kravi .idf.il |Xenu Link S euth User Agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3199
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 200
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 30
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 27
40.77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrule drop 11
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 11
40.77.169. 101 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 10
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrule drop 10
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 9
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 7
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 4
109. 66. 172. 82 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 4
40. 77. 169. 102 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 4
40. 77. 169. 104 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
188.120. 148. 41 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
79.179.190. 115 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.179. 219. 26 | srael 147.237.0.34 tikshuv.idf.il dr op First packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
185.120. 126. 17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 1
109. 253. 210. 181 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
117. 215. 169. 251 Indi a 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
207. 46. 13. 43 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
141. 212.121. 176 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
46. 19. 86. 152 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 132. 22 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176.13. 1. 223 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
109. 253. 157. 207 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.120.122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.120. 122. 219 |B ock 824
109. 253. 210. 181 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 52
131.253.27.85 |Uhited Sates |147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 23
5.102.242.242 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
131.253.27.47 |Uited Sates |147. 237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 22
. . Unaut hori zed Met hod HEAD for
77.139.95.7 France 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ gener al . aspx B ock 21
46.120.122. 219 |Israel 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 46. 120. 122. 219 Bl ock 11
46.120.122. 219 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 46, 120. 122, 219 B ock 8
37.26.147.180 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 7
84.111.108.45 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
89.138.189.40 [Israel 147.237.77.243|mobi | e. i df . i | Distributed Suspici ous Response Code B ock 4
132. 74. 95. 19 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/112994. pdf B ock 4
46.120. 122. 219 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46.120. 122. 219 B ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
46.120. 122. 219 |Israel 147.237.77.216|dover . i df .i | Mil ti pl e Unaut hori zed LRL Access from 46. 120. 122. 219 B ock 4
2.53.128. 248 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 3
85. 64. 63. 133 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
. . . Unaut hori zed URL Access to
46.19. 86. 146 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
131.253.27.96 |lnited Sates |147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
wWwwv. chanmat z. aka. i d ) )
46. 120. 122. 219 |l srael 147.237.77. 226 £l Mil tipl e Whaut hori zed URL Access from 46. 120. 122. 219 B ock 2
. . Unhaut hori zed URL Access to
46.120.122. 219 I srael 147.237.76.86 [navy.idf. il v navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 2
40.77. 169. 98 Uhited Sates |147.237.77.216|dover.idf . il Mitiple Illegal Byte Gode Character in URL from40. 77. 169. 98 B ock 2
46.120.122.219 |l srael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Lnhaut horized URL Access from 46.120. 122. 219 B ock 2
37.26.146.129 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.121.235.90 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
77.139.69.181 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df .il/nai n/ sachar B ock 1
] - . Unaut hori zed Met hod PCBT for
66. 102. 6. 25 Lhited Sates [147.237.72. 166 |aka. i df .i | v aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx B ock 1
. . . Unaut hori zed URL Access to
46.120.122.219 Israel 147.237.76.200 ei tan. aka. i df . i | virwu ei tan. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
2. 53, 190. 82 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in URL /mai n/kapat z//1es#012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Unhaut hori zed URL Access to
46.120.122. 219 I srael 147.237.77. 216 [dover . i df . i | v i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . Unaut hori zed Met hod PCBT for
204.79.180.232 |Lhited Sates [147.237.72. 166 |aka. i df . i | aka.i .1/ portal nil Ui ritenpl at es/i nner. asp B ock 1
. . O stributed Lhaut hori zed URL Access on
109. 66. 151. 131 |l srael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
46.120. 122. 219 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized LRL Access from 46. 120. 122, 219 B ock 1
40. 77. 169. 98 Lhited Sates [147. 237.77. 176 [nat pash. i df . i | Mitiple Illegal Byte Qode Character in URL from40. 77. 169. 98 Bl ock 1
66. 249. 64. 45 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
. . . Unhknown Paraneter SortDir in
46.120.122.219 |lIsrael 147.237.76.200|ei tan. aka. i df . i| v i tan, aka, i df i1/ 1103-en/ ei t an. aspx None 1
89. 237. 65. 76 France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from89.237.65.76  |B ock 1
77.138.67.159 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for ww aka. i df . i | /sachar B ock 1
2.53.190. 82 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from2.53.190. 82 B ock 1
213.57.97.170 [Israel 147.237.72. 166 |aka. i df . i | Unhknown Paraneter x in ww aka. i df.il/main/sachar/payslips.aspx [None 1
. . Dstributed Paraneter Type Mol ati on on
84.94.174.209 |[Israel 147.237.77. 216 (dover. i df .i | vw i of i | / 1065- he/ dover . aspx par anet er Sear chText B ock 1
66. 249. 64. 105 I srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
ww aka. i df . i |/ ndnai n/ gi yus/ gener al . aspx
46.120. 122. 219 |Israel 147.237.76.200|ei tan. aka. i df .i | Unknown Paraneter |ang in ww eitan. aka. i df.il/1103-en/eitan. aspx [None 1
89.237.65.76  |France 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for Bl ock 1
wwn aka. i df . i |/ mai n/ snal i nd snal i m aspx
P . Unaut hori zed Met hod PCBT for
77.138.74.21 France 147.237.72. 166 |aka. i df . i | wws aka i cf i |/ rai v gi yus/ recri t| ane. aspx B ock 1
213.151.57.119 | srael 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchfext in Bl ock 1
waw i df . i |/ 1065- he/ dover . aspx
46.120.122.219 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
131.253.27.41 |Uited Sates |147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
46.19.85.66 |Israel 147.237.77. 234|hal ag. i df . i | thathori zed URL Access to Bl ock 1

147. 237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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