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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
46. 239. 15. 195 Bosni a and Her zegovi na |147.237.77. 216 dover.idf.il Frk_Under Attack_Con Htp drop 2
123. 59. 59. 52 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-trafl forward 1
176. 228. 185. 241 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Back List drop 1
188. 165. 30. 46 Li t huani a 147.237.76. 38 e.e.neitav.idf.i|Back List drop 1
120. 132. 50. 135 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




08-27-2016-17:04:00 to 08-27-2016-18:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

109. 64. 82. 215  |147.237. 77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 11
79.176.125.30 |147.237.76. 147 |I srael chinuch. aka.idf.il [ET SCAN NVAP -sA (2) 2
5.102. 254. 88 147.237. 72. 166 [I srael aka.idf.il Xenu Link S euth Wser Agent 2
66. 203. 215. 242 |147.237.77.61 |Canada e.cogat.idf.il ET SCAN NVAP -f -sS 1
46.227.67.172 |147.237.77. 74 |Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 [147.237.76.38 [China eenitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
181. 51. 247. 123 |147.237.76.30 |Col onbi a hi mush. i df .i | ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
106. 3. 132. 14 147.237.8.28 [China e.nobi le-ks.idf.il |JET SCAN Potential VNC Scan 5900- 5920 1
104. 197. 206. 193|147. 237. 76. 147 |United Sates |chinuch.aka.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
94.102.48.195 [147.237. 76. 201 [Net her| ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 203. 215. 242 |147.237.77.61 |Canada e.cogat.idf.il ET SCAN NMAP -sS w ndow 2048 1
46.227.67.172 |147.237.77. 121 |Sweden e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.23.156. 152 [147.237.72. 156 |Tai van anan.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 77. 233 LK?i;gegom atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
106. 3. 132. 14 147.237.8.46 [China e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
106. 3. 132. 14 147.237.8.24 |China elifestyle.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
97.105.173. 114 |147.237.0.15 |[Whited Sates |kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9971
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 100
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 15
79.176.94. 3 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 14
106. 38. 241. 105 Chi na 147.237.72. 166 aka idf.il dr op SAMrul e drop 13
93.129. 143. 6 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 7
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 6
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 5
185. 27. 105. 79 | srael 147. 237.72. 166 aka.idf.il drop First packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
68. 180. 230. 171 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 2
79.176. 48. 135 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
109. 67. 226. 126 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
79.179.0. 151 I srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
109. 67. 30. 188 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
176. 13. 235. 249 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .il dr op drop 1
106. 38. 241. 105 Chi na 147. 237.72. 156 anan. i df.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.170 naar achot . i df . il drop SAMrul e drop 1
109. 253. 194. 183 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
185. 31. 136. 59 F nl and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 35 akavs.idf.il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
66. 240. 219. 146 Lhited Sates 147.237.0.35 akavs.idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df .il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 2 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 228
109. 253. 240. 126|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 9
77.139.102.129 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139. 102. 129 B ock 5
79.177.164.12  |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
79. 180. 5. 188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
185. 27.105. 66 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 14 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 64. 158. 161 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
40.77.169.101 |lhited Sates [147.237.77.176|matpash.idf.il |[Dstributed I1legal Byte Qode Character in LR B ock 2
40. 77. 169. 97 Lhited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 2
84.109.202.86 |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 2
132. 74. 95. 19 I srael 147.237.77. 170 [maar achot . i df . i | |[Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 112994. pdf B ock 2
77.138.71.114 |France 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
40.77.169.100 |lhited Sates [147.237.77.176|mat pash.idf.il [Dstributed I1legal Byte Gode Character in LR B ock 2
46.121. 16. 52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
40.77.169.100 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 2
80. 246. 136. 154 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
66.102.8.197  |United Sates |147.237.72.166|aka. i df . i | pstributed IL?;”;:J;MZ?S e nod ;S"p’ Knoun LRL on Bl ock 1
40. 77. 169. 97 Lhited Sates [147.237.77.176|nat pash.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84.109.202.86 |[Israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 84.109. 202. 86 B ock 1
77.126.31.224 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method HEAD for wawn aka. i df .il/mai n/ sachar/ Bl ock 1
66. 102. 8. 253 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Method POST for v aka. i df.il/giyus/main/default.asp  |B ock 1
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
40.77.169.103 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 1
77.138.42.226 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for v aka. idf.il/main/snalind B ock 1
66.102.9.24 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx |B ock 1
40.77. 169. 98 Lhited Sates |147.237.77.216|dover.idf.il DOstributed I11ega Byte Gde Character in LRL Bl ock 1
79.181.251.210 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed UR. Access on waw idf.il/error.htm B ock 1
84.109.202.86 |[lsrael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to ww nakhal .idf.il/sip storagel/files/2/ Bl ock 1
66.249. 66.197 I srael 147.237.77. 216 [dover . i df . i | e o st b f adover . aspx Bl ock 1
80. 246. 130.48 |l srael 147.237.77. 216 |dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66.249.81.218 |[Israel 147.237.77.216|dover.i df . i Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
5.102. 254. 88 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wn aka.idf.il /I ondi B ock 1
109. 64. 82.215 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 69. 44 I srael 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to www | awidf.il/sip storage/files/8/638.pdf |B ock 1
71.6.146. 185 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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