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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address
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Attacker Country ‘

109. 67. 183. 248 | srael 147. 237. 76. 147 chi nuch. aka.idf.il Invalid TGP H ags drop 24
109. 67. 183. 248 | srael 147. 237. 76. 147 chi nuch. aka.idf.il Invalid L4 Header Length drop 9
5.28. 160. 173 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
79.181. 222. 84 I srael 147.237.77. 216 dover.i df il ;C/]; handshake violation, first packet mot | 4
46.239. 15, 195 Bosni a and 147.237.77.216  |dover.idf.il Frk_Under Attack Con Htp drop 2
Her zegovi na
222.186. 58. 140 Chi na 147.237.76. 34 yohal an.idf.il JLM Under Attack Con_Tcp drop 2
173. 255. 244. 48 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .i | JLM Purple Gon Linit_Tcp drop 1
185. 89. 217. 235 Net her | ands 147.237.0. 34 tikshuv. i df i1 ;C/}; handshake viol ation, first packet not . 1
104. 148. 35. 34 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il B ack List drop 1
173. 255. 244. 48 Lhited Sates 147.237.0. 35 akaws. i df.i | JLMPurple Gon Limt Htps drop 1
183. 60. 48. 25 Chi na 147.237.0. 17 Im"y' kosher-kravi. T df.i |5 \i b oie con Limt Tep drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack Li st drop 1
185. 89, 217. 234 Net her | ands 147.237.0.34 ti kshuv. i df i I;: handshake viol ation, first packet mot | 1
104. 148. 35. 34 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1




08-27-2016-16:04:00 to 08-27-2016-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
5.9.89.170 Ger many 147. 237.76. 42 refuah.idf.il CL000074: HTTP. maj estic bot Per nit 17
5.9.89.170 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nirt 16
5.9.89.170 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Permit 14
5.9.89.170 Ger many 147. 237.72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per nit 9
5.9.89.170 Ger many 147. 237.77. 226 vy chanat z. aka. i df . i | C1000074: HITP. naj estic bot Per nirt 5
5.9.89.170 Ger many 147.237.77.176 nat pash. i df.il C1000074: HTTP. mgj estic bot Per nirt 3
5.9.89.170 Ger many 147.237.76. 31 nakchal .idf.il CL000074: HTTP. maj estic bot Per nit 2
5.9.89.170 Ger many 147.237.77. 170 naar achot . i df . il C1000074: HITP. naj estic bot Per nirt 2
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79.180. 153. 114 |147.237.76.86 |[Israel navy. i df.il ET SCAN NVAP -sA (2) 18
202.83.21.48 147.237.0.17 |india mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76. 148 |thi na ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
190. 186. 43. 196 |147.237.8.24 |Bdlivia elifestyleidf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 77. 74 LK?i;gegom lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.232.98.38 |147.237.76.42 [Lnited Sates [refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.48.195 |[147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 83.21. 48 147.237.76. 202 |Indi a e halag.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237.77.170|krai ne naar achot . i df . i | ET SCAN NMAP -sS wi ndow 2048 1
202. 83. 21. 48 147.237.76. 177 |Indi a ncore.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.77. 170 |krai ne n@ar achot . i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
202. 83. 21. 48 147.237.76.31 |India nakchal . i df il ET SCAN Potential SSH Scan 1
64.150. 217 171 |147. 237. 76. 31 |Bahanas vekehal i df i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202.83.21.48 147.237.0.33 |india idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
202.83.21. 48 147.237.0.16 |india ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.232.98.38 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
104.232.98.38 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 155 |147.237. 77. 170 |kr ai ne n@ar achot . i df . i | ET SCAN NMAP -sS wi ndow 4096 1
202.83.21.48 147. 237. 76. 201 |I ndi a e.atal.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237.77. 170 |krai ne naar achot . i df . i | ET SCAN NVAP -f -sS 1
202.83.21. 48 147.237.76.34 |india yohal an. i df .i | ET SCAN Potential SSH Scan 1
202.83.21.48 147.237.0.34 |india tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Ste |Signature| Message

46.239. 15. 195 |Bosni a and Her zegovi na|147. 237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3263
46.239. 15. 195 |Bosni a and Her zegovi na |147. 237. 77. 216 |dover.idf.il drop drop 100
185. 89. 217. 227 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 11
40. 77. 169. 96 Lhited Sates 147.237. 77. 216 |dover.idf .il drop SAMrul e drop 9
85. 250. 62. 252 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
40. 77. 169. 99 Lhited Sates 147.237.72. 156 |anan.i df .i | drop SAMrul e drop 7
31.210.186. 143 |lIsrael 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 6
185. 89. 217. 234 [Net her| ands 147.237.0.34  |tikshuv.idf.il dr op Frst packet isn't SN drop 6
185. 89. 217. 230 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 6
185. 89. 217. 235 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 6
185. 89. 217. 229 |Netherl ands 147.237.0. 34 tikshuv.idf.il dr op First packet isn't SN drop 4
185. 89. 217. 225 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 4
92.241.49.10 Jor dan 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 4
185. 89. 217. 232 |Netherl ands 147.237.0. 34 tikshuv.idf.il dr op First packet isn't SN drop 4
185. 89. 217. 233 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 3
84.95. 49. 176 I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
212.179.222.99 |lsrael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 3
79.180. 153. 114 |l srael 147.237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 3
212.179. 90. 106 |l srael 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 3
185. 89. 217. 224 |Net her| ands 147.237.0. 34 tikshuv.idf.il dr op First packet isn't SN drop 2
46. 19. 86. 200 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
77.138.52.97 France 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 2
176. 13. 225. 128 |l srael 147.237. 77. 216 |dover.idf .il dr op Frst packet isn't SN drop 2
79.178.153. 115 |l srael 147.237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 2
89.138.187.199 |lsrael 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 2
185. 89. 217. 231 |Netherl ands 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't SN drop 2
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 2
185. 89. 217. 227 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop Unexpect ed post SYN packet - RST or SYN expected |drop 2
180. 242. 210. 130 |l ndonesi a 147.237. 77. 216 |dover.idf .il dr op Frst packet isn't SN drop 2
79.181.222.84 |lsrael 147.237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 2
40. 77. 169. 99 Lhited Sates 147.237. 77. 216 |dover.idf .il drop SAMrul e drop 2
74.82.47.28 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 |China 147.237.77. 176 |mat pash.idf . il drop SAMrul e drop 1
176.13.6.5 I srael 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 1
106. 38.241. 105 |China 147.237.72. 156 |anan.i df .i | dr op SAMrul e drop 1
106. 38. 241. 105 |China 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 1
106. 38.241. 105 |China 147.237.72. 167 |i shuri maka. i df . i {dr op SAMrul e drop 1
40.77. 169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 1
109. 226. 40.40 |Israel 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 1
176.13.237.28 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
106. 38.241. 105 |China 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
109. 253. 147. 33 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
66. 249. 69. 113 | srael 147.237.0. 33 idf.il dr op drop 1
31.154. 49. 49 | srael 147.237. 77. 216 |dover.idf .il dr op Frst packet isn't SN drop 1
106. 38. 241. 105 |China 147.237.77. 170 |n@arachot . idf .i| [dr op SAMrul e drop 1
185. 89. 217. 228 |Netherl ands 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 1
128.232. 110. 28 |United Ki ngdom 147.237.0.200 |rdu.idf.il dr op drop 1
106. 38. 241. 105 |China 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
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87.69.191.172 |lsrael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 333
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 16
46.19.85.170 |Israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode B ock 5
77.139. 102. 129 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.139.102.129 |B ock 4
40.77.169.100 |Lhited Sates |147.237.77.216|dover.idf .il Dstributed I11egal Byte Qde Character in LR B ock 4
79.182.101.24 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
85. 64. 136. 102 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
37.26.149. 165 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock 3
40.77.169. 101 [lhited Sates [147.237.77.176 [nat pash. i df .i | Dstributed I11egal Byte Gode Character in URL B ock 2
185.32.179.90 |Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 2
40.77.169.97 |Uited Sates [147.237.77.176 |nat pash. i df .i | Dstributed I11egal Byte Qde Character in LR B ock 2
109. 253. 132. 39 |l srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 2
79.180. 92. 234 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/ atal . aspx B ock 2
204.79.180.15 [Lhited Sates |147.237.72.166|aka. i df . i m“;;gii jfeloi' Imﬁ'i’f mﬁp{ o es/ hore. asp Bl ock 1
71.6.146.185 |[Lnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
65.55.213.27 |Uited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 1
40.77.169.97 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
157.55.39.44 [Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1
66.249.76.112 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 112 B ock 1
213.57.192. 134 [I srael 147.237.72. 167 i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
40.77.169.101 |lhited Sates |147.237.77.216|dover.idf.il Ostributed I11egal Byte Qde Character in LR B ock 1
89.138.214.61 |Israel 147.237.0.15  [kosher-kravi . idf .i[-ou"ori zed (R |A/Cs?is_sstto?age/ £ e/ si ze338x0 1615 pg Bl ock 1
74.6.254.105 |lhited Sates |147.237.77.216|dover.idf il mu;\fu”f gfo_ri'lzles? pg:;of‘;ngfsi |t§s/ 5/ i 26220x0) 16845 pg Bl ock 1
66. 102. 9. 10 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Met hod POST for www aka. i df . i1/ drushi n B ock 1
40.77.169.98 [lhited Sates [147.237.77.176 [nat pash. i df .i | Dstributed I11egal Byte Gode Character in URL B ock 1
176.13.5.173 [l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock
66.249.76.112 | srael 147.237. 72. 166 |aka. i df . i | chaut hor zed Ifmﬁ?ﬁzzm;/oappl - app-si t o 55061 at | on B ock 1
40.77.169.102 |hited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
91. 210. 144. 237 |krai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/blog/ B ock 1
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df . i/ appl e-app-sit e-associ ati on |B ock 1
40.77.169.98 |thited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.76. 115 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
40.77.169.103 |Lhited Sates |147.237.77.216|dover.idf .il Dstributed I11egal Byte Qode Character in LR B ock 1
109. 64. 170. 173 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
77.139. 102. 129 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/nai n/ sachar B ock 1
66. 249. 64. 244 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wwwy navy. i df . il/navy/ navy/ general . aspx  |Bl ock 1
185.89. 217. 233 [Netherlands  |147.237.0.34 |tikshuv.idf.il mlfkﬁi‘\’fi?ﬂ ﬁ.rsﬁts;ges/share & yout ubenew png Bl ock 1
85.64.232.133 I srael 147.237.77. 234 |hal ag. i df .i | ﬂ?f’;ggri?;?23ﬁmpgcgssssh;°e 4/ bul et 1. g Bl ock 1
68.180.230. 171 |thited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df.il/1115-ar/dover. aspx  [B ock 1
66.249.69.40 |lsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | aw i df . il/229-he/ faqg. aspx B ock 1
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