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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohalan.idf.il |Back List dr op 1
104. 148. 35. 34 Lhited Sates 147.237. 76. 197 e hinush.idf.il B ack List drop 1
199. 203. 37. 52 | srael 147.237.76. 42 refuah.idf.il B ack List drop 1
109. 65. 4. 192 | srael 147.237.76. 30 hi nush. i df .i | B ack List drop 1
50. 30. 37. 187 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Back List drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 177 ncore.idf.il B ack List drop 1
50. 30. 37. 187 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 5
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|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature
5.102.254.88 |147.237.72. 166 | srael aka.idf.il Xenu Link Seuth User Agent 20
41.83.120.230 [147.237.0.16 [Senegal ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76. 148 |Indi a ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76.34 |[India yohal an. i df.il ET SCAN Potential SSH Scan 1
5.39.222.253 [147.237.0.15 |Netherlands kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
202.83.21.48 |147.237.0.200 |india . i df i | ET SCAN Potential SSH Scan 1
109. 65. 75. 129 |147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
89.216.119. 94 |[147.237.76.196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
66.249. 64. 226 |147.237.77.170 |Wiited Sates  |n@arachot.idf.il ET SCAN NVAP -sA (2) 1
41.83.120.230 |[147.237.76. 198 |Senegal e.yohal an.idf.il ET SCAN Potential SSH Scan 1
41.83.120.230 [147.237.76. 147 [Senegal chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76.200|Indi a eitan aka.idf.il ET SCAN Potential SSH Scan 1
41.83.120.230 |147.237.0.15 |Senegal kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76.86 |[India navy.idf.il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
202.83.21.48 |147.237.76.30 |[India hi nush. i df . i | ET SCAN Potential SSH Scan 1
115.28.57.91  |147.237.77.233|China atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106.3.132. 14 |147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
89.216.119. 94 |147. 237. 76. 196 esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 148. 91 |[147.237.77. 176 |France nat pash. i df . i | ET VB—SER_\E Tildein LR, potential .php source disclosure 1
vul nerability
41.83.120.230 |147.237.76. 177 |Senegal ncore.idf.il ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76.202|Indi a e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 3329
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 17
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
40.77. 169. 96 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 11
40.77.169. 96 Lhited Sates 147.237.77.176  |natpash.idf.il drop SAMrule drop 11
40. 77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 10
100. 92. 209. 255 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
46. 244. 86. 220 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 244. 86. 220 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 4
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
109. 253. 221. 163 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
182. 69. 120. 154 India 147.237.77.74 lawidf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
109. 253. 137. 24 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
100. 92. 220. 201 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df .il drop SAMrul e drop 1
109. 253. 203. 12 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
218.251.107.31 Japan 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
91. 21. 205. 120 Cer many 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 234. 108 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimakaidf.il [drop SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
79.182.124.33 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 217
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 128
109. 253. 217. 178]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 59
37.26.149.178 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 43
5. 102. 254. 88 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 5.102. 254. 88 B ock 5
2.53.32.84 I srael 147.237.77. 170 [maar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 2.53.32. 84 B ock 3
40.77.169.103 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 3
185.32.179. 1 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31. 51. 204. 48 LK*i‘irfgegom 147. 237.72. 166 |aka. i df . i | m;l'(:”fjfd iﬁt}a:;hn‘;rriozr;‘f d'\ef;tlf’f_;:;xmo"‘” UL on Bl ock 3
5.102. 254. 88 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 5. 102. 254. 88 Bl ock 3
40.77.169.102 |wited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 76. 83 Bl ock 2
109. 226. 22. 161 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
40. 77. 169. 98 Lhited Sates [147.237.77.176|mat pash.idf.il |Dstributed I11egal Byte Gode Character in LR B ock 1
79.182.62.160 | srael 147.237.77. 216 |dover . i df . i | m“f ;‘fo_ri'lzles(ij pgofgggsfsi It;/ Wi 2633800 2304, pg Bl ock 1
66. 249. 64. 240 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il /navy/ navy/ general . aspx B ock 1
157.55.39.239 |lhited Sates |147.237.72.166(aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/doctor B ock 1
5.102. 254. 88 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/npm B ock 1
46.116.97.150 |Israel 147.237.77. 216 |dover . i df . i | Paranmeter Type M ol ation SearchText in wwyidf.il/1065-en/ dover.aspx |Bl ock 1
109. 226. 44. 156 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
40. 77. 169. 98 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL Bl ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 66. 177 B ock 1
85.250.90. 230 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ def aul t . aspx |Bl ock 1
66.249.88.151 |lsrael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on v i df.il/error. htm Bl ock 1
50.70.248.207 [Canada 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwidf.il./favicon.ico Bl ock 1
40.77.169.100 |whited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
5.22.132.68 | srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in v aka. i df.il/mai n/sachar/ payslips. aspx None 1
79.182.124.33 |[Israel 147.237.0.19 |nadimatal .idf.i|Miltiple Untraceabl e SSL Sessions from79. 182. 124. 33 (Qpen Mde) None 1
66.249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/894-ar B ock 1
40.77.169.104 |lhited Sates [147.237.77.176 |mat pash. i df . il Dstributed I11egal Byte Gde Character in LRL Bl ock 1
204.79.180.46 |lLnited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for ww aka.idf.il/ishurinnain/ Bl ock 1
107.196. 197. 198|United Sates |147. 237. 72. 166 |aka. i df . i | m;l'(:‘:td?dﬁf‘gaﬂﬂrﬁmd e hod for Known URL on Bl ock 1
66.249.88.154 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on wawidf.il/error. htm B ock

66. 102. 9. 118 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for wwn aka. i df.il/drushin B ock 1
40.77.169.101 |Whited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qxde Character in URL B ock 1
144.76.236. 183 |Ger many 147.237.72. 166 |aka. i df . i | mu;kgoir;fﬁ? /':Lthﬁedrsige;zzf it ssp Bl ock 1
79.182.124.33 |[Israel 147.237.0.19 |[madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 75. 8 I'srael 147.237.76.42 |refuah.idf.il ﬂ?fég?fi?éefz?‘p :'Sctcoersasget/?i | es/ 812078, pg Bl ock 1
42.200.47.244 |Hong Kong 147.237.77. 216 |dover.idf .i | PHP Attenpt B ock 1
109. 226. 17. 214 | srael 147.237.77.233|atal .i df .i 230 19, 239 1194 et at ol - et B ock 1
37.142.208. 178 [Israel 147.237.76.42 [refuah.idf.il |30 e hauthori zed ﬁaﬁfgzzi on Bl ock 1
79.181.164. 230 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66.249. 64. 124 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/nain/fag. aspx B ock 1
40.77.169.102 |lhited Sates [147.237.77.176|matpash.idf.il |Dstributed I11egal Byte Qode Character in LR B ock 1
157. 55. 39. 93 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/english/o B ock 1
80. 246.133.37 |Israel 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/i mages/ shared/bul | et 1. gi f |B ock 1
66.249.75.24  |israel 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’_”?g_eyg‘p fcstcoisazij/?i | es/ 612796, pg Bl ock 1
42.200. 47. 244 |Hong Kong 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/wp-1ogin. php Bl ock 1
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