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M 213. 57. 49. 167
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature
46.239. 15. 195

|Device Action |Count|
Bosni a and Herzegovi na |147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 4
2.53.139. 228 | srael 147.237.77.216 dover.idf.il |TGP handshake violation, first packet not syn dr op 3
116. 241. 167. 209 Tai wan 147.237. 76. 202 e halag.idf.il|B ack List drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site S gnature Devi ce Action |Oount |
187.17. 109. 70 Brazil 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 12
187. 17. 109. 70 Brazil 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
213.8.24.172 | srael 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SELECT) B ock

51. 255. 65. 41 France 147.237.0. 15 kosher-kravi.idf.il [Cl000146: HTTP. AnrefBot craw er B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\

187.17.109.70 |147.237.72.166 |Brazil aka.idf.il SQ Injection - Select From 20

213.8.24.172 147.237.77. 233 [l srael atal.idf.il QA Injection - Select From 8

182. 254. 131. 170|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1

66.249.76.117 |147.237.72.166 |Lhited Sates aka. idf.il SER’\/ERAPAO—E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt

163. 172. 195. 167|147. 237. 77. 178 |Uni ted Ki ngdom e. nat pash. i df . i | ET SCAN Potential SSH Scan

58. 218. 204. 245 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan

163. 172. 195. 167|147. 237. 76. 44 |United Ki ngdom e.refuah.idf.il ET SCAN Potential SSH Scan

58.218. 204. 245 |147.237.76.31 |China nakchal .i df.il ET SCAN Potential SSH Scan

163. 172. 195. 167|147. 237. 72. 217 [Uni ted Ki ngdom eidf.il ET SCAN Potential SSH Scan

5. 39. 222, 253 147. 237. 77. 227 |Net her | ands e. hanaz. idf .il ET SCAN NMAP -sS wi ndow 1024

163. 172. 195. 167|147. 237.0. 200 |United Ki ngdom mdu. i df il ET SCAN Potential SSH Scan

163. 172. 195. 167|147.237.0.33 |United Ki ngdom idf.il ET SCAN Potential SSH Scan

163. 172. 169. 150(147. 237. 76. 176 |Uhi ted Ki ngdom

test.ncore.idf.il

ET SCAN NVAP -sS wi ndow 1024

94.102.48. 195 |147.237.76. 177 |[Net her| ands

ncore.idf.il

ET SCAN NVAP -sS w ndow 1024

85. 214. 26. 80 147. 237. 77. 226 |Ger many

waw chanat z. aka. i df . i |

ET SCAN NVAP -sS w ndow 3072

163. 172. 195. 167|147. 237. 77. 235 |Uni ted Ki ngdom sviva.idf.il ET SCAN Potential SSH Scan
58.218. 204. 245 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan
163. 172. 195. 167|147. 237. 77. 170 |Uni t ed Ki ngdom naar achot . i df . i | ET SCAN Potential SSH Scan
58. 218. 204. 245 |[147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan
163. 172. 195. 167|147. 237.76. 38 |United Ki ngdom eeneitav.idf.il ET SCAN Potential SSH Scan

Bosni a and

46.239.15.195 |147.237.77.216 .
Her zegovi na

dover.idf.il

portscan: TCP D stributed Portscan

163.172. 195. 167(147. 237.72. 14 |United Ki ngdom

dover.idf.il (ol d)

ET SCAN Potential SSH Scan

5. 39. 222. 253 147. 237. 77. 205 |Net her | ands prisha idf.il ET SCAN NVAP -sS wi ndow 1024

163. 172. 195. 167|147.237.0.35 |[United Ki ngdom akaws. i df .i | ET SCAN Potential SSH Scan

163. 172. 195. 167|147. 237.0.19  |United Ki ngdom madi matal .idf.il ET SCAN Potential SSH Scan
162.213.1.246  [147.237.77.216|W0ited Sates dover.idf.il Tehila - Perl LWP wth fake user agent

201. 238. 202. 219|147.237.72. 14 |Qile

dover.idf.il (ol d)

ET SCAN NVAP -sS wi ndow 1024

85. 214. 26. 80 147.237.77. 226 |CGer nany

waw chanat z. aka. i df . i |

ET SCAN NVAP -sS w ndow 4096
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 9411
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 597
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 15
2.55.55.199 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SIN |drop 12
40.77.169. 99 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 9
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
46.119. 116. 73 Lkr ai ne 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 6
212. 247.61. 153 Sweden 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
66. 102. 9. 185 Lhited Sates 147.237.0. 34 tikshuv.idf.il dr op First packet isn't SYIN |drop 4
203.133.171. 21 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 3
85. 65. 62. 90 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN |drop 3
87.69. 239. 217 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
183. 129. 160. 229 Chi na 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 1
40.77.169. 101 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 35 akaws. i df .il dr op SAMrul e drop 1
131. 253. 25. 212 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 1
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SIN |drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.0.16 ny- kosher-kravi .idf .il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.170 naar achot . i df . il dr op SAMrul e drop 1
49. 148. 208. 108 Phi |'i ppi nes 147.237.76. 86 navy.idf.il dr op First packet isn't SIN |drop 1
183. 129. 160. 229 Chi na 147.237.8.50 e.tikshuv.idf.il drop SAMrul e drop 1
141.212.122. 68 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
40. 77. 169. 104 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
38.229.1.15 Lhited Sates 147.237.0. 200 mu. i df.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
40.77.169. 103 Lhited Sates 147.237.77.216  |dover.idf.il drop First packet isn't SN |drop 1
141, 212. 122. 69 Lhited Sates 147.237.0. 33 idf.il drop drop 1
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 33 idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
176. 13. 251. 163 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SIN |drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
109. 253. 204. 117 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SIN |drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
31.168. 26. 69 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 145
87. 68. 28. 183 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 92
188. 120. 148. 117|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 72
132.74.30.111 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 42
213.57.49.167 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 29
131.253. 25. 145 |lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/error.htm B ock 23
131.253.25.212 |Uhited Sates 147.237.77.216|dover. i df .l Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 23
109. 67. 170. 251 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 19
109. 186. 90. 255 |l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 14
109. 67. 170. 251 |Israel 147.237.77.216|dover. i df .l Mil tipl e Unaut hori zed URL Access from 109. 67. 170. 251 Bl ock 14
131.253.27. 4 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
79.176.75.133 [Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
40. 77. 169. 97 Lhited Sates 147.237.77.216|dover. i df .i |l Dstributed |11egal Byte Gode Character in LRL B ock 3
176.13.23. 75 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19. 85. 110 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37. 46. 41. 46 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? , g:t_esgrcyetseiptl(;tesll <t ohi | ddocunent &/ 1538 B ock 2
40. 77. 169. 98 Lhited Sates 147.237.77.216|dover.idf .il Dstributed I11egal Byte Gode Character in URL B ock 2
40.77.169.100 |thited Sates 147.237.77.216|dover . i df . i Dstributed I11egal Byte Gde Character in LR B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthorized URL Access from 66. 249. 76. 83 Bl ock 2
46.116. 2. 140 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
40.77.169.102 |thited Sates 147.237.77.216|dover . i df . i Dstributed I11egal Byte Qde Character in LR B ock 2
84.108. 180. 237 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
66.249. 64. 223  [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1236- he/ at al . aspx B ock 1
176. 228. 201. 125|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/mai n/ sachar/undefi ned B ock 1
77.138.45.57 France 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw arman. i df.il/favicon.ico B ock 1
65. 55. 212. 81 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
131. 253.26.248 |lhited Sates 147.237.77.216|dover.i df . il Dstributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
66. 249. 64. 227 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
46.19. 86. 66 I srael 147.237.77.234|hal ag. i df . i | 1D4§t ;ésugidzléﬂ?.uﬁgte;fiﬂaﬁ /'E‘;TTS; lc_";i . Bl ock 1
37.204.108. 16 :ZZ::E on 147.237.72. 166 [aka. i df . | V\Lxr/];\tu;l?:riidzf?(ijl ?kn;ihg/dgiﬁlézrsk/ pri nt abl eki osk. aspx Bl ock !
109. 67. 170. 251 |l srael 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wawidf.il/sip_storage/files/4/ B ock

66.102. 9. 10 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 66.102. 9. 10 B ock
87.69.239.217 |israel 147. 237. 72. 166 |aka. i df . i | mn;km;i? ?ﬁe;;rnlg\!hmT.wED in None 1
207.46.13.162 |[wnited Sates 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
40. 77. 169. 97 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
79.177. 4. 152 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip storage/files B ock 1
66.102. 9. 10 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/nain/ kapat z/ B ock 1
40.77.169.102 |lLhited Sates 147.237.77.74 |lawidf.il Illegal Byte (bde Character in URL /351-en/ pat zar. aspx#011404 B ock 1
93.157.84.34 [ srael 147.237.76.86 |navy.idf.il m“;:\?;.'izd?i e Sf‘s:f;sa;; {11 es/ 6/ i 263380/ 1796, g Bl ock 1
66.249.76.115 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx  |Bl ock 1
46.117.30.165 I srael 147.237.77. 234 |hal ag. i df . i | o ;'35“;‘;(1Zgﬁftrrzgggﬁaﬁlﬁﬁﬁ f’;li . Bl ock 1
79.177. 63. 85 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None

66.249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vwwu cogat . idf.il/search/results. aspx B ock
66.249.76. 117 |israel 147.237.72. 166 |aka. i df . i | %&gﬁﬂfﬁgﬁfg' Rrotocol violation None 1
46.117.195.51 i srael 147.237.77.234|hal ag. i df . i | ﬂ?tzg;r;;egsz?‘mpggssssh;oe 4/ bl et L gi f Bl ock 1
213.57.199. 242 |Israel 147.237.77. 234|hal ag. i df . i | i;t ggsegiézglﬁtnz;g;ﬁaﬁ osess f;i . Bl ock 1
40.77. 169. 98 Lhited Sates 147.237.77. 176 |nat pash. i df . il |Dstributed I11egal Byte Gde Character in LR B ock 1
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