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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
222.186.34.73 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
114.91. 45. 77 Chi na 147.237. 76. 197 e hinush.idf.il |Back List dr op 2
185.94.111.1 Russi an Federati on 147.237. 76. 42 refuah.idf.il B ack List drop 1
115. 28. 7. 221 Chi na 147. 237. 76. 199 e.nakchal .idf.il [JLMPurple Gon Linit Htp drop 1
185.94.111.1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ack List drop 1
115.28.7.221 Chi na 147.237.76. 199 e.nakchal .idf.il [JLM Under Attack _Con Htp drop 1
46. 239. 15. 195 Bosni a and Her zegovi ha 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 1
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an. i df .il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Devi ce Action ‘Count |
91.194. 84. 106 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per nit 18
91.194. 84. 106 Ger many 147.237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per it 12
50. 63. 197. 208 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.194. 84. 106 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per nit 2
91.194. 84. 106 Ger many 147.237.77.233 |atal .idf.il C1000074: HITP. aj estic bot Per it 2
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
51. 255. 65. 58 France 147.237.0. 15 kosher-kravi.idf.i| [ClL000146: HTTP. AhrefBot craw er B ock 1
123. 126. 68. 99 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

50. 63. 197. 208 147.237.77.233 |Wnited Sates atal.idf.il SQ Injection - Select From 8
79.183. 34. 168 147.237.72.166  |Israel aka.idf.il ET SCAN NVAP -sA (2) 6
91.121. 30. 197 147.237.72.166  |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.72.156  |lkrai ne anan.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
91. 201. 236. 158 147.237.72.156  |Wkrai ne anan.idf.il ET SCAN NVAP -f -sS 1
66. 249. 83. 245 147.237.77.216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
222.186.34.73 147. 237.76. 30 Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
46.227.67.172 147.237.76. 31 Sweden nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
191. 255.242.116  |147.237.0.16 Brazil ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.76.148  |Netherl ands ggcenter . aka. i df .i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 39 Net her | ands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.72.156  |Wkrai ne anan.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 93. 103 147.237.77.216  |Europe dover.idf.il portscan: TCQP D stributed Portscan 1
216. 81. 230. 167 147.237.77.178 [lhited Sates e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 129. 84 147.237.0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sSA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10216
46.239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3193
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op drop 100
46. 239. 15. 195 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 100
197. 134. 127. 163 Egypt 147.237.77.216 dover.idf.il drop Frst packet isn't drop 63
95.91.244. 77 Ger many 147.237.77.216 dover.idf.il drop First packet isn't drop 25
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 20
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 15
199. 203. 152. 235 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 11
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
94. 230. 84. 180 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 6
199. 203. 152. 235 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 6
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
85. 64.94. 87 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 4
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 4
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
37.46.41. 48 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
165. 231. 96. 221 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
191. 255. 242. 116 Brazil 147.237.0. 16 ny- kosher-kravi .idf .il dr op Frst packet isn't drop 2
213.57.54. 189 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
80. 178. 190. 33 | srael 147.237. 72. 166 aka.idf.il dr op Frst packet isn't drop 1
184. 105. 247. 236 Lhited Sates 147.237.0. 35 akaws. idf .il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
81.218.134. 213 I srael 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.216 dover.idf.il drop SAMrul e drop 1
84. 95. 50. 182 | srael 147.237. 72. 166 aka.idf.il dr op Frst packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
213.57.87.62 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 1
109. 253. 214. 69 | srael 147.237. 72. 166 aka.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

31.168.26.69 |[lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 101
2.53.13.35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 14
84.108. 180. 114 |I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 84.108. 180. 114 B ock 6
40.77.169.102 |Whited Sates [147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in URL Bl ock 4
131.253. 25. 175 |Lhited Sates [147.237.77.216|dover.idf.i | Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 3
77.138.65.160 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/snalinismal i maspx |B ock 3
176.13.11.34  |Israel 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code Bl ock 3
40.77.169.100 |lLhited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Byte Gode Character in URL B ock 3
46.210.154.12 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.102.206. 114 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
79.178. 173. 113 [ srael 147.237.72. 166 |aka. i df . i | m“;griidzf?lﬁm ﬁlcgsjsart/or esour ces! | mages/ pays! i po/ Bl ock 2
46.19.85.242  |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108. 180. 114 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method HEAD for wawn aka. i df . il/mai n/ sachar/ B ock 2
66. 249. 83. 248 |l srael 147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 2
84.108. 180. 114 |I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx Bl ock 2
64.62.219.155 |Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whauthorized UR. Access on waw idf.il/error. htm B ock 2
109. 186. 90. 255 [l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 2
40.77.169.98 |lhited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Byte Gode Character in URL B ock 2
77.138.46.180 |France 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar B ock 2
64.62.219.165 |lLhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
40.77.169.100 |[hited Sates [147.237.77.176|natpash.idf.il |Dstributed I11egal Byte Gode Character in LR Bl ock 1
66.249.76.83 |lsrael 147.237.77.216|dover.i df . il Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
87.69.107. 151 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
37.142.199. 199 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f |B ock 1
66.102.9.118 |lhited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
66. 249. 83. 245 |Israel 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 1
91.194.84.106 |Ger nany 147.237.77. 216 |dover . i df . i | mult Q]f)rl' szgeéﬂ‘wpgf:;; ;;| oyt kshuv | ndex. ht T Bl ock 1
40.77.169.97 |nited Sates |147.237.77.176|natpash.idf.i|l |Dstributed I11egal Byte Gode Character in LR B ock 1
77.139. 107. 209 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for ww aka.idf.il/megurim B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storagel/files/6/ nopwls B ock 1
213.57.87.62 |Israel 147.237.0.19 |nadimatal .idf.i|SSL Wntraceabl e Connection - pen Mde None 1
62.128.45.204 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1
109. 67.179. 13 |Israel 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
40.77.169.98 [lnited Sates |147.237.77.176|natpash.idf.i|l |Dstributed I11egal Byte Gode Character in LR B ock 1
79.176.75.133 |Israel 147.237.77.243|nobi [ e.idf . il D stributed Suspici ous Response Code B ock 1
66.249.76.35 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/7/ Nopws B ock 1
40.77.169.102 |thited Sates |[147.237.77.234|hal ag.idf.il Illegal Byte Gode Character in URL /1090-he/ hal ag. aspx#011404 B ock 1
213.57.203.3 |Israel 147.237.77. 216 |dover.idf.il Distributed Unauthori zed URL Access on waw i df.il/https:/wanidf.il/ B ock 1
77.124.9.62 | srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.178.44.134 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
66.249.76.83 [Israel 147.237.77. 216 |dover . i df . il Ml tiple Unaut hori zed URL Access from 66.249. 76. 83 B ock 1
41.177.50.198 |South Arica  |147.237.72. 166 |aka. i df . i m”;grii jfe.di I'\/‘::a??g k’:f;trzj Zicept . aspx Bl ock 1
87.68.21. 57 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/sip_storage B ock 1
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