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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signhature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgna1ure Devi ce Action ‘Count ‘
185. 130. 6. 49 Li t huani a 147.237.77.170 |naarachot .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
185. 130. 6. 49 Li t huani a 147.237.77.170 |maarachot.idf.il |20085 HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1

198. 20. 69. 74 Lhited States 147.237.76.44 |e.refuah.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count ‘
176. 13. 20. 232 147.237.77.176 |lIsrael nat pash. i df .i | ET SCAN NVAP -sA (2) 1
218.104. 144. 253 |147.237.76.197 |China e. hinush.idf.il ET SCAN Potential SSH Scan 1
137.117. 168. 203 [147.237.76.200 |Lhited Sates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.104. 144. 253 (147.237.76.39  |hina nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147.237.0.17 Chi na mny- kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 104. 144. 253 |147.237.76.34  |China yohal an. i df . i ET SCAN Potential SSH Scan 1
66. 203. 215. 242 147.237.77.227 [Canada e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
201. 38. 68. 132 147.237.77.121 |Razil e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 36. 35. 241 147.237.77.178 |Russian Federation e.matpash.idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147.237.77.205 |Mldova, Republic of [prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 0. 236. 165 147.237.77.178 |Mldova, Republic of |e. matpash.idf.il ET SCAN Potential SSH Scan 1
185. 130. 6. 49 147.237.77.170 |Lithuani a maar achot . i df .i | ET WEB SERVER Mii ebl ackcat scanner 1
218. 104. 144. 253 |147.237.76.198 |thina e.yohal an.idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 |[147.237.77.243 |United Ki ngdom nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 104. 144. 253 |147.237.76.148 |thina ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147. 237.0. 35 Chi na akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218.104. 144. 253 [147.237.76.38  |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
66. 249. 65. 152 147.237.72.167 |Wited Sates i shurimaka.idf.il ET SCAN NVAP -sSA (2) 1
218.104. 144. 253 [147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
198.52. 97. 88 147.237.77.74  |Wited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
188. 0. 236. 165 147.237.77.205 |Mldova, Republic of [prishaidf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147.237.77.179 |Mldova, Republic of [e nazi.idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147.237.77.178 |Mldova, Republic of |e natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 3232
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 150
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 24
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 19
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
167. 220. 232. 104 Japan 147.237.77.74 lawidf.il dr op SAMrul e drop 8
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
176.13.19. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
40.77.169. 101 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 4
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
193. 111. 140. 153 Ger many 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
79.181.21.41 | srael 147.237.77. 74 lawidf.il drop First packet isn't drop 2
176. 67.98. 161 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
106. 38. 241. 105 Chi na 147.237.72. 156 anan.idf.il dr op SAMrul e drop 2
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
74.82.47.18 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka idf.il |dr op SAMrul e drop 1
109. 253. 209. 227 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
46. 19. 86. 222 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
2.87.114.97 QG eece 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
141. 212.121. 182 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147. 237. 0. 200 mu. i df .| drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
31.168. 172. 147 | srael 147.237.0. 35 akaws. i df. il dr op drop 1
106. 38. 241. 105 Chi na 147.237.0.34 tikshuv.idf.il drop SAMrul e drop 1
184. 105. 247. 200 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
37.247. 36. 105 Net her | ands 147.237.0.35 akavs. idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
157.55. 12. 84 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 24
82.81.132.159 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 9
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 4
40.77.169.100 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LR B ock 3
65.55.210.136 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
2.53. 160. 29 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
40. 77. 169. 98 Lhited Sates |147.237.77.176|mat pash.idf.il Dstributed |11egal Byte Gode Character in LR B ock 2
131.253.27.20 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
40.77.169.102 |hited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 2
109. 186. 90. 255 |l srael 147.237.72. 156 |anan. i df . i | Mal formed URL v aman. i df . il : 443 Bl ock 1
66.249.75.8 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
199.30. 24.123 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waw i df.il/error.htm B ock 1
77.139. 46. 255 France 147.237.72. 166 |aka. i df .i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Mil tiple Uhtraceabl e SS. Sessi ons from 109. 186. 90. 255 (Pr ot ocol
109. 186. 90. 255 |l srael 147.237.72. 156 |anan. i df . i | viol ation (SSL GOV QLI ENT HELLO) None 1
219. 75. 81. 93 S ngapor e 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179. 51. 60 I srael 147.237.72. 166 |aka. i df . i | vaww aka i dff i |/ mai / sachar / pi r suneynof et . aspx None 1
. . Unaut hori zed URL Access to
66. 249. 64. 59 I srael 147.237.77.233|atal .idf.il atal .icf.i/tenpl at es/ shared usercont rol s/traj ector/ B ock 1
. - S Uhtraceabl e Gonnection - Protocol violation
109. 186. 90. 255 |l srael 147.237.72. 156 |anan. i df . i | (SSL CONN CLI ENT FELLO) None 1
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 76. 112 B ock 1
220. 255. 145. 120|S ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249.66. 177 [Israel 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 1
68.180.230.171 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1395-en/ dover. aspx B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
109. 64. 166. 79 |l srael 147.237.72. 166 |aka. i df . i | voww aka, i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
. . Unaut hori zed URL Access to
66. 249. 66. 177 |l srael 147.237.77.216|dover.i df .| voww i df i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 1
77.138.147.12  |France 147.237.72. 166 |aka. i df . i | Wnauit hor i zed et hod PCBT for B ock 1

wan aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep4. aspx
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