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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 1
137. 74. 157. 88 Hong Kong 147.237.76. 44 e.refuah.idf.il B ack List drop 1
59.172. 23. 26 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Addr ess |Target Address Attacker Qountry |Ste Signature
116. 228. 236. 206  |147.237.77.19 Chi na I awforumidf.il ET SCAN Potential SSH Scan 3
116. 228. 236. 206  |147.237.77.234 |China hal ag.idf.il ET SCAN Potential SSH Scan 2
116. 228. 236. 206  |147.237.0.17 Chi na mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 2
116. 228. 236. 206  |147.237.77.212 |China e.dover.idf.il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
116. 228. 236.206  |147.237.77.170 |China maar achot . i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.76.201 |China eatal .idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.76.199 |Wnited Kingdom |e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116. 228. 236. 206  |147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 |147.237. 0. 200 United Kingdom  |mdu.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 228. 236. 206  |147.237.72.156 |China anan.idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.0.17 United Kingdom  [mny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 228. 236. 206  |147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
122.72.53. 188 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
116. 228. 236.206  |147.237.77.235 |China svivaidf.il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.77.227 |China e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
116. 228. 236. 206  [147.237.0. 16 Chi na ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.77.179 |China e nazi.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 34 Net her | ands yohal an. i df .| ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
198.52.97. 92 147.237.77. 74 Lhited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
116. 228. 236. 206  |147. 237. 76. 30 Chi na hi nush. i of . i | ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.76.147 |China chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
163.172.169. 150  |147. 237. 0. 200 United Kingdom  |rdu.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116. 228. 236. 206 |147.237.72.166 [China aka.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237. 0. 200 Net her | ands . i df il ET SCAN NMAP -sS wi ndow 1024 1
163.172.169. 150 |147.237.0.33 United Kingdom |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116. 228. 236. 206  |147.237.72. 14 Chi na dover.idf.il(old) ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147.237.0. 19 Chi na madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 228. 236. 206  |147.237.8.28 Chi na e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.77.243 |China nobi | e.idf il ET SCAN Potential SSH Scan 1
116. 228. 236. 206  |147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3170
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 250
40. 77. 169. 97 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 28
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 15
40.77.169. 101 Lhited Sates 147.237.77. 176 nat pash. i df . i dr op SAMrul e drop 9
40. 77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 8
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 7
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 7
177.185.192. 98 Brazil 147.237.77. 233 atal .idf.il dr op SAMrul e drop 6
91. 219. 122. 2 Pol and 147.237.77.74 lawidf.il dr op SAMrul e drop 6
106. 38. 241. 105 Chi na 147.237.72. 156 anan. i df.il drop SAMrul e drop 6
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
40.77.169. 103 Lhited Sates 147.237.77. 234 hal ag.idf .il dr op SAMrul e drop 5
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 3
40. 77. 169. 96 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 2
156. 211. 113. 202 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
66. 249. 76. 83 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
46. 19. 86. 46 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SN drop 2
46. 19. 86. 222 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 2
40. 77. 169. 97 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

country Target Address |Site Sgnature Action ‘Count

89.139. 219.53 |Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 530
131.253.27.20 |Uited Sates |[147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 21
40.77.169.98 |Lnhited Sates |147.237.77.216|dover.idf.il Distributed I11egal Byte Gode Character in URL Bl ock 3
37.26.147.206 |lsrael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 3
40.77.169.102 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed |l1egal Bte Gode Character in URL B ock 2
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 105 B ock 2
46.121.65.43 |[Israel 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 46. 121. 65. 43 B ock 2
46.121.65.43 |[Israel 147.237.77. 170 [maar achot . i df . i | |[Unaut hori zed HTTP Met hod B ock 2
66.249.76.83 |Israel 147.237.77. 216 |dover . i df . i | chaut Qf?ri'lzleeigﬁwpgg;srsi o et ri . tm 1986 Bl ock 1
66.102. 6. 3 Wited Sates |147.237.72.166aka.idf.il Uhaut hori zed Met hod POST for waw aka. i df.il/ishurim Bl ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Lhaut horized URL Access from 66. 249. 76. 112 Bl ock 1
40.77.169.100 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed |l1egal Byte Gode Character in URL Bl ock 1
169.1.208.239 |south Africa  |147.237.72. 166 |aka. i df .i | m;:(g’it;c{ iﬁa#;ihn‘;rr:ozni‘; d'\e‘fangfl ;:;XK”O"‘" UL on Bl ock 1
66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
68.180. 228. 231 |Lhited Sates [147.237.77.176|matpash.idf.il |Paraneter Type Mol ati on PageNumin www cogat.idf.il/901-he/ cogat . aspx [Bl ock 1
199. 30.16. 190 |Uhited Sates |[147.237.77.216|dover.idf.il Distributed Uhaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 1
77.138. 236. 183 |France 147.237.72. 166 |aka. i df . i | m;:(s_”it;q iLIl}a#z:ihn(;rr:oeri(/j d':fata:(l)?. ';;’LXK”O"‘" UL on Bl ock 1
207.46.13.110 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | mugzgr:éfdl Iﬂogflcgfsmt;’/sm | i shovbi g. asp Bl ock 1
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