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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site

|Signature |Device Action  |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 7
82.80.78. 2 | srael 147.237.77. 226 ww chanat z. aka. i df . i | B ack List drop 6
204. 42. 253. 132 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df . il B ack List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Oount
46.4.120. 3 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 219
46.4.120.3 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 37
46.4.120.3 Ger many 147.237.76.200 |eitan.aka.idf.il C1000074: HITP. maj estic bot Per it 19
46.4.120. 3 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 7
46.4.120.3 Ger many 147.237.77.176 |mat pash.idf.i| C1000074: HITP. naj estic bot Per nit 4
46.4.120.3 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot Per it 3
46.4.120. 3 Ger many 147.237.77.226  [wwn chanat z. aka. i df . i | CL000074: HTTP. naj estic bot Per mit 3
46.4.120.3 Ger many 147.237.76.147 |chi nuch. aka.idf.il C1000074: HITP. naj estic bot Per nit 2
46.4.120.3 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HITP. maj estic bot Per it 2
52.1.90.117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
151. 80. 31. 182 France 147.237.72.166 |aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 51. 25 France 147.237.77.216 |dover.idf.il C1000074: HTTP. mgj estic bot Per nit 1




08-27-2016-07:04:00 to 08-27-2016-08:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess

|At tacker Qountry

Signature

146. 200. 158. 162 |147.237.77.216 |United Ki ngdom dover.idf.il Tehila - Perl LW with fake user agent 2
27.254.130. 46 147.237.76.198 |Thailand e.yohal an.i df .i | ET SCAN Potential SSH Scan 1
104. 197. 206. 193 [147.237.77.233 |lhited Sates atal.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
27.254. 130. 46 147.237.76.42 |Thailand refuah.idf.il ET SCAN Potential SSH Scan 1
104. 197. 206. 193 [147.237.77.233 |lhited Sates atal.idf.il ET SCAN NVAP -f -sS 1
27.254. 130. 46 147.237.0. 34 Thai | and tikshuv. i df.il ET SCAN Potential SSH Scan 1
91.201.236. 158  [147.237.77.121 |kraine e.navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.158  [147.237.77.121 |kraine e navy.idf.il ET SCAN NVAP -f -sS 1
219.87.191.219 |147.237.76.38 [Tai wan eenitav.idf.il [ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.76. 147 |Wkraine chinuch.aka.idf.il [ET SCAN NVAP -sS w ndow 2048 1
219.87.191.219 [147.237.0.33 Tai wan idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.76. 147 |kraine chinuch. aka.idf.il |ET SCAN NVAP -f -sS 1
183.82.106.200 |147.237.0.15 India kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
85.113.117. 14 147.237.77.176 |Palestinian Territory, Qcupied |natpash.idf.il ET SCAN NVAP -sA (2) 1
163.172. 169. 150 [147.237.0. 35 Uni ted Ki ngdom akavs. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
27. 254. 130. 46 147. 237.76. 202 |Thailand e.halag.idf.il ET SCAN Potential SSH Scan 1
123.206.85.139  [147.237.0.35 Chi na akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
27.254. 130. 46 147.237.76. 197 |Thailand e. himush. i df . il ET SCAN Potential SSH Scan 1
104. 197. 206. 193 [147.237.77.233 |lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
27.254.130. 46 147.237.76.34 |Thailand yohal an. i df .i| ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.77.179 |Nether| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222. 253 147.237.72.217 |Netherl ands e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.158  [147.237.77.121 |Wkraine e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.87.191.219 |147.237.76.202 |Tai wan e halag.idf.il ET SCAN Potential SSH Scan 1
91.201.236. 158 [147.237.77.121 |kraine e.navy. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
219.87.191.219 [147.237.0.35 Tai wan akaws. i df i | ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.76. 147 |kraine chinuch.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
183.82.106.200 |147.237.0.15 India kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 50 147.237.76. 147 |lkraine chinuch.aka.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
163.172. 169. 150 |[147.237.8.14 Uni ted Ki ngdom e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
27.254. 130. 46 147.237.77.19 |Thailand | awforumidf.il ET SCAN Potential SSH Scan 1




08-27-2016-07:04:00 to 08-27-2016-08:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 3285
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 100
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 33
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 19
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 18
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 12
40.77.169. 101 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 8
167. 220. 232. 104 Japan 147.237.72. 166 aka.idf.il dr op SAMrul e drop 8
40.77. 169. 97 Lhited Sates 147.237.77.234 hal ag.idf.il dr op SAMrul e drop 8
40.77. 169. 96 Lhited Sates 147.237.77.170 naar achot . i df . il dr op SAMrul e drop 8
185. 130. 6. 49 Li t huani a 147.237.77.74 lawidf.il drop SAMrul e drop 6
185. 130. 6. 49 Li t huani a 147.237.76. 39 nobi | e.nei tav.idf.il drop SAMrul e drop 6
75. 155. 203. 74 Canada 147.237. 72. 156 anan.idf.il drop First packet isn't drop 5
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 4
40.77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 3
176. 13. 13. 67 I srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 3
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46. 19. 86. 46 | srael 147.237. 76. 86 navy.idf.il dr op First packet isn't drop 2
188. 120. 148. 243 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176. 193. 108. 52 Russi an Federation 147.237.77. 226 waw chanat z. aka. i df . i | drop First packet isn't drop 2
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
141.212. 121. 185 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i | drop drop 1
106. 38. 241. 105 Chi na 147.237.0.34 tikshuv.idf.il drop SAMrul e drop 1
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
190. 27. 240. 37 Col onbi a 147.237.76. 86 navy.idf.il dr op First packet isn't drop 1
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1




08-27-2016-07:04:00 to 08-27-2016-08:04:00

|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
5.28.141. 67 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ nobil e/ nai n/ gi yus/ general . aspx  |B ock
79.179.16.9 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/7/ B ock
40. 77.169. 102 glaxt:g 147.237.77.216|dover.idf .il Mitiple Illegal Byte Gode Character in URL from40.77. 169. 102 B ock 3
40. 77. 169. 98 ;h;:;’s 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 2
71.202. 16. 221 g;sg 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i|/mai n/ hone/ def aul t. aspx B ock 2
157.55. 2. 142 ;h;:;’s 147.237.77. 216 |dover . i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
157.55. 2. 182 g;sg 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
109. 66. 109. 250 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
65. 55. 210. 162 g"alt:g 147.237.77.216|dover.idf .i | O stributed Uhauthori zed URL Access on wwn idf.il/error.htm B ock 1
Wi ted Unhaut hori zed URL Access to v i df . il/1133-12847-he/ dover. aspx™«'i 'ffa
207.46.13.43 | 147.237.77. 216 |dover.i df . il €™MANC EAGRA [AES FIRE™MULAES . | B [AESLIAE ™IS B ock 1
- f0A fES
40. 77. 169. 100 ;h;:;’s 147.237.77. 176 |nat pash. i df . i | Dstributed I11egal Bte Gode Character in LRL B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 105 |Israel 147.237.72.166 |aka. i df . i | v aka, i df i 1/ mobi | ef i n/ smal i i showbi g. asp Bl ock 1
75.155. 203. 74 |Canada 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
40. 77.169. 100 g";lt:g 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
. - Unhaut hori zed URL Access to
66. 249. 66. 209 |l srael 147.237.76.31 |nakchal .idf.il v nakhal i df . i | / consol ef cor e/ doc_myr / doc_myr . asp B ock 1
75.155. 203. 74 |Canada 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
40. 77.169. 102 ;h;(fg 147.237.77.216|dover . i df . i | Dstributed I11egal Byte Qxde Character in R B ock 1
Lhited . . Unaut hori zed URL Access to
157.55.39. 14 Sates 147.237.77.233atal . i df . i1 atal.idf.il/tenpl ates/ shared usercontrol s/traj ector/ Bl ock !
] . ] Unhaut hori zed URL Access to
66. 249.76.30 I srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1884 Bl ock !
199. 30. 24. 51 g;:: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
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