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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature

Device Action Count
66. 240. 192, 138 Lhited Sates 147.237. 76. 30 hi nush. i df . il B ack List drop 1
94.102. 49. 190 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il B ack List dr op 1
104. 148. 35. 34 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
178. 32.139. 10 Italy 147.237.77. 216 dover.idf.il |Cl000016: HITP. adninistrator in WR Per mit 8
97.74. 215. 165 Lhited Sates 147. 237.77. 233 atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. najestic bot Per it 4
46.4.123.172 Ger many 147. 237.72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per mit 3
46.4.123.172 Ger many 147. 237.77. 216 dover.idf.il |[Cl000074: HTTP. najestic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

97.74.215.165 |147.237.77.233|lhited Sates |atal.idf.il A Injection - Select From 8
163. 172. 169. 150(147. 237. 76. 30 LKJi"ir:;gom hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |[147.237.76. 177 |krai ne ncore.idf.il |ET SCAN NVAP -sS w ndow 2048 1
91.201.236.50 [147.237.76. 177 |lkrai ne ncore.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 169. 150|147. 237. 76. 34 LK?i;gegom yohal an.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150(147. 237. 76. 31 LKJ?ir:;gom nakchal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
103.207.37.81 [147.237.8.14 |Metnam e.orchot.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
92,87 20. 104 147 237 0.35  |Romani a akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.76. 177 |lkrai ne ncore.idi.il |ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147. 237. 76. 197 zi;;gom e hinush.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 76. 34 E;ir:;cci]om yohal an.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3241
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 34
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 26
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrule drop 19
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 11
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
106. 38. 241. 105 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 7
40. 77. 169. 101 Lhited Sates 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 7
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
106. 38. 241. 105 Chi na 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 7
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40.77. 169. 96 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrule drop 6
168. 144. 249. 54 Canada 147.237.77. 74 lawidf.il drop SAMrul e drop 6
40. 77. 169. 104 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
40.77.169. 99 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrule drop 5
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 5
106. 38. 241. 105 Chi na 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 5
40.77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 4
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
118. 173. 188. 156 Thai | and 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 2
69.197.177. 50 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
69. 197. 177. 50 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 2
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
69.197.177. 50 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
88. 198. 230. 79 Ger many 147.237.77. 176 nat pash. i df . i drop SAMrul e drop 2
40. 77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . i dr op SAMrul e drop 2
156. 196. 99. 37 Egypt 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 2
104. 158. 35. 213 Canada 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
184. 105. 139. 88 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
37.247. 36. 82 Net her | ands 147.237. 0. 200 mu. i df il dr op drop 1
158. 130. 6. 191 Lhited Sates 147.237.76. 34 yohal an.i df.il drop drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
141. 212.121. 183 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141.212.121. 184 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
141. 212.121. 189 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
184.105. 139. 67 Lhited Sates 147.237. 76. 200 eitan.aka idf.il drop SAMrul e drop 1
64. 95. 102. 36 Lhited Sates 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
199.30.25.54 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 3
199.30.24.21 |lited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wawnidf.il/error.htm |B ock 2
65.55.210. 164 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawnidf.il/error.htm |B ock 2
66.249.76.83 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 Bl ock 1
62.219.78.155 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua atal.idf.il/ol d/wp-adnin/ B ock 1
158.130. 6. 191 |lhited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to 147.237. 72. 156/ i mages/ B ock 1
2. 53. 140. 40 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
199.30.24.29 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wwwidf.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
66.249. 76. 115 |Israel 147.237.77.216|dover . i df . il 147, 237.77. 216/ 1283- 15505- en/ dover . aspx B ock 1
64.62.219. 74 |Lhited Sates |[147.237.77.216|dover.idf .il D stributed Uhauthori zed URL Access on wawidf.il/error.htm [B ock
158.130. 6. 191 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ i mages/ B ock 1
. . Uhaut hori zed URL Access to

66.249. 64. 227 |l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1248- hel at al . aspx B ock 1
12.28.167.226 |Lhited Sates [147.237.72.166|aka.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1

] . . Paraneter Type M ol ati on PageNumin
68.180. 228. 231 |Lhited Sates  |147.237.77. 176 [mat pash. i df . i | v cogat . i df . i 1/ 1043- he/ cogat . aspx B ock 1
64.62.219.89 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wwidf.il/error.htm |B ock 1
158.130. 6. 191 |lhited Sates [147.237.76.39 |nobile.neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ i mages/ B ock 1

. . D stributed Uhaut hori zed URL Access on
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. t xt B ock 1
40.77.167.8 Lhited Sates [147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
. . Unaut hori zed Met hod PCST for

109. 65. 178. 25 |Israel 147.237.72. 166 |aka. i df . i | aka. i o i |/ rai 1V sachar / newsar chi ve. aspx B ock 1
64.62.219.148 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm [B ock 1
174.129. 228. 67 |Lited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
66.249.76.83 |lIsrael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on wanidf.il/error.htm |B ock

) ] . Illegal Byte de Character in URL
40.77.169.102 |lhited Sates |147.237.77.216(dover.idf.il / 1283- 12388- en/ dover . aspx#011404 Bl ock 1

_ m ny- kosher - kravi . i df . _ _
158. 130.6.191 |Whited Sates |147.237.0.17 i Unaut hori zed URL Access to 147.237.0. 17/ i nages/ B ock 1
65.55.210.74 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wwwidf.il/error.htm |B ock 1
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