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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature  |Device Action  |Count |
206. 40. 102. 223 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 34 yohal an.i df .il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack Li st drop 1
63. 135. 128. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 23
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 5
199. 58. 86. 206 Lhited Sates 147. 237. 77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per nirt 3
199. 58. 86. 206 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
37.187.129. 166 France 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64.230 |147.237.77.170|lhited Sates [maarachot.idf.il ET SCAN NVAP -sA (2) 1
52.166.246.229 |147.237.77.179|lhited Sates [e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 83.21. 48 147.237.76. 202 |Indi a e halag.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 38 LKJ?ir:;gom e.eneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
134. 226. 55. 214 |147.237. 76. 200 |Irel and eitan. aka.idf.il ET SCAN Potential SSH Scan 1
120. 236.19. 10  |147. 237. 76. 200 [Chi na eitan. aka.idf.il ET SCAN NVAP -f -sS 1
120. 236. 19. 2 147. 237. 76. 200 [Chi na eitan. aka. idf.il ET SCAN NVAP -f -sS 1
81 168 91 95 147 237 0.17 |United mny- kosher -kravi i df i ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Ki ngdom Potential Scan or Brute Force
52.166. 246. 229 [147.237.77.179|Whited Sates |e nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.172.71.251 |147.237.77.74 |kraine lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54.244.89 |147.237.76.86 [lLnited Sates [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
134.226.55. 214 [147.237.76.202|Irel and e halag.idf.il ET SCAN Potential SSH Scan 1
120.236.19.10 [147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
120. 236. 19. 2 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102.48.195 [147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 3353
8.37.225.48 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 47
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 23
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 18
188. 161. 40. 36 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't SN drop 14
40. 77. 169. 100 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 12
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77.169. 100 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 12
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
167. 220. 232. 104 Japan 147.237.72. 166 aka idf.il dr op SAMrul e drop 8
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 8
185. 130. 6. 49 Li t huani a 147.237.72. 166 aka idf.il drop SAMrul e drop 6
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
40.77. 169. 99 Lhited Sates 147.237.77.74 lawidf.il drop SAMrul e drop 4
40. 77. 169. 101 Lhited Sates 147.237.77. 234 hal ag.idf.il drop SAMrul e drop 4
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
40.77.169. 102 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 3
190. 18. 171. 40 Argentina 147.237.76. 86 navy.idf.il drop First packet isn't SYN drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 243 nobi | e.idf.il dr op SAMrul e drop 1
141.212.122. 70 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
141.212.122. 71 Lhited Sates 147.237.0.35 akaws. i df . il drop drop 1
187.101. 67. 189 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
158. 130. 6. 191 Wited Sates 147.237.0.35 akaws. i df .i | drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Oount
36. 248. 164. 124 |Chi na 147.237.77. 176 |mat pash. i df . i| [Miltiple Unauthorized URL Access from 36.248. 164. 124 B ock 15
36. 248. 164. 124 |Chi na 147.237.77. 176 [mat pash. i df .i| |PHP Attenpt B ock 6
131. 253. 25. 165 |Lhited Sates  |147.237.77.216|dover.idf.i | Ostributed Whaut hori zed URL Access on waww i df.il/error. htm Bl ock 3
40.77.169.96 [lLhited Sates  |147.237.77.216|dover.idf.il Mitiple Illegal Byte Qbde Character in LRL from40. 77. 169. 96 B ock 3
131. 253. 25. 206 |Lhited Sates  [147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw i df.il/error.htm Bl ock 2
131.253. 25. 129 |Lnited Sates  |147.237.77.216|dover.idf.i | Ostributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 2
66.249.76.70 |[Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 70 B ock 1
36. 248. 164. 124 |Chi na 147.237.77. 176 |mat pash. i df . i| |Unauthorized URL Access to ww cogat . i df.il/index. asp Bl ock 1
66.249.76.70 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to ww i df.il/appl e-app-site-association Bl ock 1
40.77.169.96 |Lhited Sates |147.237.77.170|maarachot. i df.il|Mitiple Il1egal Byte Gode Character in LR from40. 77. 169. 96 B ock 1
66.249.76.72  |Israel 147.237.77. 216 [dover . i df .1 [\ gfo.riif/ﬂeﬁkﬁzaﬁ/s:péfe. app-si t o associ i on B ock 1
207.46.13.24 |lhited Sates |147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ B ock 1
66.249.76.83 | srael 147.237.77. 216 |dover . i df . i | VL;]NZ“IId';O: 'I ﬁgﬂﬁlf‘:@em‘jdw” o ethi o Bl ock 1
207.46.13.43 |thited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwidf.il/atal 1/i zkor/ print_bott omasp Bl ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to ww i df .il/dover/site/ nai npage. asp B ock 1
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