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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
8. 37.225. 48 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 3
134. 147. 203. 115 Ger many 147.237. 76. 196 e.svivaidf.il B ack List dr op 2
66. 240. 236. 119 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.0. 15 kosher-kravi.idf.il |block-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount |
195, 154. 255. 20  |Rrance 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 37
80. 169. 91. 26 Uni ted Ki ngdom 147.237.72.167 |ishurimaka.idf.il [24910: HTTP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 14
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 147. 237. 76. 86 I srael navy.idf.il Xenu Link S euth User Agent 4
46.120. 122. 219 147.237.77. 170 I srael maar achot . i df .i | Xenu Link Seuth User Agent 2
183. 60. 48. 25 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147. 237.72. 166 Uhi ted Ki ngdom aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
18. 85. 22. 228 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147. 237.76. 197 Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237.77. 61 Net her | ands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 6599
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 250
8.37.225.48 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 124
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 26
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 19
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 12
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 12
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
76. 68. 37. 61 Canada 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 10
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
167. 220. 232. 104 Japan 147.237.72. 166 aka.idf.il drop SAMrul e drop 8
40.77. 169. 98 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 7
40.77. 169. 100 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 7
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 7
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 6
203.133.171. 21 Korea, Republic of 147.237.77.216 dover.idf.il dr op Frst packet isn't SN |drop 6
40. 77. 169. 99 Lhited Sates 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 5
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op drop 3
40.77. 169. 98 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 3
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
183. 129. 160. 229 Chi na 147.237.77. 233 atal.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77.212 e.dover.idf.il dr op SAMrul e drop 1
79.179. 186. 199 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SIN |drop 1
183. 129. 160. 229 Chi na 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
66. 249. 66. 177 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 1
183. 129. 160. 229 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
40.77. 169. 99 Lhited Sates 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237. 77. 243 nobi | e.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77.178 e natpash.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 226 www chanat z. aka. i df . i | drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 179 enazi.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 227 e hanaz.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 19 nadi matal .idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 205 prishaidf.il drop SAMrul e drop 1
40.77.169. 102 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Oount
40.77.169.96 |Lhited Sates [147.237.77.216|dover.idf.il [Mitiple Illegal Byte Qode Character in URL from40. 77. 169. 96 B ock 2
65.55.210.179 |Whited Sates [147.237.77.216|dover.idf.il| |Dstributed Whauthorized LRL Access on waw idf.il/error.htm B ock 2
131.253.27.54 |Wited Sates |[147.237.77.216|dover.idf.il |Dstributed Unhauthorized URL Access on vww idf.il/error. htm B ock 2
37.59. 62. 43 France 147.237.77. 216 |dover. i df . i| |Uauthorized HTTP Met hod Bl ock 1
66. 249. 66. 233 |Israel 147.237.76.31 [nakchal . i df . i|Wauthori zed URL Access to nakhal .idf.il/default.asp B ock 1
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i/ brot hers/skira/defaul t.asp B ock 1
66.249.76.87 |Israel 147.237.77.216|dover. i df .i| |Unauthorized URL Access to v idf.il/894-12533-en Bl ock 1
199.30.24.35 |[Whited Sates |147.237.77.216|dover.idf.il |Ostributed Lhauthorized UR. Access on wwidf.il/error.htm B ock 1
84.108.133.64 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
199. 30.25. 163 |lhited Sates [147.237.77.216|dover.idf.i| |Distributed Unhauthorized URL Access on v idf.il/error. htm Bl ock 1
66. 249. 64. 219 |Israel 147.237.77.233|atal .idf.il |Wauthorized URL Access to 147.237.77.233/ 1274-hel at al . aspx B ock 1
87.69.210.26 |Israel 147.237.72. 156 |aman. i df . i| |SSL Wntraceabl e Connection - Cpen Mde None 1
66.249.66.59 | srael 147.237.0.34 |tikshuv.idf.i mutt Ihlfsrf']uzf ? dﬁlfcnfﬁﬁfe;ff o urs. £ Femser det i | 5. a5 B ock 1
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