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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
104. 148. 35. 34 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 198. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
83.149. 126. 98 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

46.120. 122. 219 147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 31
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth Wser Agent 18
46.120. 122. 219 147. 237. 76. 86 I srael navy.idf.il Xenu Link S euth Wser Agent 10
46.120. 122. 219 147.237. 77. 170 I srael naar achot . i df . il Xenu Link Seuth Wser Agent 4
46.227.67.172 147.237. 76. 199 Sweden e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 74. 244. 202 147.237.72. 166 Bangl adesh aka.idf.il ET SCAN NMAP -sS w ndow 2048 1
142.54. 191. 210 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NVAP -sS wi ndow 3072 1
106. 186. 20. 183 147.237.0.15 Japan kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
202. 74. 244. 202 147.237.72. 166 Bangl adesh aka.idf.il ET SCAN NMAP -sS w ndow 3072 1
202. 74. 244. 202 147.237.72. 166 Bangl adesh aka.idf.il ET SCAN NVAP -f -sS 1
142. 54. 191. 210 147.237. 76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 3163
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 250
91. 106. 50. 34 Irag 147.237.77. 216 dover.idf.il dr op First packet isn't SYIN |drop 69
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 40
40.77.169. 98 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 28
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 20
40.77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 16
40.77.169. 103 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 13
40.77.169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 11
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
40.77.169. 97 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 10
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
40. 77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 6
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
40. 77. 169. 102 Lhited Sates 147.237.77.234 hal ag.idf.il drop SAMrul e drop 6
40.77. 169. 103 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 5
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN |drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 3
183. 129. 160. 229 Chi na 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.0. 200 mu. i df.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 61 e.cogat.idf.il dr op SAMrul e drop 1
84. 95. 208. 20 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 1
169. 229. 3.91 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
212.143.165. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 1
94.40. 75. 10 Pol and 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 86 navy.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 Bl ock 103
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
109. 253. 192. 83 |l srael 147.237.0.19 |[madi matal .idf.il Suspi ci ous Response Code B ock 19
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 Bl ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ostributed PHP Attenpt B ock 6
46.19. 86. 121 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
219. 75. 81. 93 S ngapor e 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 2
40.77. 169. 96 Uhited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Byte Gode Character in URL from40. 77. 169. 96 B ock 2
66.249.75.24  |israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g?r;éefztg‘p fsctcoersazgl?i | s 0/ 3480, pa B ock 1
46.19.86.4 I srael 147.237.77. 216 |dover.idf . il Apnornal |y Long Request request version B ock 1
68.180. 230. 171 [United Sates [147.237.77. 216 |dover.idf.i Parameer pe po o .P;g;':“mi n Bl ock 1
65.55.210.119 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
2.53.133. 110 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
46.19.86. 4 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion Safari/601. 1 B ock 1
220. 255. 145. 120|9 ngapor e 147.237.77. 216 |dover.idf . il Ostributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 1
84. 95. 208. 20 I sr ael 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
66.249. 64. 108 | srael 147.237.77.176 |nat pash. i df . i | mu(t::;e;tl .Zied? Lfﬁu/:égjflsnft; i on/ | ckoni i pages/ sf gef sf s, aspe | °K 1
37.214.21.221 |Belarus 147. 237.72. 166 |aka. i df . i | chaut nor zed Fetfog PSBT Tor asix Bl ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw idf.il/sip_ B ock 1
46.19.86.4 I srael 147.237.77. 216 |dover.idf . il Mal for med URL nobi | e/ 13935 B ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g?r;éefztg‘p fsctcoersazgl?i | s/ 81 2388, pa B ock 1
40. 77. 169. 96 Uited Sates |147.237.77.170|n@ar achot . i df .| Mitiple Illegal Byte Gode Character in URL from40. 77. 169. 96 B ock 1
66.249.79.130 |Israel 147.237.0. 16 |nly kosher - kravi . i df . m“;:_oéészhﬁ_ﬁvfffsfsi It /Ot ool ates/ | ogi V1 ogi . &P B ock 1
46.19.86. 4 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method 0 in URL nobil e/ 13g35 B ock 1
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il ﬂ;‘“tzg;’”?gefzh?p :'Sctcoe';s;g et/‘:i e/ 712367 by Bl ock 1
176.126.252. 12 |Rormani a 147.237.77. 176 |nat pash. i df . i | Too Many Cookies in a Request - 223 cooki es B ock 1
66. 249. 79. 138 | srael 147.237.0. 16 _ny_ kosher-kravi . i df . Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/robots.txt |B ock 1
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