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08-27-2016-02:04:00 to 08-27-2016-03:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
71.6.135.131 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
149. 56. 235. 168 Ui ted Sates 147. 237. 76. 196 esvivaidi.il_[Hack List drop 1




08-27-2016-02:04:00 to 08-27-2016-03:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

164. 132. 161. 26 Italy 147.237.0. 15 kosher-kravi .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1




08-27-2016-02:04:00 to 08-27-2016-03:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.77. 170 |l srael mearachot.idf.il |Xenu Link S euth User Agent 24
46.120. 122. 219 |147.237.76.86 |lsrael navy.idf.il Xenu Link Seuth Wser Agent 2
91.201. 236. 158 [147.237.8.14 |Wraine e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177. 64.234.109 [147.237.8.28 |Brazil e nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
163. 172. 169. 150(147. 237. 77. 121 |Uni ted Ki ngdom|e. navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 76. 44 |United Ki ngdom|e.refuah.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.77. 176 |Net her | ands nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 [147.237.8.14 |Wkraine e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
_ _ _ . |ET SCAN Behavioral lhusual |y fast Terminal Server Traffic, Potential
2.91.137. 168 147.237.0.19 |[Saudi Arabia nadi matal .idf.il ) 1
Scan or Infection
i ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
211, 225. 222. 138|147, 237. 76. 38 [FO'€ FePWDIIC | o eitav.idh il ) y 1
of Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 77. 216 |Uni ted Ki ngdom|dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 77. 74 |United Ki ngdom|l aw i df.il ET SCAN Potential VNC Scan 5900- 5920 1
106. 186. 20. 183 |147. 237. 77. 178 [Japan e.matpash.idf.il |ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 198 [Net her | ands eyonaanidf.il |ET SCAN NVAP -sS w ndow 1024 1




08-27-2016-02:04:00 to 08-27-2016-03:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 6626
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 150
91. 106. 50. 34 Iraq 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 69
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 32
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 26
40.77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 17
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
167. 220. 232. 104 Japan 147.237.72. 166 aka.idf.il dr op SAMrul e drop 10
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 6
40.77. 169. 100 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 5
40.77.169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 5
40.77. 169. 102 Lhited Sates 147.237.77.170 naar achot . i df . il dr op SAMrul e drop 5
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 4
40. 77. 169. 104 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
190. 69. 216. 10 Col onbi a 147.237. 76. 86 navy.idf.il dr op Frst packet isn't SN |drop 3
109. 65. 60. 18 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 3
40.77. 169. 99 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 3
40.77.169. 103 Lited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
203.133.171. 21 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't SIN |drop 2
40. 77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 2
176. 13. 245. 133 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 148 gacenter. aka. i df .i | drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il drop SAMrul e drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237. 76. 148 gacenter.aka. i df .il drop drop 1
169. 229.3.91 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
71. 6. 158. 166 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .i | drop drop 1
40.77.169. 104 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 226 waw chanat z. aka. i df . i | drop SAMrul e drop 1
84. 95. 208. 20 I srael 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 1
169.229.3.91 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il dr op SAMrul e drop 1




08-27-2016-02:04:00 to 08-27-2016-03:04:00

|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |[Site Sgnature Action ‘Count
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 133
84.95.208.20 |[lsrael 147.237.77.216|dover.idf . il Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 106
84. 95. 208. 20 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Ml tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 25
131.253.27.75 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on v idf.il/error.htm Bl ock 24
131. 253.27.108 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error. htm B ock 23
84.95.208.20 |[lsrael 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 13
84.95.208.20 |[lsrael 147.237.77. 226 V\TA:W chanat z. aka. i df Dstributed PHP Attenpt B ock 10
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 8
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 5
84.95.208.20 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 5
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 5
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |[lsrael 147.237.77.233|atal .idf . il Dstributed PHP Attenpt B ock 3
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 3
131.253.27. 118 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
131.253.27. 124 |Lnited Sates [147.237.77.216|dover.idf.il Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 2
131. 253.27. 158 |Lhited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
66.249.76.83 |l srael 147.237.77. 216 |dover . i df . i | m ir;f?ﬂtlidatlj:]'i‘jti Zig'rfif‘e\ﬁ n;‘tcgsS;s;n Bl ock 2
89.237.99. 217 [France 147.237.0.19 |nadimatal .idf.il Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login aspx |B ock 2
40.77.169.96 |lhited Sates |147.237.77.216|dover.idf.il Mitiple Il1legal Byte Gode Character in UR. from40. 77. 169. 96 B ock 2
84.95.208.20 |lsrael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
180.191.61.4  |Philippines 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
66.249.76.83 |lsrael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/viewing. asp [B ock 1
157.55.39. 229 |[thited Sates [147.237.72.166|aka.idf.il Unknown Parangter catid in aka.idf.il/nain/snalinisnal i maspx None 1
66. 147. 244. 101 |United Sates |147.237.72. 166 |aka. i df . | shaut horl zeq /'\f;j:‘;‘;i ﬁlgn‘; . s Bl ock 1
120. 76. 146. 29 |Chi na 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 1
204.79.180.194 [Lited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka.idf.il/ishurinnai n/ B ock 1
66.249.76.85 |lsrael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to www idf.il/atal 1/izkor/viewing.asp [B ock 1
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 1
157.55.39. 229 |[thited Sates [147.237.72.166|aka.idf.il Unhknown Parangter tmin aka.idf.il/nain/ giyus/ None 1
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed PHP At enpt Bl ock 1
66.249.64. 112 |Israel 147.237.77. 176 |nat pash. i df . i | m“tcgg;t' zed WL docess 10 | pages r acharm nshar oni . aspx Bl ock 1
120. 76. 146. 29 |Chi na 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
204.79.180. 251 |Uhited Sates |147.237.72. 166 |aka. i df . il ;ﬂ:t:td?o:'l /Z;dl u’}bn;?ggmﬁs/: o asp B ock 1
68. 180. 230. 171 [Wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/894-he B ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Dstributed PHP Attenpt B ock 1
84.95.208.20 |Israel 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
180.76.15.33 |China 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
84.95.208.20 |[Israel 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 1
207.46.13.34 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
157.55.2.154 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
77.126.57.8 |l srael 147.237.72. 166 |aka. i df . i | \Amm:v“;:‘:ii dzfe.?l'/\bn;hﬁ;jsgr /ff‘;rq. aspx B ock 1
5.29.228.161 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to wwy aka. i df.il/main/ B ock 1
84.95.208.20 |Israel 147.237.77. 176 nat pash. i df . i | muégger\tl.zied? .%t?ngf;se;/oshw ed/ user cont r ol s/ header upper / Bl ock !
180.191.61.1 |Pilippines  |147.237.77.216|dover.idf.il \;Twa?edtfelri IT/yf(e;f;\;_cin?tégcerslejs‘;TeXt n B ock 1
84.95.208.20 |lsrael 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock
66.249.76.83 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Uhaut horized URL Access from 66. 249. 76. 83 B ock
84.195.208. 20 I'srael 147.237.77. 226 \A:A:W chamatz.aka. 1l vL\th:\zuzrr:(a)rrniitZ;dal'::_i (';}Cﬁ?s}st etr;JI at es/ honepage/ di v. i tem Bl ock !
157.55.39.130 |Wnited Sates |147.237.77.216|dover.idf . il ﬂé;etzg‘)?r.'72;3"’2?:/‘1%%‘3_3153;’6_ hel dover . aspx B ock 1
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