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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
14.152.81. 71 Chi na 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack_Con_Tcp drop 2
134. 147. 203. 115 Ger many 147.237. 76. 147 chinuch.aka.idf.il |Back List dr op 2
104. 148. 35. 34 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Sgnature

Devi ce Action |Oount
64.34.186.9 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
108. 166. 190. 139 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
51. 255. 48. 155 France 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per it 2
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|Top Attackers In |D|

Attacker Address |Signature

| Target Address

Attacker Country

46.120. 122. 219 147.237. 77. 170 I srael maar achot . i df . il Xenu Link Seuth User Agent 16
64.34.186.9 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 8
108. 166. 190. 139 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
91. 201. 236. 50 147.237.8.14 Wkrai ne e.orchot.idf.il ET SCAN NMAP -sS w ndow 3072 1
149. 56. 25. 226 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.8. 14 Lkr ai ne e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67. 172 147. 237.76. 39 Sweden nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.81.79. 48 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237.76. 39 Net her | ands nobi | e. nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop First packet isn't SN drop 6695
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 20
40. 77. 169. 98 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 20
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 19
212. 247.61. 153 Sweden 147.237.76. 42 refuah.idf.il drop SAMrul e drop 18
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 13
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 98 Lhited Sates 147.237.77.170 naar achot . i df . i | drop SAMrul e drop 8
87.117. 203. 23 Uni ted Ki ngdom 147.237.77.233 atal.idf.il drop SAMrul e drop 6
40.77.169. 98 Lhited Sates 147.237.77. 234 halag.idf.il drop SAMrul e drop 4
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 4
40.77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 3
176. 13. 250. 133 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
40. 77. 169. 100 Lhited Sates 147.237.77. 176 nat pash. i df . il dr op SAMrul e drop 2
169.229.3.91 Lhited Sates 147.237.77. 19 lawforumidf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 0. 200 mu. i df il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 44 e.refuah.idf.il drop SAMrul e drop 1
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 227 e hanaz.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147. 237.8. 27 e.nadimatal .idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 72. 217 eidf.il drop SAMrul e drop 1
46. 19. 86. 25 I srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 177 ncore.idf.il dr op SAMrul e drop 1
109. 226. 40. 40 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237. 76. 201 eatal .idf.il dr op SAMrul e drop 1
158. 130. 6. 191 Lhited Sates 147.237.0. 33 idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
131. 253. 27. 169 |Whited Sates [147.237. 77. 216 |dover.i df . i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 24
199. 30. 24. 217 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
40.77.169.96 [Uhited Sates |147.237.77. 176 |mat pash. i df . i | Mitiple Illegal Byte Gode Character in URL from40. 77. 169. 96 Bl ock 2
199. 30. 24. 115 |lhited Sates |147. 237.77.216|dover.i df .i | O stributed Whaut hori zed URL Access on v i df.il/error.htm B ock 2
40.77.169.96 |Uhited Sates |147. 237.77. 216 |dover.idf.i | Mitiple Illegal Byte Qode Character in URL from40. 77. 169. 96 B ock 2
. . D stributed Unaut hori zed LRL Access on
66.249.76.83 |Israel 147.237.77.216|dover.i df . il vow i df i |/ atal /i zor/ vi ew i nut op. asp B ock 1
121.199.7.98 |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
2.50.178. 103 L;;:aetdes’”ab 147.237.77.233|atal .i df .i | Wnaut hori zed URL Access to atal.idf.il/wp-login. php Bock |1
. . Uhaut hori zed URL Access to
84.95.208. 20 | sr ael 147.237.77. 176 |nat paSh' idf.il wwy cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
2.50.178. 103 LE’:i::aetdes”‘ B 1147 237.0.15  |kosher-kravi.idf.il |Ostributed PP Atempt Bock |1
NULL Character in Mt hod
' ; ; i [[#0]] [[#0]] [[#0]] BOYACAN] [ #18] ] "k%o=0f [ #19] ] [ [#15]]1[[#27]] S A [#3
67.175.18.68 |[lnited Sates|147.237.77.216|dover.idf.il 11L0#5111[#6] 1A [#11] ] M | "% [#20] ] TA . ZLi [ [#5]] B *ko M>03[ [ #26] ] tills B ock 1
U 6; hvr PE[ [ #20] 1Y, UE0dT 408 %43, br V4 [ #4] ] Qag{H } ()
65.55.210.93 |lited Sates |147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wwwidf.il/error.htm B ock 1
158.130. 6. 191 [lhited Sates|147.237.72.167|i shurimaka.idf.il |Wauthorized URL Access to 147.237.72. 167/ i mages/ Bl ock 1
2.50. 178. 103 LEhTi']:aeIdeSNab 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v ti kshuv. i df .i1/wp-1 ogi n. php Bock |1
121.199.7.98 |China 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 121.199. 7. 98 B ock 1
84.95.208.20 |Israel 147.237.72. 156 |anman. i df . i | Ostributed PHP Attenpt Bl ock 1
Lhited Arab www. chamat z. aka. i
2.50.176.9 Erir ot €5 147. 237.77. 226 . PHP Att enpt B ock 1
66.249.76.83 |[lIsrael 147.237.77. 216 |dover.idf.i | Lhaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
199. 30. 24. 253 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 1
121.199.7.98 |China 147.237.77. 176 [t pash. i df . i | Ml tiple Unauthorized URL Access from121.199.7.98 Bl ock 1
Lhited Arab . . .
2.50.178.103 |Z. 147.237.77.234|hal ag. i df . i | Distributed PHP Attenpt Bl ock 1
Lhited Arab .. . . )
2.50.178.103 |Z. 147.237.0.15 |kosher-kravi.idf.il |Miltipl e Wauthorized UR. Access from 2.50.178. 103 B ock 1
84.229.67.163 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown HTTP Request Met hod
. ; ; i [[#0]] [[#0]][[#0]] BOYAUAN] [ #18] ] "R%=cf [ #19] | [[#15]]i [ [#27]] S AL [#3
67.175.18.68 |[lnited Sates|147.237.77.216|dover. i df .il TTLL#5]1 11611 A [#11]] M | "9 [#20] ] T ZL1 [ [ #5]] & *ko M >0 &[ [ #26] ] (s B ock 1
U 6; hver PE[ [ #20] ] Y, UE0dT 408 ¥R, br 4 [ #4] ] Ondg{H *}() in URL
65.55.210. 240 |lhited Sates [147. 237. 77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
180. 76.15. 27 |China 147.237.0.19 |[nadimatal .idf.il Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login. aspx Bl ock 1
2.50.178. 103 ;’Ti'"t:tde:(ab 147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock 1
121.199.7.98 |China 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 [aman. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 1
i www. chamat z. aka. i
2.50.176.9 gri:rt:tdespr ab 147.237.77. 226 df il Unaut hori zed URL Access to ww chanat z. aka. i df . i | /wp-1 ogi n. php B ock 1
66.249.76. 116 [l srael 147.237.77. 216 |dover.idf .l D stributed Uhaut hori zed LRL Access on 147.237. 77. 216/ robot s. t xt Bl ock 1
2.50.178. 103 ;’Ti'"t:tde:(ab 147.237.77.234|hal ag. i df . il Ml tiple Unaut horized URL Access from 2.50.178. 103 Bl ock 1
2.50.178. 103 Lahﬂ:rtaerdesN B 1147 237.0.19 |nadimatal .idf.il |Oistributed PP Atempt Bock |1
94.124.5.10 Pol and 147.237.72. 156 |aman. i df . i | D stributed Uhaut hori zed LRL Access on wan anan. i df.il/favicon.ico B ock 1
84.94.89.120 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66. 249. 64. 219 |[lIsrael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx Bl ock 1
198.20.87.98 |lhited Sates[147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
121.199.7.98 [China 147.237.77. 170 |maar achot . i df . i | Ostributed PHP Attenpt B ock 1
2.50.178. 103 gri:rt:tdespr 1147, 237.77. 216 dover.idf.il Unaut hori zed URL Access to wwidf.il/wp-1ogin. php Bl ock 1
84.95.208.20 |[Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
2.50.176.9 LEhTi']:aeIdeSNab 147.237.77.233|atal .i df . il Oistributed PHP At enpt Bock |1
67.175.18.68 |Uhited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request net hod B ock 1
148.251. 2. 180 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i1/ brot hers/ skira/defaul t.asp [B ock 1
2.50. 178. 103 L;;:;L” 147 237.0.19 |nadimatal .idf.il |Mitiple Wauthorized UR. Access from2.50.178. 103 Bock |1
109. 64. 151. 180 |l srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on ww i df.il/https: /v idf.il/ Bl ock 1
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84. 95, 208. 20 B ock 1
. . . Uhaut hori zed URL Access to
66.249.65.12 |Israel 147.237.77.243|nobi | e.i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1893 B ock 1
121.199.7.98 [China 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/wp-Iogin. php B ock 1
2.50. 178. 103 g:;d%mab 147.237.77.233|atal i df . i | Distributed PHP Attenpt Bock |1
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
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