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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77.176 nat pash. i df . i | B ack List drop 5
82.80.78. 2 | srael 147.237.77. 226 v chanat z. aka. i df . i | B ack List drop 3
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
49. 49. 246. 187 Thai | and 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack Li st drop 1
183. 60. 48. 25 Chi na 147.237.0. 34 tikshuv.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
41.185. 31. 40 South Africa 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
50.77. 136. 81 Lhited Sates 147.237.77.233 |atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
66. 96. 128. 60 Lhited Sates 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
68.135. 8. 175 Lhited Sates 147.237.77.216 |dover.idf.i| |CL000074: HITP. najestic bot Per mit 2
62.212.73.211 Net her | ands 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per nirt 2
195. 154. 185. 20 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
68.135. 8. 175 Lhited Sates 147.237.72.166 |aka.idf.il |CL000074: HITP. najestic bot Per mit 2
140. 237. 52. 58 Chi na 147.237.77.216 |dover.idf.il [19791: HITP. WérdPress N-Media PHP File Wl oad B ock 1
140. 237.52. 58 Chi na 147.237.77.216 |dover.idf.il [22611: HITP. WérdPress Logi nvél | Fake P ugin Usage Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

50. 77. 136. 81 147.237.77.233|lhited Sates |atal.idf.il A Injection - Select From 8
41.185. 31. 40 147.237.72. 166 |South Arica |akaidf.il SQ Injection - Select Fom 8
66. 96. 128. 60 147.237.77.74 |Uited Sates |[lawidf.il SQ Injection - Select From 8
66. 102. 9. 163 147.237.77.216|thited Sates |dover.idf.il ET SCAN NVAP -sA (2) 3
202.83.21.48 147.237.76. 198 I ndi a e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147.237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
201. 238. 202. 219[147. 237.72. 217 |Qhil e eidf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 245 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58.218. 204. 245 |147.237.76.38 |China eeneitav.idf.il [ET SCAN Potential SSH Scan 1
173.81.79. 48 147.237.76. 176 |Lhited Sates |test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.13 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 76. 148 [Net her | ands gacenter.aka.idf.il [ET SCAN Potential SSH Scan 1
222.186.56.13 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.31 [Netherlands nakchal . i df.il ET SCAN Potential SSH Scan 1
222.186.56.13 [147.237.0.15 |China kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.19 |Netherlands madimatal .idf.il |[ET SCAN Potential SSH Scan 1
208.67.1.118 147.237.77.179|Wited Sates e nazi.idf.il ET SCAN Potential SSH Scan 1
208.67.1.118 147.237.0.33 [Wnited Sates |idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
202.83.21.48 147.237.76. 44 |india e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 [Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
58. 218. 204. 245 |[147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.35 |China akaws. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218. 204. 245 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
193 24.120 73 |147. 237 72. 217 I\t et nam il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
222.186.56.13 [147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.39 [Netherlands nobi | e. neitav.idf.i|ET SCAN Potential SSH Scan 1
222.186.56.13 [147.237.0.19 |hina nadimatal.idf.il |[ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
208.67.1.118 147.237.77. 243 |Wited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 113 |147.237.72.166 |Lhited Sates |[aka idf.il SER"\/ER-APAO—E.Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
208.67.1.118 147.237.77.121|Wited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature |Message Devi ce Action |Count
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN |drop 13550
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 150
40.77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 34
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 22
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 19
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il dr op SAMrul e drop 12
40.77.169. 99 Lhited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 10
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
66.102. 9. 163 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
40.77.169. 102 Lhited Sates 147.237.77.170 naar achot . i df .i | dr op SAMrul e drop 8
40.77. 169. 97 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
40.77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
40.77.169. 102 Lhited Sates 147.237.77.176 nat pash. i df .il dr op SAMrul e drop 6
66. 249. 81. 215 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
158. 85. 253. 245 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
66. 96. 128. 60 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 6
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
40.77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66.102. 9. 167 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
40. 77. 169. 100 Lhited Sates 147.237.77. 234 hal ag.idf.il drop SAMrul e drop 3
197. 48. 17. 149 Egypt 147.237.77. 74 lawidf.il dr op First packet isn't drop 3
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
41. 57. 85. 105 Li beria 147.237.77. 226 ww chanat z. aka. i df . i | drop First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
169. 229.3.91 Lhited Sates 147.237.0. 35 akavs.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.77.121 e.navy.idf.il dr op SAMrul e drop 1
158. 130. 6. 191 Lhited Sates 147.237.76. 148 gacenter.aka. i df .il drop drop 1
169.229.3.91 Lhited Sates 147.237.8. 45 eeitanidf.il dr op SAMrul e drop 1
108. 61. 226. 23 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.77.179 enazi.idf.il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237. 72. 156 anan.idf.il dr op SAMrul e drop 1
149. 56. 25. 226 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 205 prishaidf.il drop SAMrul e drop 1
66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
40.77.169. 103 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 196 esvivaidf.il drop SAMrul e drop 1
40.77.169. 101 Lhited Sates 147.237.77.234 hal ag.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.212 e.dover.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 197 e hinush.idf.il dr op SAMrul e drop 1
158. 130. 6. 191 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
169. 229.3.91 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
65. 55. 210. 31 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 11
140. 237.52.58 [China 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 140. 237. 52. 58 B ock 7
140. 237.52.58 |Chi na 147.237.77.216|dover.idf .l PHP At t enpt B ock 7
5. 29. 160. 234 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
2.53.16.76 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
67.198.226.173 |Wnited Sates |147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 67.198. 226. 173 B ock 4
176.13.14.73 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 218. 149|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
131.253.27.103 |wited Sates |147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 2
40. 77. 169. 96 Lhited Sates |147.237.77.216|dover.idf.il Mitiple Il1legal Byte Qode Character in LRL from40. 77. 169. 96 B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwwuidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 2
84. 95. 209. 44 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut hori zed URL Access from 84. 95. 209. 44 B ock 2
131.253.25.231 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
66.249.81.215 |[Israel 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
131. 253. 25. 237 |thited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
77.139. 26. 14 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df . il/mai n/ hone/ def aul t . aspx B ock 1
Uhaut hori zed URL Access to
66. 249. 69. 40 I srael 147.237.77.74 [lawidf.il wa | aw i df . i1/tenpl at es/t enpl at econt rol s/ news/ si p_storage/ fil es/ 7/ 1437. |Bl ock 1
pdf /
140. 237.52.58 |Chi na 147.237.77.216|dover.idf .l Lhaut hori zed LRL Access to wa i df.il/license. php B ock 1
85. 64. 119. 55 I srael 147.237.0.19 |nmadi matal . i df . i |Suspicious Response Code B ock 1
66.249.81.218 |[lsrael 147.237.77.216|dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
66. 249. 64. 158 |l srael 147.237.0.19 |madimatal . i df. i |Uhauthori zed URL Access to nadimatal .idf.il/robots. txt B ock 1
40.77. 169. 96 Lhited Sates |147.237.77.216|dover.idf.il Il'legal Byte Code Character in URL /1283-11580-en/ dover. aspx#011200 |B ock 1
79. 180. 224. 206 |Israel 147.237. 72. 166 |aka. i df . i | mn;km;iz? ?ne;;rn/Q\!hmT.iEWED in None 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i Ml tiple Unaut horized URL Access from 66.249. 76. 83 B ock 1
65.55.210. 115 |Wited Sates [147.237.77.216|dover.idf.il D stributed Unhaut hori zed UR. Access on www i df.il/error. htm B ock 1
158.130.6.191 |lhited Sates [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77. 216/ i mages/ B ock 1
89. 139. 215. 198 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.26.148.161 |lIsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul let1.gif  [B ock 1
66.249. 66. 177 | srael 147. 237.77. 216 |dover. i df . i | m: éfb.“itle/da[ﬁ?ti gigrfsfeﬁngfgssjs;” Bl ock 1
140. 237.52.58 |China 147.237.77.216|dover . i df . i Adnin Bl ocki ng B ock
83.130.91.198 |[lIsrael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
66. 102. 9. 43 Lhited Sates [147.237.72. 166|aka. i df il m;:(g’it;d_ iﬁ'}a#;ihn(;rrioﬁf d'\ggﬂf?;;’;xmom R on Bl ock 1
37.26.148.162 | srael 147. 237. 72. 166 |aka. i df . i | Llulrigeasll i?’;geeg?ing;a;:;f;;bgcﬁi/ fm”j W kapat 2] [ 1 es012 B ock 1
67.198.226.173 |lLnited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod HEAD for wwn aka. i df.il/mai n/ hone/ defaul t.aspx  [B ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover. i df . il Ml tiple Unauthori zed URL Access from 66. 249. 66. 177 B ock 1
41. 140. 30. 70 Mor occo 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
66.249.81.212 |lIsrael 147.237.77.216|dover. i df .il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
66. 249.64. 108 I srael 147.237.77. 176 |nat pash. idf.il muf:sg;tl Z iec(ijf Lﬂ_/ Lf;:ecfejsi r:fc:)r nat i on/ news/ pages/ knesi yot haghanol ad. aspx Bl ock !
180. 76. 15. 137  |China 147.237.76.200|ei tan. aka. i df . i | |Lnauthori zed LRL Access to eitan. aka.idf.il/1105-en/ cont act us. aspx B ock
37.26.148.162 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from37.26. 148. 162 B ock
77.138.237.5 France 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to www arman. i df.il/favicon.ico B ock
66.249. 66. 177 | srael 147. 237.77. 216 |dover. i df . i | mult Qfo i Iz/e: e\/\lth Qcﬁ:;sevt\l%agat 2 sarbani mstm. Bl ock 1
46.19. 85. 161 I srael 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
84. 95. 209. 44 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/8/ B ock
66.249.64. 113 | srael 147. 237.72. 166 |aka. i df . i | %&gﬁﬁnﬁfﬁﬁg - Protocal violation None 1
40. 77. 169. 96 Lhited Sates |147.237.77. 176 |nat pash. i df . i | Mitiple Il1legal Byte Qode Character in LRL from40. 77. 169. 96 B ock 1
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