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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 35885
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6512
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6423
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 6094
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 51
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 38
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 34
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 30
24. 34.193. 248 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 21
79.177.241. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
79.179.169. 176 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 18
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 17
185. 27. 105. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
95. 35. 78. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 14
79.181. 160. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 13
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 13
84.109. 242. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
84.111.182. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 12
80. 246. 133. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
109. 253. 143. 142 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 11
46.116. 117. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
109. 66. 36. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 11
176. 13. 21. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
79. 180. 155. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
37.142.119. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 10
82.80.78.2 | srael 147.237.77. 226 wwn chanat z. aka. i df . i | B ack List drop 10
109. 64. 118. 4 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
45. 33. 130. 224 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 9
95. 35. 78. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
84.110. 34. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
46.117.217. 92 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 8
77.126. 73. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
80. 246. 133. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 7
209. 133.111. 211 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
105. 112. 45. 15 N geria 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
79.181. 160. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
79. 180. 85. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
85. 65. 131. 172 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
59. 180. 241. 133 Indi a 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
66. 249. 76. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
176. 13. 9. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action

191. 96. 249. 42 Gile 147.237.77. 216 dover.idf.il C1000003: HTTP: phpM/Adnin access Per nit 4
69. 30. 198. 186 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 4
144.76. 7. 107 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
151. 80. 31. 164 France 147. 237. 76. 200 eitan.aka.idf.il |Cl000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
82.208. 175. 45 147.237.77.234 |Romani a hal ag.idf.il ET SCAN Potential SSH Scan 1
13. 68. 213. 73 147.237.77.234 |Uited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 244. 84 147.237.72.14 |Uhited Sates dover.idf.il(old) ET SCAN Potential VWNC Scan 5900- 5920 1
82.208. 175. 45 147.237.77.226 |Romani a ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
169. 54. 244. 84 147.237.0.17 Lhited Sates m ny- kosher -kravi .i df .i| ET SCAN Potential VWNC Scan 5900- 5920 1
82.208. 175. 45 147.237.76.196 |Ronani a esvivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 |147.237.76.39  |United K ngdom nobi | e. nei tav. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
82.208. 175. 45 147.237.76.38  |Romani a e.eneitav.idf.il ET SCAN Potential SSH Scan 1
194. 58. 37. 41 147.237.77.74  |Russian Federation |[lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
163.172.169. 150 |147.237.0. 33 Uhi ted Ki ngdom idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 244. 84 147.237.77.227 |Uited Sates e. hanaz. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
82.208. 175. 45 147.237.76.30 |Ronani a hi nush. i df . i | ET SCAN Potential SSH Scan 1
163.172.169. 150 |147.237.0.16 Uhi ted Ki ngdom ny- kosher -kravi .i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 244. 84 147.237.77.170 |United Sates naar achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
82.208. 175. 45 147.237.72.167 |Ronani a i shuri maka. i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147.237.76.42  |kraine refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 244. 84 147.237.76.197 |lhited Sates e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.180.152. 134  |147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 155 147. 237.76. 42 kr ai ne refuah.idf.il ET SCAN NVAP -f -sS 1
50. 84. 213. 146 147.237.76.197 |lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 244. 84 147.237.76.176 |Uited Sates test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
84. 110. 146. 67 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
13. 68. 213. 73 147.237.77.234 |Uited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
169. 54. 244. 84 147.237.76.31 |Wited Sates nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
82.208. 175. 45 147.237.77.227 |Romani a e. hanaz. i df .il ET SCAN Potential SSH Scan 1
13. 68. 213. 73 147.237.77.234 |Uited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
169. 54. 244. 84 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
82.208. 175. 45 147.237.77.216 |Romani a dover.idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 |147.237.76.44  |Wnited Ki ngdom e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.208. 175. 45 147.237.76.176 |Ronani a test.ncore.idf.il ET SCAN Potential SSH Scan 1
202. 83.21. 48 147.237.8. 24 I ndi a elifestyleidf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 |147.237.0. 34 United Ki ngdom tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.208. 175. 45 147.237.76.31  |Ronani a nakchal .idf.il ET SCAN Potential SSH Scan 1
169. 54. 244. 84 147.237.77.234 |Uhited Sates hal ag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163.172.169. 150 |147.237.0. 17 Uni ted Ki ngdom mny- kosher -kravi . i df .il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 244. 84 147.237.77.205 |Uhited Sates prisha.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82.208. 175. 45 147.237.72.217 |Romani a eidf.il ET SCAN Potential SSH Scan 1
149. 56. 25. 226 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 244. 84 147.237.76.202 |Uhited Sates e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82.208. 175. 45 147.237.72.14  |Romani a dover.idf.il(old) ET SCAN Potential SSH Scan 1
91.201.236.155  [147.237.76.42  |Wkraine refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.76.197 |Uited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 244, 84 147.237.76.196 |lLnited Sates e svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.155  |147.237.76.42  |[lkraine refuah.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
50. 84. 213. 146 147.237.76.197 |Uited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
169. 54. 244, 84 147.237.76.42 |Uited Sates refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste ‘Signature‘ Message Action ‘Count
46.239. 13. 77 ifg;gos?ia 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 3243
190. 206. 116. 79 |Venezuel a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1277
46.239.13. 77 2?22:203??1;;1 147. 237. 77. 216 |dover. i df . i drop drop 150
46. 19. 86. 57 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
40.77. 169. 102 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 41
40.77.169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
212.97.2.61 Kyr gyzst an 147.237.77. 176 |nat pash. i df . i drop First packet isn't SN drop 23
40. 77. 169. 100 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 19
5.28.138.221 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
40.77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 10
40. 77. 169. 98 Lhited Sates 147.237. 77. 170 |naar achot . i df . i | drop SAMrul e drop 9
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
167. 220. 232. 104 |Japan 147.237.72. 166 |aka.i df .il drop SAMrul e drop 8
40.77.169. 101 Lhited Sates 147.237.72. 166 |aka. i df .i dr op SAMrul e drop 6
105. 206. 165. 144 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
40.77.169.102 |Whited Sates 147.237.77. 176 |nat pash. i df . i drop SAMrul e drop 6
45.33.130.224 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 86. 114 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
40.77.169.101 [Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
37.142.11. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
40.77. 169. 100 Lhited Sates 147.237.72. 166 |aka. i df .il dr op SAMrul e drop 4
59. 180. 241. 133 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
40.77.169. 97 Lhited Sates 147.237.72. 166 |aka. i df .i dr op SAMrul e drop 4
40.77.169. 98 Lited Sates 147.237.77. 176 |nat pash. i of . i | drop SAMrul e drop 3
40. 77. 169. 97 Lhited Sates 147.237.77. 176 |nat pash. i df . i1 drop SAMrul e drop 3
82.81.3.131 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
88.108. 195. 143 |Uhited Ki ngdom 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 3
40. 77. 169. 97 Lhited Sates 147.237.77. 234 |hal ag.i df . il drop SAMrul e drop 3
2.53.164. 125 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
40.77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf .il dr op drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
139. 162. 224. 68 |lhited Sates 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 2
88.108. 195. 143 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
169. 229.3.91 Lhited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
105.112.45.15 |Ngeria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
169.229.3.91  [UWited Sates 147.237.0.16 [V kosher-kravi.idf.1 |4 op SAMrule drop 1
169. 229.3.91 Lhited Sates 147.237.77. 178 |e. nat pash. i df .i | dr op SAMrul e drop 1
24.34.193.248 |lnited Sates 147.237.77. 216 |dover . i of .i | drop ';;'gz’gfg;ed post SYN packet - RST or SN drop 1
52.28. 32. 164 Ger many 147.237.76. 34 |yohal an.idf.il drop drop 1
169. 229. 3. 91 Lited Sates 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77.233|atal .idf.il dr op SAMrul e drop 1
52.28. 32. 164 Ger many 147.237. 76. 148 |gqcenter. aka. i df .i | drop drop 1
212.97.2.61 Kyr gyzst an 147.237.72. 156 |anan. i df . i | drop First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 198 |e.yohal an.idf.i | drop SAMrul e drop 1
46. 19. 86. 186 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 1
169.229.3.91 Lhited Sates 147.237.77. 243 |mobi le.idf il dr op SAMrul e drop 1
37.142.119. 131 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
212.97.2.61 Kyr gyzst an 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 16. 213 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
40.77. 169. 96 Lhited Sates [147.237.77.216|dover.idf.il Mitiple Il1egal Byte Qode Character in URL from40. 77. 169. 96 B ock 4
77.126.39.241 [Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/authentication/index B ock 4
77.126.39.241 |lsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 77.126. 39. 241 B ock 3
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
37.26.149.244  |Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
: . . Unhaut hori zed URL Access to
46. 19. 86. 109 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1508 Bl ock 3
85. 64. 131. 29 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
109. 253. 138. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
79.182. 29. 40 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
131.253.27.197 |Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 2
89.237.99.217 |France 147.237.0.19 |nadimatal .idf.il Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login.aspx  |B ock 2
. . Mul tipl e Whaut horized Method for Known URL from
77.139.107.209 |France 147.237.72. 166 |aka. i df . i | 27 139. 107, 209 Bl ock 2
. - Distributed Lhaut hori zed URL Access on
46. 19. 86. 167 I srael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
183. 79. 94. 45 Japan 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx Bl ock 1
109. 111. 103. 148|Andorra 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.180.131.72 |israel 147.237.72. 166 |aka. i df . i | Unknown Pararmeter __VI EVETATEENCRYFTED i n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
66. 249. 64. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1246-he/ atal . aspx  |B ock
85. 64. 131. 29 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/2/ |B ock
. . Unhaut hori zed URL Access to
46.19.85.81 I srael 147.237.76.42 |refuah.idf.il v ref ua atal i o i 1/1325- hel ref uah. aspx) Bl ock 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1249-he/ atal . aspx  |B ock
85.219. 143. 163 |Pol and 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. i df.il/favicon.ico B ock
- . Unaut hori zed Met hod PCBT for
77.138.71.172 Fance 147.237.72. 166 |aka. i df .i | wa aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
84.108. 190. 247 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |Bl ock
66.249. 64. 148 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/navy/ navy/ general . aspx |Bl ock
-kosher - kravi . i df.
157. 55. 39. 10 Lhited Sates |147.237.0. 16 In?/ Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
85. 64. 131. 29 I srael 147.237.76.31 |nakchal .idf.il Mil tiple Unauthorized URL Access from 85.64. 131. 29 B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw i df.il/newsitelenglish/ Bl ock 1
] . . Illegal Byte (ode Character in URL
40.77.169.96  |Lnited Sates [147.237.77.216 [dover.idf.il / 1283- 12586- en/ dover . aspx#011200 Bl ock 1
77.139.107. 209 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wwy aka.idf.il/negurimn B ock 1
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