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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 110803
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 17865
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 17375
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il [SYNHood del ete reset drop 14872
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 112
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 110
5. 28. 144. 246 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 80
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 78
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 77
109. 66. 33. 137 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 68
0.0.0.0 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 63
213.151. 35. 212 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 63
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 61
5. 28. 144. 246 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 57
109. 64. 48. 224 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 46
66. 249. 76. 83 | srael 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 41
109. 253. 211. 215 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 39
176. 13. 6. 224 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 37
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 36
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 31
84.108.112. 182 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 30
73.49.42.130 Lhited Sates 147.237.77.216 dover.idf.il [SYN Hood out of context drop 28
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 28
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 27
80. 179. 225. 42 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 27
173. 14. 231. 89 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 26
85. 250. 79. 181 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 25
40. 77.169. 102 Lhited Sates 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 24
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
93.172. 237. 202 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 22
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 22
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 22
109. 253. 218. 124 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 20
46. 60. 22. 252 Pal estinian Territory, Qcupi ed 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 20
176. 13. 243. 199 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 20
79.183. 49. 94 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 20
109. 67. 39. 151 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 19
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
85. 250. 244. 140 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 18
181. 103. 221. 145 Argentina 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 17
5. 102. 229. 148 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 17
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 16
40.77. 167. 66 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 16
84.109. 154. 210 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 16
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 16
141. 226. 144. 146 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 16
85. 250. 244. 140 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 15
79.178.172. 110 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14




08-26-2016-21:04:09 to 08-26-2016-22:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
151. 80. 31. 150 France 147.237.72. 166 aka.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51.255.65.5 France 147.237.0. 15 kosher-kravi .idf.il Cl000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Sl'te |Signature |Count|
46.120.122.219  |147.237.77.170 |[lIsrael n@ar achot . i of . i | Xenu Link S euth User Agent 15
46.120.122.219  [147.237.77.216 |[lIsrael dover.idf.il Xenu Link Seuth Wser Agent 2
201. 38. 68. 132 147.237.77. 74 |Bazl lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 142 147.237.77.216 |lIsrael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
188. 0. 236. 165 147.237.76.201 |Mldova, Republic of |e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 0. 236. 165 147.237.76. 148 [Mldova, Republic of |ggcenter.aka.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
163.172.169. 150 [147.237.76.34 |United Ki ngdom yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116. 31. 116. 12 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 147.237.76.39 |China nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
66.102. 9. 135 147.237.76.42 |nited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
61. 240. 144. 65 147.237.76.30 |China hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
188. 0. 236. 165 147.237.76.201 [Mldova, Republic of |e.atal.idf.il ET SCAN Potential SSH Scan 1
8. 26.94. 207 147. 237.76. 198 |Canada e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 0. 236. 165 147.237.76.196 |Mldova, Republic of |e.svivaidf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 [147.237.77.235 [United Ki ngdom sviva idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.169. 150 [147.237.0. 15 Uhi ted Ki ngdom kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
116. 31. 116. 12 147.237.76.201 |China e.atal.idf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237.76. 147 |China chinuch.aka.idf.il  |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3623
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3346
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 51
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 50
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 41
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 30
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 30
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 14
84.108. 112. 182 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
40.77. 169. 103 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 11
40.77. 169. 100 Lhited Sates 147.237.77.170 naar achot . i df .il dr op SAMrul e drop 10
40. 77. 169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 9
40.77. 169. 102 Lhited Sates 147.237.77. 234 hal ag.idf.il dr op SAMrul e drop 8
46. 19. 85. 245 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
66. 102. 9. 159 Lhited Sates 147.237.77. 233 atal .idf.il drop First packet isn't drop 7
40.77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
40.77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
2.53. 55. 202 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
178. 20. 235. 164 Russi an Federation 147.237.77. 233 atal .idf.il drop SAMrul e drop 6
84.110. 144. 102 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 67. 39. 151 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
80. 246. 133. 184 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
203. 127. 58. 230 S ngapor e 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46.19.85.73 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
62.0.102. 6 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
203. 127. 96. 215 S ngapor e 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
2.53.169. 144 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
203. 127. 96. 245 S ngapor e 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
203. 127. 96. 252 S ngapor e 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
2.53.6.151 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
2.55.26.181 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 19. 85. 218 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
81.218.133. 48 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
50. 74. 4. 219 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
157.55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 157. 109 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
84.94.70. 18 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.53.144. 177 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
185. 120. 125. 68 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 19. 85. 141 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 19. 85. 142 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31. 154. 49. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46. 19. 85. 17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 250. 244. 140 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
220. 255. 145. 131 S ngapor e 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
77.127.46. 161 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147.237.77.61 e.cogat.idf.il drop SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.120.67.189 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 15
40.77. 169. 96 Lhited Sates |147.237.77.216|dover.idf .il Dstributed |11egal Bte QGode Character in URL B ock

109. 67. 151. 28 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock
37.26.146.174 |[Israel 147.237.0.19 |madi matal . i df. i ||Suspici ous Response Code Bl ock

109. 253.195. 10 [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁbﬂf ie:jf?ffs\;cﬂafzic%gncglgaifﬁsjwd in Bl ock 3
109. 253. 218. 1241 sr ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
100.65.60.18  |Israel 147.237.0.19  |madi matal . i df . il| oo .-Ii—yd??i\lﬁl(l)log 'nogsg(' 00SCont ent A acekbl der 19t xt Capt cha in Bl ock 3
46.19. 86. 142 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.117.23.83  |israel 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt:?rc'ﬁz?? | tgegpgrcytezm o es/ i stehi | ddocunent s/ 1152 Bl ock 2
37.142.186.24 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from37.142. 186. 24 B ock 2
204.79.180.35 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for aka.idf.il/portal mil uinitenpl at es/inner.asp |B ock 1
77.124.59. 68 | srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed LRL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f  |B ock 1
66.249.64.110 |[Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to wa anan. i df . i|/appl e- app-site-associ ati on |B ock 1
204.79.180.191 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ kapat z/ def aul t. aspx  |B ock 1
79.177.1. 175 I srael 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connection - (pen Mde None 1
66.249.66. 177 [Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
37.142.186.24 |Israel 147.237. 72. 166 |aka. i df . i | e l?’tagegfing:ag:g;/ego'bgcﬁll [ kepatzl[resiol2 Bl ock 1
91.133.123.231 |Austria 147. 237.72. 156 |anman. i df . i | Dstributed Waut hori zed UR. Access on vww anan. i df . il/favicon.ico B ock 1
68.180.229.39 [Uiited Siates [147.237.76.31 [nakchal .idf.il  [Fram®er T/pe M olallon Pagetumi e Bl ock 1
107.209. 199. 65 |[Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for ww aka. i df.il/giyus/ B ock 1
2.53.13.92 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to v chi nuch. aka. i df.il/404. htm B ock 1
157.55.39. 130 [nited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
75.82.117.252 |hited Sates [147.237.72. 156 |anan. i df.il Ostributed Lhauthori zed LR. Access on www anan. i df .il/favicon.ico B ock 1
40. 77. 169. 96 Lhited Sates [147.237.77.176 |mat pash. i df.il Dstributed I11egal Byte Gode Character in URL B ock 1
66.102.9. 176 Uited Sates [147.237.72.156|anan. i df.il Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
2.55.24.138 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
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