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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 129572
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 22185
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 22102
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYNHood del ete reset drop 16443
104. 152. 52. 68 Lhited Sates 147.237.77.216 dover.idf.il |TQP Scan (vertical) drop 231
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 190
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 185
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 118
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 108
68.180. 230. 171 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 92
80. 246. 133. 52 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 85
156. 205. 199. 204 Egypt 147.237.77.216 dover.idf.il [SYNHood unverified cooki e drop 64
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 62
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 47
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 46
80. 246. 133. 52 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 45
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 42
40. 77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 37
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 37
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 36
109. 66. 170. 253 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 35
89. 138. 196. 160 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 34
109. 66. 170. 253 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 33
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 32
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 32
66. 249. 76. 85 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 30
109. 253. 130. 202 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
109. 253. 212. 247 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 24
109. 65. 32. 101 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 23
209. 216. 220. 70 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 22
45. 33. 129. 87 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 21
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
109. 67.0. 121 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
94. 230. 86. 110 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
89. 138. 157. 253 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 18
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
46.117. 132. 74 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
37.26. 146. 235 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 17
109. 253. 130. 202 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 17
70. 193. 20. 142 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
104. 152. 52. 68 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 16
40. 77. 167. 36 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 15
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 15
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 15
176. 13. 16. 98 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 15
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
5.9.151. 22 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
199. 58. 86. 206 Lhited Sates 147.237.77.234 hal ag.idf.il C1000074: HTTP: naj estic bot Pernmint 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

46.120. 122. 219 147.237.77. 170 I srael maar achot . i df . i Xenu Link Seuth User Agent 10
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link S euth User Agent 4
27.254. 130. 46 147.237.76. 38 Thai | and eeneitav.idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147. 237. 76. 199 Mol dova, Republic of e. nakchal .idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147. 237.76. 197 Ml dova, Republic of e hinush.idf.il ET SCAN Potential SSH Scan 1
123. 206. 85. 139 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147. 237.76. 30 Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
46.227.67.172 147.237.0. 17 Sweden mny-kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
27.254. 130. 46 147. 237. 76. 197 Thai | and e. hinush.idf.il ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147. 237. 76. 202 Ml dova, Republic of e halag.idf.il ET SCAN Potential SSH Scan 1
27.254. 130. 46 147. 237.76. 30 Thai | and hi nush. i of . i | ET SCAN Potential SSH Scan 1
188. 0. 236. 165 147. 237. 76. 198 Mol dova, Republic of e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150 147. 237. 76. 176 Uhi ted Ki ngdom test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 64. 107 147.237.77. 170 Wited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
46.227.67.172 147. 237. 76. 148 Sweden gacenter. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 147. 237. 76. 86 I srael navy.idf.il Xenu Link S euth User Agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10186
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 493
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 150
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 72
190. 79. 229. 218 \enezuel a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 36
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 24
41. 141. 6. 247 Mor occo 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 23
77.125.11.35 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 21
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 20
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 20
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77. 169. 98 Lhited Sates 147.237.77. 234 hal ag.idf .il dr op SAMrul e drop 7
40.77.169. 103 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
46. 19. 85. 48 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 7
64. 87. 23. 55 Lhited Sates 147.237.77. 74 lawidf.il drop SAMrul e drop 6
40.77.169. 104 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
109. 253. 157. 102 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
40.77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
87.68.18. 151 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
79. 183. 67. 65 | srael 147.237. 72. 156 anan. i df.il drop First packet isn't drop 4
37.76.211. 238 Pal estinian Territory, Qcupied 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
2.53.151.8 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
40. 77. 169. 103 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 4
40.77.169. 101 Lhited Sates 147.237.77. 234 hal ag.idf .il dr op SAMrul e drop 3
94. 230. 86. 164 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
40. 77. 169. 97 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
37. 46. 39. 100 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
66. 102. 9. 163 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
80. 246. 130. 245 | srael 147.237.77. 216 dover.idf.il drop drop 2
46.19.85. 24 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
84.111. 136. 216 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
62. 90. 164. 49 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
213.57.150. 73 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176.13.21. 41 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
31.168. 51. 225 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.76. 34 yohal an.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 1
109. 66. 15. 249 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
66.102.9.171 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
84.108. 66. 251 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
59. 180. 241. 133 Indi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
212.179. 215. 182 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 235 svivaidf.il dr op SAMrul e drop 1




08-26-2016-20:04:04 to 08-26-2016-21:04:04

|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Count
176. 13. 237. 133 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspi ci ous Response Code B ock 39
85. 65.131. 172 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthori zed URL Access from 85. 65. 131. 172 B ock 14
79.181.130.2 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 79. 181. 130. 2 B ock 10
79.179.182.59 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock
66.249. 76. 112 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 66. 249. 76. 112 Bl ock
. . . . D stributed Unaut hori zed Method for Known URL on
93.171. 142. 242 |Russi an Federation 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 3
46.19.85.110 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
131.253.27.67 |lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwwidf.il/error.htm B ock
2.53.14. 231 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
. wwwv. chamat z. aka. i d _ .
187. 160. 231. 76 |Mexi co 147.237.77. 226 £l Mil tipl e Redundant HITP Headers in header (ontent - Type B ock 1
85. 64. 234. 216 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207.46.13.110 |wnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
40.77.169.99 |lnited Sates 147.237.77. 170 [maar achot . i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
121. 34.160. 11 |China 147.237.77. 216 |dover.i df . il PHP At t enpt Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.56 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1
189. 215. 82. 53 |Mexi co 147.237.76.39 |nobile.neitav.idf.il |Mitiple Redundant HITP Headers in header Content-Type  |B ock
40.77.169.99 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed I11egal Byte Gode Character in LR B ock
. . Uhaut hori zed URL Access to
79.181.130.2 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i 1V sachar/ regi strat i onvi zard/ regi ster . asp Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.60 |l srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1501- he/ at al . aspx B ock 1
189. 215. 82. 53 |Mexi co 147.237.76.42 |refuah.idf.il Ml tipl e Redundant HTTP Headers in header Content-Type  |B ock 1
85.65.131. 172 | srael 147.237. 72. 166 |aka. i df . i | thauthori zed LR Access to Bock |1
wan aka. i df . i |/ mai n/ gi yus/ ki os/ ki osk. aspx
40.77.169.99 [lhited Sates 147.237.77. 216 |dover.i df . il Dstributed |l1egal Bte Gode Character in URL B ock
84.95.208.20 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Lhauthori zed LR Access to B ock 1
viwy i df . i | /atal 1/i zkor/ vi ew i ng. asp
189. 219. 172. 64 |Mexi co 147.237.77. 170 [maar achot . i df . i | Ml tipl e Redundant HTTP Headers in header Content-Type  |B ock 1
79.179.182.59 |Israel 147.237.72. 166 |aka. i df . i | tnaut hori zed UR. Access to B ock 1
v aka. i df . il /sip storage/fil es/ 4/
41.141.6.247 |Morocco 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
187. 160. 85. 12 |Mexi co 147.237.77.74 [lawidf.il Ml tipl e Redundant HTTP Headers in header Content-Type  |B ock 1
84.95,208.20 |Israel 147.237.77.74 |lawidf.il tnaut hor| zed URL Access to - B ock 1
wwn | aw i df . il /tenpl at es/ honepage/ pi wi k. php
66. 249. 66. 213 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df.il/nobil e/ B ock 1
201.173.82.23 |Mexico 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Content-Type  |B ock 1
37.76.211. 238 g“;’cis;i'g;a“ Territory, 1147, 237. 72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df .i |/ nai n/ Bl ock 1
121.34.160. 11 |China 147.237.77.216|dover.idf.il Mil tipl e Unauthori zed URL Access from 121.34. 160. 11 B ock 1
79.180. 44.64  |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
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