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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 120427
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 31337
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 16956
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 11518
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 294
104. 152. 52. 64 Lhited Sates 147.237.77.216 dover.idf.il |TQP Scan (vertical) dr op 224
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 180
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 103
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 102
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 97
41.33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 92
40.77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il [SYN Hood out of context drop 65
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 61
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 56
176. 13. 242. 159 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 49
80. 246. 133. 2 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 49
176.13.13. 94 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 48
24.218. 80. 94 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 47
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 44
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 43
89. 139. 194. 155 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 41
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 38
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 37
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 37
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 35
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 33
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 30
109. 253. 134. 118 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 28
79.180. 213. 197 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 28
216. 252. 13. 125 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 28
94. 230. 86. 244 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 27
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 27
109. 253. 219. 236 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 27
79.179.171. 200 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 26
177.10.170. 132 Brazil 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
84.108. 66. 251 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 24
80. 246. 133. 134 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 23
84.108. 28. 19 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 23
46.19. 85. 227 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 22
80. 246. 133. 2 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 20
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 19
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
109. 66. 124. 155 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
109. 253. 210. 223 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 18
104. 152. 52. 64 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
37.26.148. 213 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 17
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 17
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
37.142. 238. 202 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
66. 249. 92. 114 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 15




08-26-2016-19:04:04 to 08-26-2016-20:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

71. 180. 24. 53 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.77. 170 |l srael mearachot.idf.il [Xenu Link S euth User Agent 17
. . .. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
197.221.107. 94 |147.237.8.27 |South Arica e.nadimatal .idf.il .
Potential Scan or Brute Force
163. 172. 169. 150|147. 237. 76. 177 [Uni ted Ki ngdom{ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920

Korea, Republic

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

1

1
118.38.109. 249 |147.237.76.38 | - eeneitav.idf.il Potential Scan or Brute Force 1
91.224.160. 106 [147.237.0.19 [Netherlands nadi matal .idf.il |ET SCAN Potential SSH Scan 1
46.227.67.172 [147.237.76.34 |Sweden yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
43.245.183. 109 |147. 237. 72. 166 |l ndonesi a aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
173. 81. 79. 48 147.237.76. 201 |Whited Sates e atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172. 169. 150|147. 237.8.45 |United Ki ngdom|e.eitan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
97.105.173. 114 |147.237.77.216|lhited Sates  |[dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.172 |147.237. 76. 202 |Sweden e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.227.67.172 |147.237.0.15 |Sweden kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 |147.237.76.86 |lsrael navy.idf.il Xenu Link S euth User Agent 1
43,245, 183. 109 |147. 237. 72. 166 |I ndonesi a aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 3202
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 237
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 165
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 70
40.77.169. 98 Lhited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 52
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 36
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 33
40.77.169. 103 Lhited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 30
79.176. 135. 200 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 27
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 19
46. 19. 85. 48 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 15
40. 77. 169. 100 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 5
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
79.177.83. 20 I srael 147. 237.76. 86 navy. i df .i drop First packet isn't drop 4
40. 77. 169. 101 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 4
40.77. 169. 102 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 3
40.77.169. 103 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
89. 237.114. 167 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
70.214. 105. 80 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
94. 43. 218. 249 Georgi a 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
187. 161. 64. 92 Mexi co 147.237.0. 200 mu. i df il dr op drop 1
77.126. 80. 85 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
37.34.93. 144 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 65. 38. 195 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
40.77.169. 102 Lhited Sates 147.237.77. 176 nat pash. i df .i | dr op SAMrul e drop 1
109. 253. 128. 88 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
201. 150. 226. 62 Mexi co 147.237.0. 33 idf.il dr op drop 1
109. 253. 137. 220 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
201. 150. 226. 62 Mexi co 147.237.0. 35 akaws. i df . il drop drop 1
173. 252. 90. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
201.173.82.23 Mexi co 147.237.76.148  |ggcenter.akaidf.il [drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 219. 214|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 78
109. 253. 135. 182|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 66
. . D stributed Whaut hori zed Method for Known URL on
78. 250. 247. 215 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hone/ def aul t . aspx B ock 7
109. 64. 137. 162 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 64. 170. 234 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
77.126.5. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
46.116.91. 215 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed Met hod PCST for
77.138.124.191 |France 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai v snal i n sl | m aspx B ock 1
wWww. ch z. aka. i df i
66.249.65.10  |Israel 147, 237, 77, 206 | W Chanat 2. aka. T df funaut hori zed LR Access to Bl ock 1
il v chanat z. aka. i df . i |/t enpl at es/ cont act us/ cont act us. aspx
201. 150. 226. 62 |Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Cont ent - Type B ock
40. 77. 169. 99 Lhited Sates |147.237.77.170|maar achot . i df . il Dstributed I11egal Byte Gxde Character in R Bl ock
. . Unaut hori zed URL Access to
66. 249. 76. 112 I srael 147.237.72. 166 |aka. i df . i | e aka, i df . i | / i nai n/ smal i i showbi g. aspx B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
157. 55. 39. 35 Lhited Sates |147.237.72.166|aka.idf.il Lhknown Par aneter pagenumin aka.idf.il/chi nuch/gal |l ery/ None
. . Unaut hori zed URL Access to
66. 249. 69. 67 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 6/ 3426. | pg B ock 1
_ m ny- kosher-kravi .id . .
201.173.47.198 |Mexico 147.237.0. 17 £l Mil tipl e Redundant HTTP Headers in header (ontent - Type B ock 1
46. 19. 85. 221 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 253. 128. 88 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Lhaut hori zed URL Access to
66. 249. 64. 24 I srael 147.237.77.234|hal ag. i df . i | ww | ogi st cs. at al i df .1 1/ si 7e338¢0/ si p_stor age Bl ock 1
] . . D stributed Whaut hori zed Method for Known URL on
166.137.97.58 |UWited Sates |147.237.72.166|aka.idf.il v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . D stributed Unaut hori zed URL Access on
89.248.167.131 |[Netherlands |147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 2/ 2412, | pg B ock 1
201.173.91. 4 Mexi co 147.237.0.19 |madimatal .idf.il Redundant HTTP Headers Content - Type B ock 1
. . Unaut hori zed Met hod PCST for
77.138.33.231 |France 147.237.72. 166 [aka. i df . i | wiw aka, i df i 1/ mai 1/ gi yus/ bookl et s. aspx B ock 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ atal . aspx |Bl ock 1
167. 220. 232. 104 |Japan 147.237.77.216|dover. i df . il Dstributed Il1egal Byte Gde Character in URL B ock 1
. . Unaut hori zed URL Access to
94.230. 86. 164 [lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel fi | es/ 8/ 1668. doc Bl ock 1
66.249.69. 127 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . . D stributed Whaut hori zed Method for Known URL on
46. 200. 48. 63 krai ne 147.237.72. 166 |aka. i df . i | i aka. i df . i |/ mai n/ hone/ def aul t . aspx B ock 1
77.138.46.180 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for www aka. i df.il/mai n/ sachar B ock 1
Unaut hori zed URL Access to
66.249. 64. 108 [Israel 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i 1/ usef ul i nf or mat i on/ i dkoni i pages/ masai yot 290320 |Bl ock 1
11. aspx
189. 218.16.31  |Mexi co 147.237.0.15 |kosher-kravi.idf.il Redundant HTTP Headers Content - Type B ock
66.249.76.100 |[Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock
66.102. 9. 10 Wited Sates |147.237.72. 166 |aka. i df .i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed Met hod HEAD for
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ il ui ndt enpl at es/ i nner . asp Bl ock 1
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