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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 101165
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 22472
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 17507
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 13740
204. 93. 154. 215 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 238
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 194
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 117
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 90
0.0.0.0 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 73
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 70
79.177.83. 20 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 60
79.179.101. 31 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 51
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 44
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 42
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 36
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 35
46.19. 86. 106 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 35
80. 246. 133. 15 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 32
79.180. 171. 23 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 32
80. 246. 133. 247 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 30
109. 67. 20. 38 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
79.179.101. 31 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 29
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 28
85. 250. 131. 19 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 28
40. 77. 167. 36 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 28
109. 66. 53. 234 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
176. 13. 226. 203 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 26
176. 13. 230. 157 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 23
66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 23
79.181. 250. 215 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 23
80. 246. 133. 158 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 22
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 22
79.180.171. 23 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 21
209. 88. 157. 182 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
93. 172. 203. 252 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 20
84.111.172.137 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 20
70. 192. 20. 87 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 20
38.111. 147. 88 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 19
79.182.127.121 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 19
212.143.225. 7 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
109. 65. 89. 172 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 18
80. 246. 133. 247 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
79.178. 239. 135 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
209. 88. 157. 182 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
46. 116. 87. 178 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
46. 117. 250. 62 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 17
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.77. 170 |l srael naar achot . i df .i | Xenu Link Seuth User Agent 4
79.178.34.238 [147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 3
88.125.118. 115 [147.237.76. 42 |France refuah.idf.il ET SCAN Potential SSH Scan 2
88.125.118. 115 [147.237.76. 198 |France e.yohal an.idf.il ET SCAN Potential SSH Scan 2
88.125.118. 115 |147.237.76. 176 |France test.ncore.idf.il ET SCAN Potential SSH Scan 2
88.125. 118. 115 |147. 237. 77. 178 |France e. mat pash. i df .i| ET SCAN Potential SSH Scan 2
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 2
88.125.118. 115 [147.237.77. 234 |France hal ag.idf.il ET SCAN Potential SSH Scan 1
88.125.118. 115 [147.237.77. 226 |France waw chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
88.125.118. 115 [147.237.76.34 |Fance yohal an. i df il ET SCAN Potential SSH Scan 1
88.125. 118. 115 [147. 237. 77. 205 |France prisha.idf.il ET SCAN Potential SSH Scan 1
20,177 83. 20 147 237, 76. 86 |1 srael vy, i df i1 ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
88.125.118. 115 [147.237.77.74 |France lawidf.il ET SCAN Potential SSH Scan 1
190. 206. 116. 79 |147. 237. 77. 216 |Venezuel a dover . idf.il portscan: TCP O stributed Portscan 1
88.125. 118. 115 |147. 237. 76. 202 |France e halag.idf.il ET SCAN Potential SSH Scan 1
31.211.102. 129 |147. 237.76. 34 ?;Z:;:I”ion yohal an. i df . ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 169. 150|147. 237. 76. 196 [Uni ted Ki ngdom |e. sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
118. 38. 109. 249 |147. 237.0. 15 Okfrea Republic |\ eher-kravi.idf.il Potential Sean or Brite For():/e 1
94.102.48.195 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
88.125.118. 115 |147. 237. 76. 147 |France chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.77.178|lkrai ne e. nat pash. i df .i | ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
88.125.118. 115 [147.237. 76. 44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 1
88.125.118. 115 |147. 237. 77. 227 |France e. hanaz. i df .i ET SCAN Potential SSH Scan 1
88.125.118. 115 [147.237.76.39 |Fance nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
88. 125. 118. 115 [147.237. 77. 212 |France e. dover.idf.il ET SCAN Potential SSH Scan 1
201.38.68.132 |147.237. 76. 200 |Brazi eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.125.118. 115 [147.237.77.19 |Fance lawforumidf.il ET SCAN Potential SSH Scan 1
46.120.122. 219 [147.237.76.86 |[Israel navy.idf.il Xenu Link S euth User Agent 1
173. 81. 79. 48 147.237.77.19 |wnited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
88.125.118. 115 [147. 237. 76. 201 |France e.atal.idf.il ET SCAN Potential SSH Scan 1
2.53.144.5 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 44 |United Ki ngdom |e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
88.125.118. 115 |[147.237.76. 177 |[France ncore.idf.il ET SCAN Potential SSH Scan 1
112.124. 10. 141 |147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
88.125.118. 115 [147.237.76. 148 |France ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237. 77. 178 |krai ne e. mat pash. i df . | ET SCAN NMAP -sS wi ndow 3072 1
88.125. 118. 115 |147.237.76.86 |France navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9285
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 611
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 165
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 44
79.180. 171. 23 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
109. 253. 133. 10 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 41
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 33
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 31
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 28
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 20
2.53.191. 200 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 18
84.94.1.75 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 17
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 17
79.178.183. 225 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
46. 19. 85. 33 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 11
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
109. 253. 134. 89 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
40.77. 169. 100 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 9
87.70.24.127 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
185. 27. 105. 77 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
87.69.231.13 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
40. 77. 169. 101 Lhited Sates 147.237.72. 166 aka idf.il drop SAMrul e drop 7
194. 138. 39. 62 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
80. 246. 133. 158 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 19. 85. 128 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 5
109. 253. 129. 37 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
2.53.181. 200 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
40.77.169. 102 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 5
46. 19. 85. 193 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
176.13.7. 143 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
49. 231. 16. 226 Thai | and 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
46. 116. 56. 85 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
62. 151. 109. 175 Spai n 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
109. 253. 143. 62 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
41. 33.231. 86 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
40.77. 167. 66 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
46. 43. 75. 156 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 3
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
40.77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
79. 180. 215. 87 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
31.154.53. 182 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
2.53.181.24 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
79.182.127. 121 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3




08-26-2016-18:04:02 to 08-26-2016-19:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
119. 128. 122. 223|Chi na 147.237.77. 176 [nat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 119.128.122. 223 Bl ock 15
119. 128. 122. 223|chi na 147.237.77. 176 [nat pash. i df . i | PHP Attenpt B ock 6
176. 13. 237. 133 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 5
46.117.250.62 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 46. 117. 250. 62 B ock 5
46.121.119. 177 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 4
46.19. 85. 110 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
40. 77. 169. 96 Lhited Sates [147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 2
82. 81. 50. 107 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 2
131.253.27.109 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
Unhaut hori zed URL Access to
66.249. 64.116 |l srael 147.237.77. 176 |mat pash. i df . i | wwe cogat . i df . i |/ usef ul i nf ormati on/i dkoni i pages/ t ut un94012011. |Bl ock 1
aspx
40.77. 169. 96 Lhited Sates |147.237.77.176 rratpash.idf.il Dstributed I11egal Byte Gode Character in LRL Bl ock 1
89.139.191. 118 [israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
77.139.227.41  |France 147.237.72.166 |aka. i df . i | thaut hori zed Mt hod POST f or Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.53.137.163  |Israel 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to Bl ock 1
waw i df . i1/ poi uu/t enpl at es/ navnenu/ navienu. €ss. aspx
81.218.15.194 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unaut hori zed URL Access to
66.249.65.8 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1878 Bl ock !
180. 76. 15. 22 Chi na 147.237.72. 156 [aman. i df . i | D stributed Waut hori zed LR Access on |ist.ips.gov.il/robots. txt B ock 1
93.33.168.163 |italy 147.237.77.216|dover. i df . il Unaut hori zed HTTP Met hod B ock 1
. . . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Capt cha in
79. 180. 26. 43 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i dfi1/1ogin. aspx B ock 1
46.121.47.54  |[israel 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to B ock 1
waw i df . i |/ kvons/ t enpl at es/ navienu/ navnenu. CSs. aspx
- . Unaut hori zed URL Access to
2.53.191. 200 I srael 147.237.77. 216 |dover . i df . i v i df i 1/ nocpf / t enpl at es/ navmenu/ navient. css. aspx B ock 1
119. 128. 122. 223|Chi na 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat . idf.il/index. asp B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed UR. Access to wawidf.il/atal 1/izkor/viewingtop.asp |B ock 1
186. 64. 154. 115 |Qosta Rca 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
40. 77. 169. 99 Lhited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Qde Character in LR Bl ock 1
93.33.168.163 |[Italy 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/newsiteli mages/ B ock 1
79.180.142. 135 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
5.102.242.183 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/kz3j B ock 1
84.229.3.127  |israel 147.237.77. 216 |dover . i df . i | Wnauthorized UL Access to B ock 1
waw i df . i |/ svvsz/tenpl at es/ navnenu/ navnenu. css. aspx
77.138.207.176 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCBT for waw aka.idf.il/ishurinmdcityofficers/ |B ock
192.117. 108. 222|I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock
- . Unaut hori zed URL Access to
46.19. 85. 33 I srael 147.237.77.216|dover . i df . i1 v i df i1/ kypyl / t enpl at es/ navmenu/ navmenu, css. asp B ock 1
109. 253. 242. 2261 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock
79.181. 229. 153 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
66. 249. 64. 56 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
_ ny- kosher - kravi . i df _ o
157. 55. 39. 10 Lhited Sates |147.237.0.16 i| Unaut hori zed URL Access to www ny-kosher-kravi.idf.il/ Bl ock 1
40.77. 169. 96 Lhited Sates [147.237.77. 170 |naar achot . i df . i | Dstributed |11egal Byte Qde Character in LR B ock 1
. . Unaut hori zed URL Access to
87.69.214. 22 | srael 147.237.77. 216 dover . i df . i | waw i df . i1/ ondyn/tenpl at es/ navienu/ navnenu. css. aspx Bl ock !
. . Unaut hori zed Met hod PCBT for
77.139.70.41 France 147.237.72. 166 |aka. i df . i | waw aka. i df . i 1/ i v har edi i gener al . aspx Bl ock 1
. . Unaut hori zed Met hod PCST for
194, 242. 168. 227 |France 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai v i yus/ si t enap. aspx B ock 1
2.53.22. 143 I'sr ael 147.237.77. 216 |dover . i df . i | Wnauthorized URL Access o B ock 1
waw i df . i1/ pjjng/tenpl at es/ navnenu/ navinenu. css. aspx
81.18.211.238 |Pol and 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
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