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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood out of context drop 57345
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 13647
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 9437
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood out of context drop 6609
0.0.0.0 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 319
104. 152. 52. 56 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 182
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 139
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 131
113. 210. 200. 46 Ml aysi a 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 107
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 82
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 81
89. 139. 153. 237 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 47
109. 253. 135. 99 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 41
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 36
85. 65. 186. 128 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 34
139. 162. 216. 112 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood out of context drop 34
113. 210. 200. 46 Ml aysi a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 34
176. 13. 18. 180 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 30
79.177.126. 18 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 26
104. 152. 52. 56 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 26
72.169.81.6 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 26
72.169.81.6 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 25
24.218. 80. 94 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 22
37.26. 149. 242 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 22
109. 253. 202. 161 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 21
84.108. 99. 49 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 20
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 19
2.55.7.88 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 18
79. 180. 90. 96 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 18
85. 65. 186. 128 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 18
79.180. 169. 173 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 17
79. 181. 204. 25 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
89. 139. 153. 237 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 16
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il |SYN Hood out of context drop 16
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 15
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 15
176.13.0.70 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 15
176. 13. 249. 240 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 15
109. 253. 146. 61 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 14
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 14
109. 253. 221. 119 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
176. 13.9. 176 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 13
52.0.104. 143 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 13
80. 246. 133. 2 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
176. 13. 18. 157 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 12
79.178. 248. 14 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 12
176. 13. 244. 95 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
40.77. 167. 66 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 12
109. 64. 23. 149 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 12
104. 152. 52. 56 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 12




08-26-2016-17:04:01 to 08-26-2016-18:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
209.17.114. 79 Lhited Sates 147.237.77.216 |dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
209.17.114. 79 Lhited Sates 147.237.77.216 |dover.idf.il [6134: HITP SQ Injection Variabl e Declaration Bvasi on B ock 4
209. 17.114. 79 Lhited Sates 147.237.77.216 |dover.idf.il [9785 HITP. SQ Injection (Referer Header) Bl ock 1
163. 172. 38. 175 Lhited Ki ngdom 147.237.77.216  |dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1




08-26-2016-17:04:01 to 08-26-2016-18:04:01

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

163.172.169. 150 [147.237.76.199 |united Ki ngdom e.nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163.172.169. 150  |147.237.76.34 Uni ted Ki ngdom yohal an.i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
123. 206. 85. 139 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
97.105.173. 114 147.237.77.170  |lhited Sates naar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
82.208. 175. 45 147.237.77.179  |Ronani a e.mazi.idf.il ET SCAN Potential SSH Scan 1
77.222.61. 126 147.237.77.216  |Russian Federation dover.idf.il Tehila - Perl LW with fake user agent 1
52. 1. 31. 247 147.237.77.216 |Lhited Sates dover.idf .il portscan: TCP O stributed Portscan 1
163.172.169. 150 [147.237.76.202 |united Ki ngdom e halagidf.il ET SCAN Potential WNC Scan 5900- 5920 1
31.211.102. 129 147.237.0. 34 Russi an Feder at i on tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
163.172.169. 150  [147.237.76. 42 United Ki ngdom refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.169. 150 [147.237.76.31 Lhi ted Ki ngdom nakchal . i df . il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 147.237.8. 27 Chi na e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 253. 156. 76 147.237.77.216  |israel dover.idf .il portscan: TCP O stributed Portscan 1
93.174. 93. 187 147.237.0. 16 Net her | ands ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
82.208. 175. 45 147.237.77.121 |Romani a e navy.idf.il ET SCAN Potential SSH Scan 1
66. 102. 9. 159 147.237.77.233 |lnited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
209. 17. 114. 79 147.237.77.216 |Lhited Sates dover.idf.il SQ Injection - Select From 1
46.239. 13. 77 147.237.77.216  |Bosni a and Herzegovi na dover.idf.il portscan: TCP Distributed Portscan 1




08-26-2016-17:04:01 to 08-26-2016-18:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6288
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1239
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 461
113. 210. 200. 46 Ml aysi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 114
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 40
188. 227. 236. 31 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 40
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 39
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 37
46. 19. 85. 199 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 36
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
89. 139. 153. 237 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 26
109. 253.222. 3 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
46. 19. 86. 210 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 18
80. 246. 133. 2 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 18
113. 210. 200. 46 Ml aysi a 147.237.77. 216 dover.idf.il drop drop 17
209. 222. 4. 188 Lhited Sates 147.237.76. 86 navy.idf.il drop SAMrul e drop 16
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
66. 102. 9. 159 Lhited Sates 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 14
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
24.218. 80. 94 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
109. 253. 135. 99 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
37.46.41. 124 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
109. 253. 156. 76 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
93.173.189.51 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
87.70.33.3 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 11
40.77.169. 98 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 11
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
40.77.169. 101 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 10
109. 253. 221. 119 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
17. 142. 156. 109 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
40.77. 169. 103 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 10
89. 138. 229. 145 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
38.128. 209. 121 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
185. 27. 105. 77 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 10
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
37.26. 149. 196 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
79.180.169. 173 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 9
188. 120. 154. 251 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
207.54. 144. 207 Lhited Sates 147.237.76. 42 refuah.idf.il drop SAMrul e drop 9
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 9
2.53.158. 93 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
80.178. 136. 2 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
83.130. 93. 26 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
109. 253. 195. 36 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
77.127.55. 138 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
2.53.28.62 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
77.127.63. 67 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 7
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
113. 210. 200. 46 |Mil aysia 147.237.77.216|dover. i df .il Mil tiple NULL Character in Method from 113.210. 200. 46 B ock 222
213.57.42.123 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 57
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . i Ml tiple Unauthorized URL Access from 66.249. 76. 83 B ock 6
131.253.27. 164 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 3
188. 120. 154. 251 |1 sr ael 147.237.77.216|dover . i df . il Mil tipl e Unhauthorized URL Access from 188. 120. 154. 251 B ock 3
84.94.181.117 |[lIsrael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 3
85. 64. 64. 13 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
131.253.27.119 |Uhited Sates |147.237.77.216|dover.idf .l D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 3
176.13.22. 91 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
40. 77. 169. 96 Lhited Sates |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 2
67.190.247. 143 |lnited Sates |147.237.72.166aka. i df .i | Uhaut hori zed Met hod PCBT for ww aka.idf.il/ishurimnain/ Bl ock 2
84.108. 106. 218 [Israel 147.237.0.19 |[nmadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 2
109. 64. 126. 192 |Israel 147.237.77. 216 |dover.idf.il Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
40.77. 169. 99 Lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qde Character in LR B ock 2
87.70.14.244  |israel 147. 237. 77. 216 |dover . i df . i | m“f E?’ 'i Iz‘f%ng:‘c//:ceﬁslsatteos/ N T—— Bl ock 1
46.121.98. 54 I srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/w spp/ Bl ock 1
84.229.18.242 |[israel 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.253.34  |Israel 147. 237.77. 216 |dover . i df . i | tnauthori zed URL Access to Bl ock 1

waw i df . i |/ zl ggg/ t enpl at es/ navnenu/ navnenu. CSs. aspx
Unaut hori zed URL Access to

2.53.51.135 | srael 147.237.77.216|dover.i df . il v i df i 1/1 pgob/ t enpl at es/ navmenu/ navient. css. aspx B ock 1
176. 13. 233. 145 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
77.127.55.138 [ srael 147.237.77. 216 |dover. i df . i | Uhaut hori zed LRL Access to B ock 1

waw i df . i |/ osi sul/t enpl at es/ navirenu/ navnenu. €ss. aspx
Unaut hori zed URL Access to

109. 253. 201. 73|I srael 147.237.77.216|dover . i df . i v i df i 1/ unl smi t enpl at es/ navnenu/ navienu. css. aspx B ock 1

66. 249. 76. 75 | srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

46.19.85.124  |israel 147. 237.77. 216 |dover . i df . i | Wnaut hori zed LR Access to B ock 1
wan i df . i |/ gvur e/ t enpl at es/ navnenu/ navnenu. €ss. aspx

87.68. 35. 41 I srael 147.237.0.34 [tikshuv.idf.il [Unhauthorized URL Access to ww tikshuv.idf.il/1110-he/tikshuv. asp Bl ock 1

2.55.16. 194 I srael 147.237.77.216|dover . i df . il Mil ti pl e Wnaut hori zed URL Access from 2. 55, 16. 194 B ock 1

84.94.37.196  |Israel 147.237.77. 216 |dover . i df . i | thauthori zed LRL Access to Bl ock 1

wa i df . i | /1t zkol t enpl at es/ navenu/ navnenu. €ss. aspx
. . Uhaut hori zed URL Access to

717.125.63. 89 | sr ael 147.237.77. 216 dover . i df . i | waw i df . i | / gpknni t enpl at es/ navenu/ navnenu. css. aspx B ock !
Uhaut hori zed URL Access to

89.138.229. 145 [l srael 147.237.77.216|dover.i df .i | v i df i 1/ kul xni/ t enpl at es/ navenu/ navient. css. aspx B ock 1

Ill1egal Byte Gode Character in URL /nai n/ kapat z// r es#012
our ces/ i mages/ i nner page/ goback. gi f

. . Unaut hori zed URL Access to

84.229.40.138  |Israel 147.237.77. 216 |dover . i df . i | waw i df . i |/ pzzt o/ t enpl at es/ navienu/ navnenu. €ss. aspx Bl ock !

D stributed Whaut hori zed URL Access on

46.121.119. 177 |l srael 147.237.72. 166 |aka. i df . i | B ock 1

37.142.72.75 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
2.53.58. 41 I srael 147.237.77.216|dover.idf .l Uht raceabl e SSL Sessi ons: (pen Mbde None 1
77.127.63. 67 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 77.127.63. 67 B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 19. 85. 227 I srael 147.237.77.216|dover . i df . i Ml tiple Unauthorized URL Access from 46. 19. 85. 227 B ock 1
87.68. 35. 41 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 87.68. 35. 41 B ock 1
84.94.39.150 | srael 147. 237.77. 216 |dover. i df . i | tnauthori zed UR. Access to Bl ock 1

waw i df . i1 /tzest/tenpl at es/ navnenu/ navnenu. €ss. aspx

2.55.16. 194 I srael 147.237.77. 216 |dover. i df . i | thauthori zed LR. Access to B ock 1
waw i df . i |/ kxksl /tenpl at es/ navnenu/ navnenu. css. aspx

. . Unhaut hori zed URL Access to
77.126.73.1 | srael 147.237.77.216|dover.i df . il v i df i | / koous/ t enpl at es/ navirenu/ navienu. css. aspx B ock 1

. . Unaut hori zed URL Access to
134.191.232.70 |l srael 147.287.77. 216 dover. i df 11—,y o i1/ synci d=8e4as1d7- 9ac2- 4d49- af 6e- ad28ad47ddo1 Hock |1

. . Unhaut hori zed URL Access to
93.172.236.90 |Israel 147.237.77.216|dover.i df . il v i df i 1/1 oqok/ t enpl at es/ navmenu/ navienu. css. aspx B ock 1

. . DO stributed Whaut hori zed URL Access on
46.121.210. 124 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1

Uhaut hori zed URL Access to

84.229.45.252 |lIsrael 147.237.77.216|dover.i df . il vnwc i df i1/ geapi / t enpl at es/ navmenu/ navmenu, css. asp B ock 1
40.77. 169. 96 Lhited Sates |147.237.77.176|mat pash.idf .il |Ostributed I11egal Byte Gode Character in LR B ock 1
2.53.153. 124 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
188. 120. 154. 251 i srael 147.237.77. 216 |dover. i df . i | Wnaut hori zed URL Access to B ock 1

wan i df i 1/ | vxz/ t enpl at es/ navnenu/ navnenu. CSs. aspx
Unhaut hori zed URL Access to

77.127.63. 67 I srael 147.237.77.216|dover . i df . i S ) B ock 1
waw i df . i |/ gw xe/ t enpl at es/ navnenu/ navnenu. €ss. aspx

114. 187. 91. 227 |Japan 147.237.77.233|atal .idf .il PHP At t enpt B ock 1

46.19.85.227  |israel 147. 237.77. 216 |dover . i df . i | tnaut hori zed URL Access to Bl ock 1

wawy i df . i |/ exl xnd t enpl at es/ navnenu/ navnenu. ¢ss. aspx
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