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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 142731
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 39573
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 18046
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 11083
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 218
104. 152. 52. 69 Lhited Sates 147.237.77.216 dover.idf.il |TQP Scan (vertical) dr op 208
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 201
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 155
0.0.0.0 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 131
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 106
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 91
41. 33. 231. 86 Egypt 147.237.77.216 dover.idf.il [SYN Hood out of context drop 67
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 65
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 55
212.76.100. 112 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 48
109. 253. 213. 85 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 40
79.176. 140. 43 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 40
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 38
5.28. 144. 229 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 38
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 37
79.176. 140. 43 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 35
104. 132. 25. 67 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 34
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 32
194. 201. 210. 196 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 32
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 31
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 31
46. 116. 93. 210 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 27
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 25
5. 28. 144. 229 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 25
176.13.9.79 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 25
212.76.100. 112 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 25
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 25
84.108. 180. 227 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 24
40. 77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 24
95. 86. 118. 59 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 24
109. 253. 204. 198 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 22
109. 66. 145. 86 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 21
46.116. 213. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 20
136. 160. 90. 131 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 20
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
79.177.17.235 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
217.132.14. 33 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 19
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 18
79.181.23.19 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
80. 246. 133. 127 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
109. 253. 132. 53 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 17
176. 13. 0. 151 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
89. 138. 9. 190 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 17
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site Devi ce Action |Count |
91.121. 86. 136 France 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 65
91.121. 86. 136 France 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per nit 15
113.93.176. 15 Chi na 147.237.0. 34 tikshuv.idf.il |Cl000076: HITP. Trying to | ocate existing FCKeditor Per it 11
91.121. 86. 136 France 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 8
91.121. 86. 136 France 147. 237. 76. 86 navy.idf.il C1000074: HITP. naj estic bot Per nit 8
106. 38.241.105  |Chi na 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per it 6
177.12.161. 72 Brazil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
212.247.61.153  |Sweden 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
91. 121. 86. 136 France 147.237.76.31 nakchal .idf.il |CL000074: HTTP. najestic bot Per it 5
106. 38.241. 105  [Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
91.121. 86. 136 France 147.237.0. 34 tikshuv.idf.il |CL000074: HITP. najestic bot Per nit 2
91. 121. 86. 136 France 147.237.77.176 |matpash.idf.il [CLO00074: HTTP: najestic bot Per it 2
106. 38.241. 105  [Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

177.12. 161. 72 147.237.77.233 |Bazl atal.idf.il SQ Injection - Select Fom 18
212.247.61. 153 147.237.77. 74 Sweden lawidf.il SQ Injection - Select Fom 8
79. 180. 109. 54 147.237. 0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 4
5.102. 254. 88 147.237.72.166 |Israel aka idf.il Xenu Link Seuth User Agent 2
66. 249. 81. 206 147.237.76. 86 Eur ope navy. i df.il ET SCAN NVAP -sA (2) 1
201.7.217.208 147.237.72.217 |Brazil eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183. 129. 160. 229  |147. 237.76. 38 hi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
163.172.169. 150 |[147.237.8. 24 Lhited Kingdom e lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 230. 93. 154 147.237.72.166 |[lsrael aka.idf.il Xenu Link S euth User Agent 1
84.108. 217. 20 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.178. 241. 250 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
66. 203. 215. 242 147.237.76.201 |Canada e.atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
198. 20. 69. 98 147.237.76.147 |Wited Sates chi nuch. aka. i df .il ET DRCP DBshi el d B ock Listed Source 1
163.172. 169. 150  |147.237.0. 16 United Kingdom  [ny-kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 195 147. 237. 0. 200 Net her | ands ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 19646
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 936
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il drop First packet isn't drop 361
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 65
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 43
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 36
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 31
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 30
141. 35. 40. 185 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 29
62.120. 2. 145 Saudi Arabia 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 21
46. 19. 85. 125 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
46.117. 222. 245 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 15
95. 185. 250. 86 Saudi Arabia 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 15
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop SAMrul e drop 9
40.77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 9
40.77.169. 97 Lited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 8
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
40.77. 169. 97 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 8
77.125.54. 249 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
80. 246. 133. 127 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
109. 66. 53. 203 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 6
109. 253. 213. 85 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
79.182.110. 160 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
167.220. 232. 104 Japan 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 6
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
79.177.17. 235 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
66. 249. 76. 83 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 5
40. 77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 5
109. 65. 135. 160 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
77.138.52. 97 France 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 4
176. 13. 13. 242 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
5.28. 144. 229 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
79.182.92.8 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 4
80. 246. 133. 131 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
95. 86.118. 59 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
84.108. 180. 227 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
79.179.135. 134 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 98 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
46.117. 252. 229 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
79. 180. 109. 54 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
176.13. 4. 192 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
80. 246. 133. 30 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
79.181.115.79 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
79.177.141.76 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 3
84.229. 49. 191 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
85. 64. 235. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
109. 253. 229. 161 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77.169. 98 Lited Sates 147.237.77. 216 dover.idf.il drop drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

46.121. 105. 54 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
2.53.147.133 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
77.139. 138, 149 |France 147.237.72. 166 |aka. i df . i | m;(:_uit;q ilﬂa:;.ihn(;rr:ozni(/j d':;ﬁf?_;;’gxmo"‘” UL on B ock 3
80.82.70.24 Netherlands  [147.237.77.176 |nat pash. i df . il Mil tiple NLLL Character in Method from 80.82. 70. 24 B ock 3
46.116.100.7 |lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 135. 160 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 65. 135. 160 B ock 2
212. 235. 20. 125 |l srael 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Uhaut hori zed URL Access from 212.235. 20. 125 B ock 2
40.77.169.96 |lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 2
80. 82. 70. 24 Netherlands  [147.237.77.176 |nat pash. i df . il Mitiple Illegal Byte Gode Character in Mthod from80.82. 70. 24 B ock 2
192. 54. 144. 229 |France 147.237.77.216|dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 192. 54. 144. 229 Bl ock 2
77.139.45.27 |Rance 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ f avi con. i co B ock 1
46.19.86.195 |Israel 147.237.76.86 [navy.idf.il Unknown HTTP Request Method ive in URL B ock 1
213.8.204. 64 I srael 147.237.72. 166 [aka. i df . i | Vmu;?:ri Id?.eidl /'\':raa;ihn(;c;i 333 gj\:shefriri cat i onser vi ce. asnx/ get aut huser Bl ock !
2.53.177.175 |lsrael 147.237.77. 216 |dover . i df . i | Mil tipl e Unknown HTTP Request Method from 2.53.177. 175 B ock

109. 65. 106. 86 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
79.178. 115. 214 |I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ml uin B ock 1
66.102. 9. 2 Wited Sates |147.237.72.166 |aka.idf.il m”;?:rii ;fe(lj I'm??]‘/j gfﬁ; ;;’Ir ot ansver . aspx Bl ock 1
192. 116. 89. 63 [l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
31.168.86.13 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
2.53.28.238 |Israel 147. 237.77. 216 |dover . i df . i | chaut fori zecd g}/ fgﬁ;szt ey mavTenLL. Ge. asix Bl ock 1
80. 82. 70. 24 Netherlands  |147.237.77.176 [nat pash. i df .i | NULL Character in Mthod B ock 1
77.139.90. 122 |France 147.237.72. 166 |aka. i df . i | m”i':rii df_’?liwn;hr?/dsaﬁ/';g; ot rat i omi zar d st epd. aspx B ock 1
217.132.40.22 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Uhaut horized URL Access on www aka. i df .il/nai n/ Bl ock 1
2.53.177.175 |l srael 147.237.77.216|dover. i df .i | Uhknown HTTP Request Met hod k_ses. 20. 8afc=* in URL B ock 1
79.181.59. 232 |Israel 147. 237. 72. 156 |anan. i df . i | ﬁuﬁ.iizdefiﬁtfﬁfffw@om. S B ock 1
66. 249. 64. 137 |l srael 147.237.0.17 g]: .niy|_ Kosher-kravi. | Hﬁijos?éra-jﬁtae\:i E:]g;)d: In?a: r;?(/icr: eat ecapt chai nage. aspx None !
212.179. 21. 194 |I srael 147.237.72. 166 |aka. i df . i | m”:k";“lz?rlﬁje;;ngmﬂffmma;& None 1
40.77.169.96 |Lnited Sates |147.237.77.176|nat pash.idf.il Dstributed |l1egal Byte Qode Character in URL B ock 1
84.110.36.34 |Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
46.117. 252. 229 |l srael 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: pen Mbde None 1
217.132.40.22 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 217.132. 40. 22 B ock 1
109. 67. 248. 209 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
5.29.209.173 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
80. 82.70. 24 Netherlands  [147.237.77. 176 |nat pash. i df . i | Illegal Byte Qode Character in Mthod B ock 1
66.249.76.83 |Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 1
2.53.177.175 |[Israel 147.237.77.216|dover. i df .i | Mal for med URL Bl ock 1
87.68.18. 20 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
77.139. 204. 106 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.139. 204. 106 B ock 1
217.132.40.22 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mai n/ hone/ def aul t B ock 1
113.93.176. 15 |China 147.237.0.34 |tikshuv.idf.il Admin Bl ocki ng B ock 1
5.102.254.88 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from5.102.254.88 [B ock 1
77.138.48.38 |Fance 147.237.72.166 |aka. i df . i | Unaut hori zed Met hod PCST for wwwy aka. idf.il/main/snalini B ock 1
46.19.86.195 |Israel 147.237.76.86 |[navy.idf.il Mal formed LR B ock 1
212. 235. 20. 125 |I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files B ock 1
2.53.177.175 |Israel 147.237.77.216|dover. i df .i | Miltiple Mal formed URL from2.53.177. 175 B ock 1
94.230.93.154 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for v aka.idf.il /| ondi nd nai n/ B ock 1
77.139. 204. 106 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
62.219.141.97 |Israel 147.237.72. 166 |aka. i df . i | m”;kmglz?rme;mer n/Z;ngfﬁ;yg??ggha'\gx”$°phsaChar$Cb15057156 "M\one 1
5.102.254.88 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod HEAD for www aka. i df .il/giyus/ general / B ock 1
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