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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 61123
0.0.0.0 147.237.77.216 dover.idf.il |[SYNH ood del ete reset dr op 15675
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 11568
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 7371
46. 19. 85. 207 | srael 147.237.77.233 atal.idf.il [network flood | Pv4 TCP- FI N- ACK drop 1490
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 108
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 89
0.0.0.0 147.237.77.216 dover.idf.il |SYN Hood unverified cooki e dr op 46
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 44
84.94. 37. 196 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 23
77.127. 80. 106 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 23
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 22
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 22
80. 246. 133. 244 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cooki e dr op 22
176. 13. 234. 36 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
84.94. 2. 241 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 20
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
62. 90. 212. 73 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
79.177.177.58 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 18
109. 253. 146. 37 | srael 147.237.77.216 dover.idf.il |SYNHood out of context dr op 15
87.69. 118. 140 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 15
217.132. 44.184 | srael 147.237.77. 216 dover.idf.il [SYN Hood unverified cooki e drop 14
176. 13. 243. 120 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
176. 13. 231. 119 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 14
95. 35. 79. 92 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
46. 19. 86. 113 | srael 147.237.77.216 dover.idf.il |SYNHood out of context dr op 14
84.108. 167. 187 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 13
176.13.231.119 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 13
73.85.79. 221 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 13
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 13
109. 253. 142. 211 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 13
176. 13. 248. 251 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cooki e dr op 12
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
176.13. 225. 191 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 12
217.132.41. 151 | srael 147.237.77. 216 dover.idf.il [SYN Hood unverified cooki e drop 12
109. 186. 88. 56 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 12
80. 246. 133. 244 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il |SYNHood out of context dr op 12
109. 253. 197. 70 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
79.176. 65. 109 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 12
50.18. 94. 121 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
176. 13.9. 171 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 11
74.6.254. 105 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 11
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood out of context dr op 11
2.55.20.2 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 11
176.13. 240. 171 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 11
77.138. 123. 156 France 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
87.69. 105. 127 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 10
79.179.199. 231 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
52. 16. 5. 197 Irel and 147.237.77.216 dover.idf.il |SYNHood out of context dr op 10
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess Sgnature Devi ce Action ‘Oount |
191.96.249.42 |Ghile 147.237.0. 19 madi matal .idf.il C1000003: HTTP: phpM/Adnin access Per mit 9
191.96.249.42 |aile 147.237.0. 34 tikshuv.idf.il C1000003: HTTP: phpM/Adnin access Per nit 5
191.96.249.42 |hile 147.237.0. 15 kosher-kravi .idf.il C1000003: HTTP: phpM/Adnmi n access Per it 4
191.96.249.42 |Ghile 147.237.0.17 mny-kosher-kravi .idf.il [Cl000003: HTTP: phpM/Adnmin access Per mit 4
106. 38. 241. 105 |Chi na 147.237.76.31 |nakchal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mit 2
106. 38. 241. 105 |Chi na 147.237.76.200 |eitan. aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

5.102. 254. 88 147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 2
146. 200. 158. 162 147.237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2
40. 77. 169. 102 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 2
131. 253. 27. 17 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
66. 249. 76. 112 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
40. 77. 169. 98 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.77.178 Net her | ands e. nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
71.36.27.214 147.237.72. 156 Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 16073
46.239.13. 77 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il |dr op drop 747
190. 206. 116. 79 Venezuel a 147.237.77.216 dover.idf.il |drop First packet isn't drop 555
128. 234. 57. 137 Saudi Arabia 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 87
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 39
136. 160. 90. 51 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 28
85. 64. 183. 175 | srael 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 26
217.132.41.151 | srael 147.237.77.216 dover.idf.il |dr op Frst packet isn't drop 26
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il |drop SAMrul e drop 23
46. 31. 103. 126 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 22
46.19.85.72 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 21
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il |drop SAMrul e drop 21
40. 77. 169. 103 Lhited Sates 147.237.77. 216 dover.idf.il |drop SAMrul e drop 19
46.120.242.9 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 18
109. 186. 88. 56 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 18
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 17
77.138.52. 97 France 147.237.77.216 dover.idf.il |dr op Frst packet isn't drop 16
95. 185. 250. 86 Saudi Arabia 147.237.77.216 dover.idf.il |drop First packet isn't drop 15
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il |drop SAMrul e drop 14
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 14
46.117. 152. 103 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 14
62. 255. 239. 178 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 13
79. 180. 209. 64 | srael 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 12
73.85.79. 221 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 11
176.12. 160. 1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 11
192.116. 128. 90 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't drop 11
85. 64. 129. 194 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 10
89. 139. 101. 42 | srael 147.237.77.216 dover.idf.il |drop Frst packet isn't drop 10
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il |drop SAMrul e drop 10
79.178.13. 116 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 10
84.229. 45. 133 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 10
40. 77. 169. 99 Lhited Sates 147.237.76. 86 navy.idf.il drop SAMrul e drop 10
217.132.44. 184 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 10
2.53.1.79 | srael 147.237.77.216 dover.idf.il |dr op Frst packet isn't drop 9
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't drop 9
80. 246. 133. 64 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 9
109. 253. 144. 165 | srael 147.237.77.216 dover.idf.il |dr op Frst packet isn't drop 9
157.55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't drop 9
46. 19. 86. 113 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 9
109. 253. 146. 37 | srael 147.237.77.216 dover.idf.il |dr op First packet isn't drop 9
2.53.19. 34 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't drop 9
2.55.171. 90 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 8
89.138.111. 200 | srael 147.237.77.216 dover.idf.il |dr op First packet isn't drop 8
92.247.181. 31 Bul garia 147.237.77. 216 dover.idf.il |drop First packet isn't drop 8
84.94. 2. 241 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 8
109. 65. 135. 160 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 8
80. 246. 133. 76 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't drop 8
46. 19. 85. 163 | srael 147.237.77. 216 dover.idf.il |drop Frst packet isn't drop 8
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il [drop SAMrul e drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55. 40. 43 | srael 147.237.77.216|dover. i df . il Mil tiple Unknown HTTP Request Method from 2. 55. 40. 43 Bl ock 4
46.116.7.181 I srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 46. 116. 7. 181 B ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . il Ml tipl e Unauthorized URL Access from 66.249. 76. 83 B ock 4
2.55. 40. 43 | srael 147.237.77.216|dover. i df . il Mil tiple Ml formed URL from 2.55. 40. 43 Bl ock 4
109. 65. 135. 160 |l srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 109. 65. 135. 160 B ock 3
40.77. 169. 99 Uhited Sates |147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Character in URL B ock 3
2.55. 40. 43 | srael 147.237.77.216|dover. i df . il Mil tipl e Abnormal |y Long Request from 2.55.40. 43 Bl ock 3
46. 19. 85. 59 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. . Unaut hori zed URL Access to
109. 65. 72. 27 | srael 147.237.72. 156 |aman. i df . i | v anan. i df . i 1 / consol ef cor e/ doc._myr / undef i ned Bl ock 3
131.253.27.17 |UWited Sates |147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock
2.53.19. 110 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 64. 139, 241 |israel 147.237.76.42 |refuah.idf.il Par anet er Type \/1 ol _atl on ct | 00%Cont ent A aceHbl der 1$t xt Last Nane i n 8 ock 2
wwn refua. atal . idf.il/1518-he/ref uah. aspx
31.168. 19. 37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
2.53.133.248 I srael 147.237.77. 216 [dover . i df . i | wawy i df . i | /i nnnf/t enpl at es/ navienu/ navnenu. €Ss. aspx Bl ock !
. ; Unaut hori zed URL Access to
46.121.146.76 I srael 147.237.77. 216 [dover . i df . i | wan i df . i1/ pldr/oastw tenpl at es/ navnenu/ navnenu. css. aspx B ock !
. . Unaut hori zed URL Access to
87. 70. 63. 108 | srael 147.237.77. 216 |dover . i df . i | v i df i 1/1 ohpj /t enpl at es/ nayienu/ navienu. css. aspx Bl ock 1
31.210. 188. 121 |Israel 147. 237. 77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
wawv i df . i |/ mmj sp/ t enpl at es/ navirenu/ navirenu. €SS. aspx
. . Unaut hori zed URL Access to
84.229.64.184 |Israel 147.237.77. 216 |dover . i df . i | v i df . | / xdosg/ t enpl at es/ navirenu/ navienu, css. aspx Bl ock 1
77.124.9.180  |Israel 147. 237. 77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
waw i df . i | /i nl wp/ t enpl at es/ navimenu/ navenu. €ss. aspx
. . Unaut hori zed URL Access to
2.53.178.78 | srael 147.237.77. 216 |dover . i df .i | v i df i 1/ nezr i shar ed/ aj ax/ get ener gencybanner . aspx Bl ock 1
192.116.128.90 |israel 147. 237. 77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
wawy i df . i |/ onxys/tenpl at es/ navnenu/ navnenu. €ss. aspx
. . Unaut hori zed URL Access to
46.19. 85. 153 | srael 147.237.77. 216 |dover . i df . i | vawd i ff 1711 Ul i/t enpl at es/ navimenu/ naviren. css. aspx Bl ock 1
. ; Unaut hori zed URL Access to
2.53.13.109 | sr ael 147.237.77. 216 dover . i df . i waw i df . i 1/1 oennd t enpl at es/ navmenu/ navnenu. css. aspx B ock !
. . Unaut hori zed URL Access to
87.68.43.60 I srael 147.237.77. 216 [dover . i df . i | wawv i df . i |/ cf nknd t enpl at es/ navenu/ navenu. €ss. aspx Bl ock !
5.102. 254. 88 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod HEAD for v aka. i df.il/ | ondi mimain Bl ock 1
83. 130. 198. 250 |Israel 147. 237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to Bl ock 1
waw i df . i |/ zsuwg/ t enpl at es/ navnenu/ navnenu. css. aspx
2.55. 40. 43 | srael 147.237.77.216|dover. i df . il Abnormal |y Long Request et hod B ock 1
. . Unaut hori zed URL Access to
2.53.153. 232 I srael 147.237.77. 216 |dover.i df . il v i dif i 17§ xpw t enpl at es/ navienu/ navient. css. aspx B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df .il/brot hers/skira/ defaul t.asp |B ock 1
46.121.198. 182 |[lIsrael 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to ww i df.il/kngor/ B ock 1
89.139.101.42 | srael 147. 237.77. 216 |dover . i df . i | Distributed Lhaut hori zed LR Access on Bl ock 1
waw i df . i | /1 gnwp/ t enpl at es/ navnenu/ navnenu. css. aspx
40. 77. 169. 96 Lhited Sates [147.237.77.216|dover.idf.il Illegal Byte Code Character in URL /1133-12622- he/ dover. aspx#011200 |B ock 1
2.55. 40. 43 I'srael 147.237.77. 216 |dover. i df . i | lﬂ‘”o‘m HTTP Request Method gceeg uSfMBZg/ HG30D- MB-DL.xt in g 1
84.229.75.21  |israel 147. 237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1
wawy i df . i |/ pkuse/ t enpl at es/ navnenu/ navnenu. Css. aspx
77.138.163.75 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for wwv aka. i df .il/mai n/ sachar B ock 1
. . Unaut hori zed URL Access to
2.53.184.36 I srael 147.237.77. 216 [dover . i df . i | v i df i 1/ 1 gnwp/ t enpl at es/ navenu/ navirenu. €SS. aspx Bl ock !
. ; Unaut hori zed URL Access to
194.90.15. 61 | sr ael 147.237.77. 216 dover . i df . i waw i df . i |/ hi bond t enpl at es/ navienu/ navnenu. css. aspx B ock !
109. 65. 135. 160 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ nai n/ hone/ def aul t. aspx  |Bl ock 1
87. 69. 7. 238 I srael 147.237.77. 216 |dover . i df . i | thauthori zed URL Access to B ock 1
waw i df . i | /] uynx/t enpl at es/ navnenu/ navnenu. css. aspx
. . Unaut hori zed URL Access to
31.154.49.193 [Israel 147.237.77. 216 |dover.i df . il wiw i dif i 1/ Zi oxt/ t enpl at es/ nayienu/ navment, css. aspx Bl ock 1
84.94.67.120  |israel 147.237.77. 216 |dover . i df . i | thauthori zed URL Access to B ock 1
waw i df . i |/ kaonl / t enpl at es/ navnenu/ navnenu. css. aspx
2.55. 40. 43 I srael 147.237.77.216|dover . i df . i Mal for med URL B ock 1
2.53. 156. 54 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
148. 251. 176. 212|Ger many 147.237.77.216|dover. i df .i |l Uhaut hori zed URL Access to wan i df.il/newsite/ english/main. asp B ock 1
] . . D stributed Whaut horized Method for Known URL on
66. 102. 9. 118 Lhited Sates [147.237.72.166|aka.idf.il o aka. i df . i | / nai v/ hore/ def aul t . aspx Bl ock 1
95. 86. 107. 68 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to www chi nuch. aka. i df . il/404. ht m B ock 1
2.55.171. 90 I srael 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from2.55.171. 90 B ock 1
. . Unaut hori zed URL Access to
85.64.129. 194 I srael 147.237.77. 216 [dover . i df . i | waw i df . i |/ rnprn/tenpl at es/ navnenu/ navinenu. €Ss. aspx Bl ock !
77.138.244. 160 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for www aka. i df . i1/ giyus/ kadat z/ B ock 1
. . Unaut hori zed URL Access to
2.55.20.2 I srael 147.237.77. 216 |dover. i df . il v i df i1/ coj s/ shar ed aj ax/ get emer gencybanner . aspx Bl ock 1
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