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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 49142
0.0.0.0 147.237.77.216 dover.idf.il|SYN H ood del ete reset dr op 12115
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 7913
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4180
204. 93. 154. 220 Lhited Sates 147.237.77. 74 lawidf.il |TGP Scan (vertical) drop 148
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 85
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 63
156. 205. 199. 204 Egypt 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 41
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 30
109. 253. 211. 59 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 26
5.28.174. 110 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 22
109. 66. 53. 203 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 21
90. 192. 144. 92 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 20
79.182. 106. 140 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 20
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 20
109. 66. 42. 241 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 20
85. 65. 199. 38 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 19
109. 253. 213. 211 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 18
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 17
77.138.52. 97 France 147.237.77.216 dover.idf.il|SYN H ood del ete reset dr op 16
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 15
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 15
80. 246. 133. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 14
79.178. 126. 246 | srael 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 14
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 13
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il|SYN Hood out of context drop 13
109. 67. 245. 182 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 13
79.176.51. 232 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 13
185. 120. 124. 9 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 12
77.138.234.251 France 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 12
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 11
109. 253. 199. 168 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 11
213. 8. 204. 50 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 11
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 11
46.117. 196. 79 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 11
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 10
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 10
84.111.170.52 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context drop 10
176. 13.12. 175 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 10
5.29.66. 11 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 10
80. 246. 133. 0 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 10
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 9
85. 64. 9. 221 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 9
52. 16. 5. 197 Irel and 147.237.77.216 dover.idf.il|SYN Hood out of context drop 9
84.108. 251. 107 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 9
80. 246. 133. 183 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 9
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 9
46. 117. 250. 62 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 9
5.22.132.9 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 9
40. 77. 169. 97 Lhited Sates 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 9
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
40. 85. 96. 77 Ireland 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
83. 168. 250. 50 Sweden 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
213.246.49. 11 France 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
164. 132. 161. 89 Italy 147.237.0. 15 kosher-kravi .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Sl'te |Signature |Count |
213.246. 49. 11 147.237.77. 233 France atal.idf.il SQ Injection - Select From 12
40. 85. 96. 77 147.237.77.233 Irel and atal.idf.il QA Injection - Select From 8
83. 168. 250. 50 147.237.77. 74 Sweden lawidf.il A Injection - Select From 8
5.102. 254. 88 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 4
50. 251. 85. 85 147.237.77. 61 Lhited Sates e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 150. 38. 110 147.237.77. 235 Mexi co sviva idf.il ET SCAN NMAP -sS wi ndow 4096 1
188. 0. 236. 165 147. 237.76. 31 Mol dova, Republic of nakchal .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.0. 35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan 1
109. 64. 177. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.69. 25. 221 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
50. 251. 85. 85 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
208. 54. 80. 129 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
188. 0. 236. 165 147.237.76. 86 Mol dova, Republic of navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 197 Chi na e. hi mush. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
137.117. 168. 203 147.237.77. 226 Lhited Sates wo charmat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 61. 192 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




08-26-2016-13:04:00 to 08-26-2016-14:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop First packet isn't drop 9346
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 1656
46. 239.13. 77 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop drop 850
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 33
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 25
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il |drop SAMrul e drop 22
93.173.55. 241 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 19
85. 64. 125. 235 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
208. 54. 80. 129 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
46.117. 250. 62 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 17
77.138.52. 97 France 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 16
5.22.131. 113 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 16
80. 246. 133. 40 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 14
85. 64. 222. 87 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 13
31.154. 233. 99 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 13
80. 246. 133. 37 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 12
2.53.161. 244 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
40. 77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 12
52. 16. 5. 197 Irel and 147.237.77.216 dover.idf.il |drop First packet isn't drop 11
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 11
2.55.162. 120 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 10
87.70. 26. 180 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 10
109. 253. 128. 178 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 10
109. 253. 199. 168 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 10
188. 120. 154. 171 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 10
213.151. 54. 44 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 10
2.55.172. 153 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 9
85. 64. 223. 254 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 9
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 8
80. 246. 133.0 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
212.179.90. 106 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
54.72.0.55 Ireland 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 8
87.70. 36. 153 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
37. 46. 38. 42 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
46. 120. 94. 48 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 8
5.102. 195. 172 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
46. 19. 86. 175 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 8
46.19.85. 13 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
85. 64. 1. 249 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
80. 178. 85. 194 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
79.179. 38. 127 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
2.53.62.144 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
77.75.79. 11 Czech Republic 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
40.77. 169. 96 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
66. 249. 76. 83 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 7
46. 120. 196. 67 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 6
46. 117. 158. 170 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 6
176. 13. 15. 40 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 6
46.120.13. 71 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 6
80. 246. 133. 183 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
46. 19. 86. 145 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 556
2.55. 8. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 175
176. 13. 224. 221 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.53.5.227 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 14
5. 29. 53. 156 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
46.19. 85. 195 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 7
37.26.147.193 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
40.77.169.101 |wnited Sates 147.237.77. 216 |dover.i df .i | Dstributed I11egal Byte Qode Character in URL B ock 5
212.199. 218. 246|l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 5
79.177.205. 102 [Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex Bl ock 4
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 4
37.26.147.169 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.139 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.147.143 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 21 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
131.253.27. 124 |Uiited Sates 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
79.177.205. 102 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
157.55.39. 181 |Uhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
109. 253. 157. 132|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
131.253.27.24 |Uited Sates 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
62.74.10. 112 G eece 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
Russi an . . D stributed Whaut hori zed Method for Known URL on
176. 32. 182. 238 er ati on 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ hoe/ def aul t . aspx Bl ock 2
89.138.173.14 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 85. 177 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
77.139.143.55 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for waw aka.idf.il/ishurim Bl ock 2
5.102. 254. 88 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5.102. 254. 88 B ock 2
84.111.94. 35 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
46. 19. 86. 230 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
131.253.24. 156 |Whited Sates  |147.237. 77. 216 |dover. i df .|| Wnauthori zed WL Access to B ock 1
waw i df . i | /i dcpp/ t enpl at es/ navnenu/ navnenu. €ss. aspx
77.125.2.223  |israel 147.237.77. 216 |dover . i df . i | thauthori zed LR Access to B ock 1
wa i df . i |/ rpoyk/ t enpl at es/ navnenu/ navnenu. css. aspx
- . Unhaut hori zed URL Access to
2.55.176.239 | srael 147.237.77. 216 [dover . i df . i | waw i df . i |/ cyxsid t enpl at es/ navnenu/ navnenu. €Ss. aspx Bl ock !
109. 65. 138. 110 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df . il/wp-1ogin. php Bl ock 1
- . Unhaut hori zed URL Access to
46.121.119. 111 |israel 147.237.77. 216 |dover.i df . i | vz i df i |/ baj i t enpl at es/ navimenu/ navnenu. css. asp B ock 1
213.57.232. 151 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock 1
. . Uhaut hori zed URL Access to
46.19. 85. 204 I srael 147.237.77. 216 [dover . i df . i | ww i df . i |/ ert ne/ t enpl at es/ navnenu/ navnenu. css. aspx B ock !
176. 13. 233. 145 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
2.53.20.177 I srael 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to B ock 1
ww i df . i |/ bt kgk/ t enpl at es/ navienu/ navnenu. css. aspx
84.229. 3. 46 I srael 147.237.77. 216 |dover. i df . i | Distributed Unaut hori zed LRL Access on B ock 1
wa i df . i |/ ansny/ t enpl at es/ navnenu/ navnenu. €Ss. aspx
46.19. 85. 4 I srael 147. 237.77. 216 |dover . i df . i | thauthori zed LRL /ccess to B ock 1
waw i df . i |/ ugpwz/ t enpl at es/ navenu/ navienu. C€ss. aspx
31.154.233.99 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
46.120.13.71  |israel 147.237.77. 216 |dover . i df . i | thaut hori zed LR. Access to B ock 1
ww i df . i |/ rkouk/ t enpl at es/ navienu/ navnenu. €ss. aspx
176. 228. 169. 112l srael 147.237.77. 216 |dover . i df . i | Wnauthori zed UL Access to B ock 1
waw i df . i |/ ngfyu/ t enpl at es/ navnenu/ navnenu. €ss. aspx
2.55.59. 53 I srael 147.237.77. 216 |dover . i df . i | thauthori zed LR. Access to B ock 1
waw i df . i |/ gonuj / t enpl at es/ navnenu/ navnenu. CSs. aspx
87.71.242.23  |israel 147.237.77. 216 |dover . i df . i | Wnaut hori zed WRL Access to B ock 1
wan i df . i |/ vvsrr/tenpl at es/ navnenu/ navnenu. css. aspx
80.179. 184. 165 |Israel 147.237.77. 216 |dover . i df . i | thauthori zed LR. Access to B ock 1
waw i df i |/ 1T gwel t enpl at es/ navienu/ navnenu. Css. aspx
- . Unhaut hori zed URL Access to
46.19. 85. 167 I srael 147.237.77. 216 |dover . i df . i | v i df i |/ dgsnk/ shar ed/ aj ax/ get emer gencybanner . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il |[Mitiplelllegal Byte Code Character in Method from169. 229. 3. 91 B ock 1
40.77.169.101 [Wited Sates 147.237.77.74 [lawidf.il Dstributed I11egal Bite Qxde Character in LR Bl ock 1
77.125.28.224 |israel 147.237.77. 216 |dover. i df . i | Wnauthori zed URL Access to B ock 1
waw i df . i |/ npone/t enpl at es/ navirenu/ navinenu. CSs. aspx
109. 65. 138. 110 |Israel 147.237.77. 170 |maar achot . i df . i | [PHP Attenpt B ock 1
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