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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 180944
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 68504
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 64372
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 24302
31. 210. 187. 106 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 204
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 112
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 108
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 103
209. 88.173. 130 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 102
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 95
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 82
79.179.174.128 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 73
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 70
209. 88. 173. 130 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 66
79.179.174.128 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 60
0.0.0.0 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 55
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 47
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 39
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 38
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 37
176.13.6.78 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 36
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 30
172. 16. 24. 214 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 28
86. 29. 129. 150 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 28
38.111. 147. 83 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 28
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 28
62. 219. 34. 148 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 27
213. 151. 42. 36 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 25
213.57.70.4 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
79.181.121. 63 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 24
66. 249. 92. 114 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 23
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 23
37.142.251. 199 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
84.108. 66. 251 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 22
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 22
109. 253. 142. 77 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 21
198. 27. 204. 192 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 21
176. 13. 15. 123 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
46.116. 172. 133 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
157. 55. 39. 181 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 20
184. 153. 92. 154 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
108. 171. 128. 166 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
109. 253. 142. 77 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 18
79.176. 3. 182 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
87.111.111.51 Spai n 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
37. 46. 38. 64 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
49. 248. 75. 74 I ndi a 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
89.138.48. 11 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 16




08-26-2016-09:04:00 to 08-26-2016-10:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Count |
68. 49. 34. 42 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
68.49.34. 42 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 6
89. 44. 144. 244  |Ronani a 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SELECT) B ock 6
68. 49. 34. 42 Lhited Sates 147.237.77.233 |atal .idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion  |B ock 6
164.132.161.64 |ltaly 147.237.0.15 kosher-kravi.idf.il Cl000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 58 France 147.237.0.15 kosher-kravi .idf.il C1000146: HTTP. AhrefBot craw er Bl ock 1
89.248.172.16  [Netherl ands 147.237.0.16  |ny-kosher-kravi.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
123.125. 125. 74 |Chi na 147.237.77.74 |lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
68. 49. 34. 42 147.237.77.233  |Lhited Sates atal.idf.il SQ Injection - Select From 54
89. 44. 144. 244 147.237.77. 74 Rormani a lawidf.il QA Injection - Select From 8
18. 85. 22. 237 147.237.77. 74 Lhited Sates lawidf.il Tehila - Perl LWP wth fake user agent 2
91. 201. 236. 155 147.237.76.148  |kraine gqgcenter.aka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 155 147.237.76.148  |lkraine gocenter.akaidf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 50 147.237.76.201  |Wkraine e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
50. 251. 85. 85 147.237.72.167 |Lnited Sates ishurimaka.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
50. 116. 123. 135 147.237.76.196 |Wnited Sates esvivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.169. 150  |147.237.77.227 |United Ki ngdom e. hamaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
163.172.169. 150  [147.237.0.35 Uni ted Ki ngdom akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 155 147.237.76.148 |Wraine gacenter. aka.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 155 147.237.76.148  |Wkraine gqcenter.aka.idf.il [ET SCAN NVAP -f -sS 1
91. 201. 236. 50 147.237.76.201 |Wraine e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.76.201 |Wkraine e.atal.idf.il ET SCAN NVAP -f -sS 1
50. 251. 85. 85 147.237.72.167 |Lnited Sates i shuri maka.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
183.129. 160. 229  |147.237.77.212 |China e.dover.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.8. 46 Lhited Sates e. chinuch. i df .il ET SCAN NMAP -sS wi ndow 1024 1
163.172.169. 150 |147.237.77.170  |United Ki ngdom naar achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
122.72.53. 188 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1




08-26-2016-09:04:00 to 08-26-2016-10:04:00

|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6224
46.239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op drop 249
80. 249. 94. 188 Bel arus 147.237.72. 166 aka.idf.il drop drop 32
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
78.87.126. 180 G eece 147.237. 72. 156 anan. i df.il drop Frst packet isn't drop 14
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
80. 246. 130. 108 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
131. 253. 27. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
40. 77. 169. 99 Lhited Sates 147.237.76. 86 navy.idf.il drop SAMrul e drop 3
5.102. 242. 201 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
37. 26. 148. 142 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
93.172. 230. 201 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
2.53.19. 103 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
2.53.33.74 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13.13. 78 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 249. 66. 177 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
40.77. 169. 102 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 1
109. 253. 133. 139 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.250.84 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
176.13.8. 154 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
109. 64.54. 251 |Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 11
109. 253. 157. 182I srael 147.237.77. 243|nobi | e. i df . i | mﬂ? o T?/F/es:cﬁlaraf icsgngi‘gﬁaov‘%d in Bl ock 4
84.95. 208. 20 | srael 147.237.77. 226 }IW\:,}/ chamat z. aka. i d Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 4
109. 253. 157. 245l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

109. 253. 207. 133|l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock

109. 64.54. 251 |Israel 147.237.0.19 |madi matal .idf.il Suspi ci ous Response Code Bl ock

84. 95. 208. 20 I srael 147.237.77. 226 ¥W\ﬂ/ chamat z. aka. i d PHP At t enpt B ock 2
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 2
2. 53. 140. 90 I srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 2
193. 68. 53. 98 Hungary 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.9.126 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
66.249.65.8 |Israel 147.237.77. 243 |nobi | e. i df .i | wrathor zed R fflf:;;v;;pl . app-si {6 associ at i on Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Wauthorized URL Access from 84. 95, 208. 20 B ock 1
176.13.13.78 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset. css  |B ock 1
40.77.169.103 |lhited Sates |147.237.77.176|mat pash. i df . il DOstributed I11egal Byte Gde Character in LRL B ock 1
98.139.14.251 |[hited Sates [147.237.72.166|aka.idf.i | Lhaut hori zed Method HEAD for www aka. i df . il/giyus/ general / B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At tenpt Bl ock 1
66. 249. 66. 203 | srael 147.237.76.31 |nakchal .idf.il mu:]:‘?;;ef dftﬁ‘l fggr‘i; ;locor of doc._muy / doc._mur . asp Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [|PHP Attenpt Bl ock 1
66.102.9.43  |United Sates |147.237.72. 166 |aka. i df . i | Dstr buted Lraut horj zed At hod ;‘S’;XK”O"‘” UL on Bl ock 1
109.64.52.98  |Israel 147.237.72. 166 |aka. i df . i | mn;k":i z?rlﬁfgng]amfz%mmaé& None 1
68.180. 228.231 [Uhited Sates [147.237.77. 176 |mat pash. i df . i | mag;z%‘;e M loig;é_og;?gg:".“aisgx Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock

185. 120. 126. 10 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock

66. 102. 9. 95 Wited Sates |147.237.72. 166 |aka. i df .i | m”;grii jfelo: I'\fr;??]‘/j hzf:/r d;f;ul (. aspx Bl ock 1
77.125.3.76 I srael 147.237.72. 166 |aka. i df . i | m”;k":i zfrﬁ';e;amgnmﬁgfmm in None 1
24.237.139.212 |Wited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
84. 95. 208. 20 | sr ael 147.237.77.234hal ag. i df . il PHP At enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Attenpt Bl ock 1
66. 249. 65. 8 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 65. 8 B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | PHP Attenpt B ock 1
77.125. 3. 76 I'srael 147.237.72. 166 |aka. i df . i | m”;’k“; .Fé?r?m ng;gf;j‘;ggffggﬁgfcphsaChar$°t' SLin None 1
40.77.169.101 |[lhited Sates |147.237.77.176|nat pash.idf.il Illegal Byte CGode Character in URL /1357-en/ cogat . aspx#011200 B ock

84.110. 34. 19 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka.idf.il/main/sachar/faq. aspx [B ock 1
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