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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 172571
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 67473
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 65543
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYN Hood out of context drop 34888
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 116
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 116
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 115
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 103
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 72
213.57.178. 37 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 62
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 55
194. 90. 99. 129 | srael 147.237.77.216 dover.idf.il [SYNHood unverified cooki e drop 47
109. 253. 204. 213 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 44
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 43
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 43
176. 13. 240. 18 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 43
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 41
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 40
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 35
190. 151. 14. 136 Chile 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 35
5.22.132. 77 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 30
190. 151. 14. 136 Chile 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
79.177. 96. 250 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 27
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 27
176. 13. 14. 75 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 24
176. 13. 246. 39 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 24
62. 90. 202. 90 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 23
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 22
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 21
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 21
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
176. 13. 246. 39 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 19
46. 116. 27. 167 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
79.177.197. 11 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 18
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
108.171.131.178 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
176. 13. 3. 107 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 18
217.132.154. 89 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
66. 249. 92. 114 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
80. 246. 133. 221 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
80. 246. 133. 78 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
109. 253. 211. 26 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 15
5.22.131.113 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 15
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 14
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 14
188. 120. 148. 52 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 14
66. 249. 76. 85 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 13
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 13
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
212.247.61. 153 Sweden 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
185. 96. 92. 54 Lhi ted Ki ngdom 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 5
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185. 96. 92. 54 147.237.77. 74 LKJ?ir:;gom lawidf.il S Injection - Select From 18
212.247.61. 153 |147.237.77. 233 |Sweden atal.idf.il S Injection - Select Fom 8
91.201.236.50 |[147.237.76.38 |lkraine eeneitav.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
220.249. 194. 151|147. 237. 76. 31 |Chi na nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64. 103  |147.237.77.170 |Wiited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 1
189.251.12.57 |147.237.76.86 |Mexico navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
58. 218. 204. 245 |[147.237.76.34 [China yohal an. i df .| ET SCAN Potential SSH Scan 1
189. 251.12. 57 |147.237.76.86 |[Mexi co navy.idf.il ET SCAN NVAP -f -sS 1
58.218. 204. 245 |[147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237. 77. 205 |Indi a prishaidf.il ET SCAN NVAP -sS wi ndow 2048 1
183. 82. 106. 200 |147.237.77.205|Indi a prisha.idf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150(147. 237. 76. 44 E?ir:;gom e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 77. 234 |Chi na hal ag. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |[147.237.76.38 |lkraine eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 245 |147.237.76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
189.251.12.57 |147.237.76.86 |[Mexi co navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.204. 245 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
186. 117.17. 198 |147.237.76.31 |Col onbi a nakchal .idf.il ET SGAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
183. 129. 160. 229|147. 237. 77. 226 [Chi na ww chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.77. 205 |Indi a prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
123. 206. 85. 139 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
46.239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't SYN |drop 6649
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il drop drop 200
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 38
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 22
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il dr op SAMrul e drop 20
182. 75. 146. 54 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 18
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 12
40.77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 9
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 8
185. 130. 6. 49 Li t huani a 147.237.77. 226 www chanat z. aka. i df . i | drop SAMrul e drop 6
207. 54. 144. 207 Lhited Sates 147.237.77. 233 atal.idf.il dr op SAMrul e drop 6
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
27.255.173. 76 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 64. 120. 83 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
157.55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
197. 48. 146. 207 Egypt 147.237.77. 170 naar achot . i df . il drop First packet isn't drop 1
74.82.47.24 Lhited Sates 147.237. 76. 148 gacenter.aka. i df .i | drop drop 1
77.42.252. 196 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 242. 30 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
46. 120. 129. 196 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
37.187.157. 108 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site S gnature Action ‘Count
46.19.85.129 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 114
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 2
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
84.95.208.20 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
66.249.76. 112 |1 srael 147.237. 72. 166 |aka. i df . i | chaut hor| dzfe_}?”u;pfg_cae;; o csociation Hock |1
157.55.39. 179 |Wnited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | mult gfo ¥ szfenkg‘afg;eﬁjnésage/ 51 i k. php B ock 1
82.80.177.86 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
66.249.76.46 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/tiznoret/ news/<a href= B ock 1
87.71.12.38 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from87.71. 12. 38 (Qpen Mde) None 1
84.95.208.20 |lsrael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
66.249. 76. 114 Israel 147.237. 72. 166 [aka. i df . i | chaut hor ééﬁlfmﬁ?iﬁi@oapm o abp-si 1 & #5506 2t 00 Bock |1
207.46.13.24 |wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1
84.95.208.20 |Israel 147.237.77. 226 V\TA:W chamat z. aka. i df Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
66.249. 76. 47 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 76. 47 Bl ock 1
87.71.12.38  |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Ml tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
66.249. 93. 184 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con.ico Bl ock 1

Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 33 in
aka.idf.il/nai n/sachar/ paysl i ps. aspx

way, chamat z. aka. i df [ R
84.95.208.20 |Israel 147.237.77. 226 | . thaut hori zed LR Access to . B ock 1
il wan chanat z. aka. i df . i1/t enpl at es/ honepage/ di v.item

Unaut hori zed URL Access to

46.116.53.91 |Israel 147.237.72. 166 |aka. i df . i | None 1

84.95.208.20 (Israel 147.237.0.15  |kosher-kravi.idf.il | 0 " o il /'t enpl at es/ homepage/ honepage. aspx Bl ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on 147.237.72.166/robots. txt |[B ock 1
. . Unaut hori zed Met hod HEAD for
148.251. 2. 180 |Ger nany 147.237.72. 166 [aka. i df . i | ww aka. i df . i 1/ br ot her s/ ski ral def aul t . asp Bl ock !
84.95.208.20 |lsrael 147.237.77. 216 |dover.i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
66. 249. 93. 186 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/1134-he/ at al . aspx B ock 1
66. 249. 64. 103 |l srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/8/113338. pdf |B ock 1
66. 249. 76. 112 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 112 B ock 1
157.55.39. 35 [Lhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/ge...04 Bl ock 1
84.95.208.20 |[Israel 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
. . Unaut hori zed Met hod PCST for
77.139.81.89 |France 147.237.72. 166 |aka. i df . i | vaw aka, i o i |/ mai v snal i i sl | m aspx Bl ock 1

m ny- kosher - kravi . i ' '
66. 249. 76.39 | srael 147 237.0. 17 TT)/ I11egal Paranet er _Encc_)dl ng 8240 3ebf[@u@'|‘l @8l ]nprOin None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
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