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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 159910
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 79735
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 50991
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 42237
178. 52. 148. 179 Syrian Arab Republic 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 177
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 165
194. 90. 99. 129 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 116
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 116
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 95
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 92
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 72
68. 180. 230. 171 Lhited Sates 147.237.77.216 dover.idf.il [SYN Hood out of context drop 68
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 60
37.26. 149. 241 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 42
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 40
80. 246. 133. 56 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 40
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 39
87.69. 39. 186 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 39
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 38
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 37
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 31
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 30
109. 253. 241. 15 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 29
181. 104. 10. 6 Argentina 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 27
104. 249. 236. 166 Canada 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 25
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
157.55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 21
173.247.195. 172 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
104. 158. 35. 213 Canada 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
79.181. 242. 85 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
80. 246. 133. 56 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
85. 250. 147. 188 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 18
79. 181. 242. 85 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 17
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 17
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 17
212.235.113. 178 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 16
89. 139. 106. 96 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 16
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 15
79.181.106.173 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 14
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 14
37.26. 148. 253 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 14
85. 65. 223. 236 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
94. 71. 100. 80 G eece 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 12
52.0.104. 143 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 12
104. 249. 236. 166 Canada 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 12
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 12
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address
163. 172. 169. 150

|Tar get Address
147.237. 8. 50

Attacker Qountry

United Ki ngdom

e.tikshuv.idf.il

Signature

ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.172 147.237.76. 44 Sweden e.refuah idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.236.194. 161 147.237.77. 227 Czech Republic e. hamaz. i df .i| ET SCAN NVAP -sS w ndow 1024 1
23.94.102. 8 147.237.0.19 Lhited Sates nadi matal .idf.il VEB- O3 redirect access 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop First packet isn't drop 6360
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il |drop drop 450
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |drop First packet isn't drop 210
89. 187. 219. 147 Lebanon 147.237.77.216 dover.idf.il |drop First packet isn't drop 22
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 22
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il |drop SAMrul e drop 14
178.52.148. 179 Syrian Arab Republic 147.237.77.216 dover.idf.il |drop First packet isn't drop 13
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il [drop SAMrul e drop 8
66.102.9. 171 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 6
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
131. 253. 25. 192 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 2
46. 120. 129. 196 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
80. 246. 133. 56 | srael 147.237.77.216 dover.idf.il |drop First packet isn't drop 2
136. 160. 90. 51 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 2
157.55. 39. 181 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 2
41. 33. 231. 86 Egypt 147.237.77.216 dover.idf.il |drop First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 2
184. 105. 247. 239 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
89. 189. 67. 190 Yenmen 147.237.77.216 dover.idf.il |drop First packet isn't drop 1
157.55. 39. 194 Lhited Sates 147.237.77.216 dover.idf.il |drop First packet isn't drop 1
100. 92. 245. 253 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
46.116.5.146 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
46.19.85.129 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
109. 253. 203. 27 |l srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code Bl ock 3
185. 32. 179. 180 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 158 |l srael 147.237.0.19 |madi matal . i df. i |Wauthorized URL Access to nadimatal .idf.il/robots. txt Bl ock 1
40.77.169.101 |Lhited Sates 147.237.77. 176 |mat pash. i df . il [I1l1egal Byte Cbde Character in URL /1328-en/ cogat . aspx#011404 Bl ock 1
66.249. 76. 112 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to B ock 1
wwv aka. i df . i | / nobi | e/ mai n/ gi yus/ gener al . aspx
54.225.80.243 [lLnited Sates 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for v aka.idf.il/mai n/ml uimiabout.aspx |B ock
84.95.208.20 [Israel 147.237.72. 156 [anan. i df . i | PHP Attenpt Bl ock 1
. . Unhaut hori zed URL Access to
66.249.69. 13 I srael 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
40.77.169.101 |Lhited Sates 147.237.77. 176 |mat pash. i df . il |Mitiple I11egal Byte Gode Character in URL from40.77.169. 101 Bl ock 1
. . Unaut hori zed URL Access to
66.249. 76. 112 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ mobi | ef i n/ smal i i showbi g. aspx B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
65.78.15.8 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
66.249.76.47  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/kanhar/adv. asp B ock 1
- - Unhaut hori zed URL Access to
66.249. 76. 113 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 11 onuli nd bakashot / abr oad/ def aul t . asp B ock 1
66. 249. 64. 105 |l srael 147.237.72.166 |aka. i df . i | Distributed Uhaut hori zed LR Access on B ock 1
vy aka. i df . i |/ nobi | e/ mai n/ gi yus/ gener al . aspx
. . - . |Unaut hori zed URL Access to
180.76.15. 21 China 147.237.76. 200 [ei tan. aka. i df . i ww ei tan. aka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.76. 109 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 109 Bl ock
68.180.229.49 |lnited Sates 147.237.77.233|atal .idf.il D stributed Unauthorized LRL Access on 147.237.77.233/robot s. t xt B ock
. . D stributed Lhaut hori zed URL Access on
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ nobi | ef nai n/ smal i m showbi g. aspx B ock 1
Russi an . . D stributed Whaut hori zed Method for Known URL on
5 18.85.207 Federation 147.237.72. 166 [aka. i df . i | wn aka. i df . i |/ mai n/ hone/ def aul t . aspx Bl ock !
. . D stributed Lhaut hori zed URL Access on
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i o . i 1/ mobi | &/ mai 1V gi yus/ general . aspx B ock 1
46.150.97.94 |Wraine 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on B ock 1
w aka. i df . i |/ mai n/ hone/ def aul t . aspx
84.95.208.20 [Israel 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
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