08-26-2016-06:04:05 to 08-26-2016-07:04:05

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Target s |
12, 0004"
i B dover.idf.il
9, 000+ M nat pash.idf.il
’ MW aka idf.il
6, 000" B nadimatal .idf.il
Nunber . M tikshuv.idf.il
Attacks S 0007 I.atal.fdf.ll o
[Wishurimaka.idf.i
0 ' : ' Widi.il
R - SN R DR N Sy s refuah.idf.il
) \ . . Q- : . ‘ N o
O A 50 (@@ & & M anen. i df i
M SR $ <
‘Q
& @
Top Tar get
[Top Attackers |
/

M 190. 206. 116. 79
46. 239. 12. 201

I 103. 65. 180. 15
68. 180. 230. 171

N”Z,ber M 156. 205. 199. 204
Attacks M 41.33.231.86

I 190. 79. 229. 218

Il 66. 249. 76. 83
41. 33. 232. 66

W 192. 249. 66. 247

Top Attackers



|Top Attackers | n DDoS- Def ence |

08-26-2016-06:04:05 to 08-26-2016-07:04:05

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 145749
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 67530
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 59322
190. 206. 116. 79 \enezuel a 147.237.77.216 dover.idf.il |SYNHood del ete reset drop 56428
103. 65. 180. 15 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 709
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 143
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 114
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 86
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 72
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 72
190. 79. 229. 218 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 60
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il [SYN Hood out of context drop 58
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 48
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 45
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 40
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 39
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 35
217.132. 34. 85 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 27
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 27
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 26
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 25
109. 67. 114. 186 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 24
80. 246. 133. 235 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 22
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 22
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
74.97.177. 80 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 19
66. 199. 72. 220 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
109. 66. 138. 208 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
5.22.135. 146 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 18
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 17
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
66. 249. 69. 22 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
37.26. 149. 169 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 14
190. 79. 229. 218 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 14
80. 246. 133. 235 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
79.179.114. 85 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 12
79.182. 20. 69 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 12
162. 243. 253. 50 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 11
40. 77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 10
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 10
109. 253. 229. 110 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 9
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 9
159. 220. 75. 3 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 8
66. 249. 76. 85 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 8
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50. 116. 123. 135 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122 147.237.72. 167 Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
163. 172. 169. 150 147.237.0. 34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.72.53. 188 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.54.72.35 147.237.77. 170 Uzbeki st an naar achot . i df . i | ET SCAN NVAP -sA (2) 1
50. 116. 123. 135 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 147.237.72. 167 Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150 147.237.0. 33 Uhi ted Ki ngdom idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.72.53. 188 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 108 147.237.77. 176 Wited Sates nat pash. i df . i | ET SCAN NVAP -sA (2) 1
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46. 239. 12. 201 Bosni a and Her zegovi na [147. 237. 77. 216 |dover.idf.il |drop First packet isn't SYN drop 3249
46. 239. 12. 201 Bosni a and Her zegovi na [147. 237. 77. 216 |dover.idf.il |drop drop 150
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 22
40.77.169. 101 Lhited Sates 147.237.77.216 |dover.idf.il |dr op SAMrul e drop 18
40.77.169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16
40. 77. 169. 99 Lhited Sates 147.237.77. 176 |mat pash.idf.il |dr op SAMrul e drop 16
40.77. 169. 96 Lhited Sates 147.237.77.216 |dover.idf.il |dr op SAMrul e drop 10
40.77.169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 10
40. 77. 169. 103 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 6
40.77. 169. 103 Lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 3
40.77.169. 97 Lhited Sates 147.237.72. 166 |aka.idf.il drop SAMrul e drop 2

46. 165. 197. 142  |Ger many 147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
40.77. 169. 96 Lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 2
139.162. 13. 205 |9 ngapore 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
51.9. 115. 59 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop Unexpect ed post SYN packet - RST or SYN expected |drop 1

84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1
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109. 253. 203. 27 |l srael 147.237.0.19 |nmadimatal .idf.il [Suspicious Response Code B ock 3
66. 249. 76. 109 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/900-he/ chi nuch. aspx B ock

84.95.208.20 [Israel 147.237.77. 216 |dover.idf.il PHP At t enpt Bl ock

66. 249. 64. 133 |l srael 147.237.77.233|atal . i df . il ;th;u.tir;?r'ii fftdentﬁ‘atfycz;;;d‘;usemomol of headr upper Bl ock 1
73.140.87.223 |Uited Sates |147.237.72.166|aka.idf . il m;i(:_“it;d_ iﬁ’}a#;ihn‘;rrjozni‘/j d';f;ﬂ??_;g;xmo‘m L on B ock 1
66.249.69.22 |l srael 147. 237.77. 243 |nobi | €. i df . i | ﬁ;ﬂt?r&%??/ g‘eggfy‘isemgtes“ <t ohi | ddocunent &/ 1733 Bl ock 1
77.139. 62. 222 |France 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan.idf.il/https:/www aman.idf.il/ |[B ock 1
66.249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 106 Bl ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi . i df . i|Unhaut hori zed LRL Access to www kosher-kravi . idf.il/defaul t.aspx B ock 1
40.77.167.50 |Uhited Sates [147.237.0.19 |madimatal.idf.il |Uhauthorized URL Access to nmadi matal .idf.il/robots.txt Bl ock 1
66.249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/qiyus/ general /defaul t.a Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .il Mil tipl e Uhauthorized URL Access from 84. 95. 208. 20 B ock 1
66.249.64.58 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
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