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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 236132
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 53466
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 50944
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 34524
186. 93. 193. 132 \enezuel a 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 283
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 226
23.105. 55. 59 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 126
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 113
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 105
68.180. 230. 171 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 88
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 76
186. 93. 193. 132 \enezuel a 147.237.77.216 dover.idf.il |SYNHood del ete reset drop 72
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 72
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 63
109. 253. 131. 180 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 48
181. 104. 10. 6 Argentina 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 46
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 41
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 35
73.4.190. 189 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 34
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 32
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 30
40. 77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 29
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
79.178.61. 177 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 29
81.218. 33. 77 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 26
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 24
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 24
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
66. 249. 69. 18 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 20
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 19
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 19
0.0.0.0 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 18
197. 40. 130. 130 Egypt 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 17
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 16
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 16
159. 220. 75. 3 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 16
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 15
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 15
66. 249. 85. 46 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 15
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 15
208. 96. 180. 225 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 14
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 14
66.249. 91. 8 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 13
40.77. 167. 66 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 13
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 12
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 11
176. 13. 13. 202 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 11
107. 10. 132. 61 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
212.76.114. 247 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 10
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Devi ce Action |Oount |
91.109. 242. 34 Lhited Kingdom [147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
69. 30. 213. 202 Lhited Sates 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot Per nirt 3
5.9.62. 130 Ger many 147.237.77.74 [lawidf.il C1000074: HTTP. mgj estic bot Per nirt 3
5.9.62. 130 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 3
36. 79. 55. 166 | ndonesi a 147.237.77.176 |matpash.idf.il |9221: HITP: PUT Method Execution over HTTP/ WbDAV Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

91.109. 242. 34  |147.237.72. 166 LKJ?ir:;gom aka.idf.il S Injection - Select From 8
37.213.44.195 |147.237.77.216|Bel arus dover.idf.il Xenu Link S euth Wser Agent 4
36.79. 55. 166 147.237. 77. 170 |I ndonesi a naar achot . i of .i | Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) |3
36. 79. 55. 166 147.237.76. 42 |Indonesi a refuah.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) |3
36. 79. 55. 166 147, 237. 77. 176 | ndonesi a nat pash. i df .i 1 Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) |2
36.79.55.166  |147.237.77.74 |Indonesia lawidf.il Tehi |l a def acenent attenpt (-Hacked By- sent to Véb Server) |2
201. 238. 202. 219|147.237.0.35 |Ghile akavs. i of . i | ET SCAN NVAP -sS w ndow 1024 1
94.102. 49. 77 147.237.0.17 [Netherl ands mny-kosher-kravi .idf.il Er K)AN Behavi oral Lhusu_al | y fast Termnal Server Traffic, 1

Potential Scan or Infection

94.102.48.195 |147.237.8.46 |Netherlands e. chinuch. i df .i| ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.76. 176 |Wkrai ne test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
103.207.38. 14  [147.237.77. 227 |M et nam e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77.19 |Netherlands lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.76. 176 |Wkrai ne test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
46.239. 12. 201 Bosni a and Her zegovi na 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3126
46. 239. 12. 201 Bosni a and Her zegovi na 147.237.77.216 dover.idf.il drop drop 300
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 49
40. 77. 169. 99 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 20
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df .il drop SAMrul e drop 14
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 6
40. 77. 169. 97 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 6
40.77.169. 101 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 5
46. 120. 129. 196 | srael 147. 237.72. 166 aka.idf.il drop First packet isn't SYN drop 5
40.77. 169. 103 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 4
2.83.86.101 Por t ugal 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 4
141. 212. 122. 100 Lhited Sates 147.237.0. 33 idf.il drop drop 1
141.212.122. 102 Lhited Sates 147.237.76. 148 gacenter.aka. i df .i | drop drop 1
46.243.173. 2 Russi an Federation 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
141.212. 122. 103 Lhited Sates 147.237.76. 148 gacenter. aka. i df .i | drop drop 1
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
40.77. 169. 99 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.72. 14 dover.idf.il (ol d) drop SAMrul e drop 1
141.212.122. 99 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.72. 166 aka idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

Attacker Address | Attacker Gount ry|Target Addr ess |Site |S’ gnature

77.138.72.255 |France 147.237.77.216 |dover.idf.i| [Wauthorized URL Access to wawidf.il/error.htm B ock 2
68.180. 228. 252 |Lhited Sates  [147.237.76.31 [nakchal .idf.il[Paraneter Type Mol ation PageNumin nakhal .idf.il/1073-he/ nakhal . aspx |Bl ock 1
84.95.208.20 |lsrael 147.237.77.216 |dover.idf.i|l [Wauthorized URL Access to wanidf.il/defaul t.aspx B ock 1
207.46.13.24  |lnited Sates 147.237.76.31 |nakchal . i df . i l|Uhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
79.179.192.33 |Israel 147.237.77. 176 |mat pash. i df . i [|PHP At t enpt B ock 1
40.77.169.102 |lLnited Sates 147.237.77.176 |mat pash. i df . i ||l 1egal Byte Code Character in URL /1357-en/ cogat . aspx#011200 B ock 1
79.179.192.33 |Israel 147.237.77. 176 |mat pash. i df . i [|{Uhaut hori zed URL Access to wmw cogat . i df.il/wp-1ogin. php B ock 1
66.102. 6. 21 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ hone/ def aul t. aspx |Bl ock 1
84.95.208.20 |lsrael 147.237.77.216 |dover.idf.il [Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 1
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