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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
0.0.0.0 147.237.77.216 dover.idf.il |[network flood | Pv4 TOP- FI N ACK dr op 3255199
0.0.0.0 147.237.77. 216 dover.idf.il |SYNH ood del ete reset dr op 437951
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 1367
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 1229
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 1207
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 1124
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 930
186. 92. 105. 92 \eenezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 884
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 535
62.210. 37. 82 France 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 350
62. 210. 37. 82 Fance 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 297
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 278
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N0 ACK drop 271
186. 93. 193. 132 \eenezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 256
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 231
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 200
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 199
62. 210. 37. 82 France 147.237.77. 216 dover.idf.il |DOS- HTTP-t or shanmer f orward 181
37.238. 166. 152 Irag 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 145
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 116
136. 160. 90. 51 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 105
5.28.189. 100 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 83
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 82
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 80
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 79
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 77
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 77
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 74
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 68
130. 216. 95. 217 New Zeal and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 45
104. 249. 236. 166 Canada 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 39
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 37
185.120. 125. 115 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 32
130. 216. 95. 217 New Zeal and 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 31
157. 55. 39. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 30
37.26.146. 188 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 29
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 28
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 28
202. 36. 244. 4 New Zeal and 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 27
5.22.132.9 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 26
41.34.203. 1 Egypt 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 24
157. 55. 39. 37 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
52.0.104. 143 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 23
157. 55. 39. 181 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 21
66. 249. 69. 18 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 21
159. 220. 75. 3 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 21
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 20
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 20
195. 57. 139. 13 Fai n 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 20
109. 65. 102. 33 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 20
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
193.111. 140. 106  |Ger many 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot Per mit 4
85. 14. 244. 98 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Per nit 2
36.110. 147. 71 Chi na 147.237.77. 74 lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

Signature

18. 85. 22. 237 147.237.77. 74 Lhited Sates lawidf.il Tehila - Perl LW with fake user agent 2
163. 172. 169. 150 147. 237.8. 28 United Ki ngdom e.nobi | e-ks. i df i ET SCAN Potential VNC Scan 5800- 5820 1
183. 129. 160. 229 147.237.76. 38 Chi na e eneitav.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.77. 212 Uhi ted Ki ngdom e. dover.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
94.102. 48. 195 147. 237. 76. 202 Net her | ands e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 238. 202. 219 147.237.76. 38 Gile eeneitav.idf.il ET SCAN NMAP -sS w ndow 1024 1
163. 172. 169. 150 147. 237. 77. 227 Uhi ted Ki ngdom e hanaz.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste ‘Signature‘ Message
46.239. 12. 201 isni a and 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 20202
rzegovi na
85. 248. 227. 164 |9 ovakia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3359
192.42.116.16  |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 710
109. 201. 133. 100|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 703
89. 234. 157. 254 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 634
139. 162. 144. 133|Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 521
80. 240. 139. 111 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 491
46.239. 12. 201 if;;goi?ﬂa 147. 237. 77. 216 |dover. i df .i drop drop 400
212.34.12.166 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 192
212.34.11.97 Jor dan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 187
178.79.63.8 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 131
185.29. 9. 249 Sweden 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 68
37.238.166.152 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
40.77.169. 103 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 18
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 16
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
40.77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 9
46. 120. 129. 196 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 7
40. 77. 169. 96 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 7
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 6
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
40.77.169.103 |Whited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
40.77.169. 101 Lhited Sates 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 5
40.77. 169. 99 Lhited Sates 147.237.72. 166 [aka. i df . i dr op SAMrul e drop 4
77.138.52.97  |France 147. 237. 77. 216 |dover. i df .1 drop g:ﬁégfg;ed post SYN packet - RST or SN drop 4
141.8.132. 78 Russi an Federation 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46.19.86.210  [Israel 147. 237. 77. 216 |dover. i of . i drop ;’szgfg;ed post SYN packet - RST or SN drop 2
139. 162. 37. 113 |lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
77.120.125. 248 |krai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77.179e.mazi .idf . il dr op SAMrule drop 1
31. 13.102. 105 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169.229.3.91 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il |dr op SAMrul e drop 1
40. 77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
31.13.102.116 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.39 |nobil e. neitav.idf.i|dr op SAMrul e drop 1
141.212.122. 100|lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
212.179.21. 194 |israel 147. 237. 77. 216 |dover. i df .1 drop g:ﬁégfg;ed post SYN packet - RST or SN drop 1
169. 229. 3. 91 Lited Sates 147.237.76. 176 |test.ncore.idf.il |dr op SAMrul e drop 1
128.242.249.11 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 101 |lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 121 |e. navy.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
84.229.65.111 |[lIsrael 147.237.77.216|dover.i df.i| [Wauthorized URL Access to wawidf.il/error.htm Bl ock

80. 240. 139. 111 [Net her| ands 147.237.77.216|dover.idf .il |Unauthorized URL Access to 147.237.77.216/ B ock
157.55.39. 109 |[wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
77.124.57.70  |[israel 147.237.0.34 |tikshuv.idf.il muttihg r:uzve? dfuj‘l ffgfﬂjzttegl oprof escat egory! oprol escal 6gory. | . 45X B ock 1
81.149.238.182 |United Ki ngdom [147.237.72. 166 |aka. i df .i | Unaut hori zed Method PCST for waw aka. i df .il/chanat z B ock 1
31.168.20.242 |[Israel 147.237.77.216|dover. i df.i| |Wauthorized URL Access to wawidf.il/https:/wanidf.il/ B ock 1
193. 111. 136. 162|Ger many 147.237.77.216|dover.idf .i|l |[Dstributed Uhauthorized URL Access on 147.237.77. 216/ Bl ock 1
77.139.141.39 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/favicon.ico B ock 1
66.102. 9. 85 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t . aspx B ock 1
79.178.13.239 |[lIsrael 147.237.76.30 |hinush.idf.il |[Miltiple Unauthorized LRL Access from 79.178. 13. 239 B ock 1
85.248.227. 164 |9 ovakia 147.237.77.216|dover.idf .i| |NULL Character in Method B ock 1
66.249.75.174 [Israel 147.237.0.34 |ti kshuv. i df.il[unaut horized URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock 1
79.178.13.239 [Israel 147.237.76.30 |hi nush.idf.il |Unauthorized HTTP Met hod Bl ock 1
141.8.132.78 gj:::lnl on 147.237.77.216|dover.idf .i| |Unauthorized LRL Access to wn idf.il/english/news/ mai n/stm B ock 1
68. 180. 228. 231 |lhited Sates 147.237.77. 176 |mat pash. i df . i ||Paraneter Type Mol ation PageNumin wn cogat . i df . i |/901-he/ cogat . aspx [Bl ock 1
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