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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
0.0.0.0 147.237.77.216 dover.idf.il |[network flood | Pv4 TOP- FI N ACK dr op 2627183
0.0.0.0 147.237.77. 216 dover.idf.il |SYNH ood del ete reset dr op 520700
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 342395
197. 118.7. 45 Ageria 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 4361
181. 161. 229. 143 Gile 147.237.77.216 dover.idf.il [network flood | Pv4 TCP- FI N ACK drop 1384
159. 220. 75. 2 United Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1082
197. 53. 24. 241 Egypt 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 469
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 454
190. 142. 23. 145 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 453
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 401
197. 53. 24. 241 Egypt 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N- ACK drop 346
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 330
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 325
190. 206. 116. 79 \eenezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 323
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 298
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 297
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 258
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 247
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 216
190. 142. 23. 145 \eenezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 207
186. 88. 195. 95 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 203
201.211. 30. 212 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 203
200. 84. 99. 218 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 197
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 193
186. 92. 105. 92 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 192
186. 185. 255. 50 \eenezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset dr op 188
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 171
190. 39. 24. 177 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 167
190. 205. 185. 112 Venezuel a 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 166
186. 153. 180. 10 Argentina 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 142
201. 248. 194. 154 \enezuel a 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 139
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 134
190. 205. 185. 112 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 123
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 123
201. 249. 13. 82 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N- ACK drop 112
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 109
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 107
190. 39. 24. 177 \eenezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK dr op 102
41.34.203. 1 Egypt 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 99
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 96
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 94
201. 248. 194. 154 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 93
190. 37.114. 78 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N0 ACK drop 89
190. 142. 23. 145 \eenezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 89
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 80
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 75
190. 162. 251. 103 Gile 147.237.77.216 dover.idf.il [network flood | Pv4 TCP- FI N ACK dr op 71
197. 48. 254. 38 Egypt 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 69
201. 208. 18. 143 \enezuel a 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 68
212.199. 57. 206 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 67
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




08-26-2016-01:07:19 to 08-26-2016-02:07:19

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,

190. 255. 14. 8 147.237.0.33 |Col onbi a idf.il Fotential Scan or Brute Force 1
180.97.81. 71 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
133.242. 4.52 147. 237. 72. 167 |Japan i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
133.208.21.66 |147.237.76.38 [Japan eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147.237.76.39 |Chi na nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 |[147.237.8.46 |lkraine e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.116. 123. 135 [147.237.77.243|nited Sates |mobile.idf.il ET SCAN Potential SSH Scan 1
50.116.123. 135 [147.237.77.61 |[Lhited Sates |e. cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 238. 202. 219|147.237.76.30 |Giile hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
190, 69. 225, 211 1147 237 0.35  |Col onbi & akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
163. 172. 169. 150(147. 237. 77. 235 E?i;;gom svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
133.242.4.52 147.237.0.16 [Japan ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147.237.76. 42 |China refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
103.207.38.14 |147.237.77.74 |Metnam lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.117 |147.237.72.166 |Uhited Sates |akaidf.il SERVER APAO_E. Apache med_ss| non-SSL connection to SSL port 1
deni al of service attenpt
50.116. 123. 135 [147.237.77.212|Wited Sates |e.dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte ‘Signature‘ Message Action ‘Count
46.239. 12. 201 ifg;gos?ia 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 9579
46.239. 12. 201 if;;goi?ﬂa 147. 237.77. 216 |dover. i df .i drop drop 544
40.77.169. 99 Lited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 43
40.77.169.103 [Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 36
40.77. 169. 96 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
40.77.169.103 [Lhited Sates 147.237.72. 166 [aka. i df . i drop SAMrule drop 7
46. 120. 129. 196 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
141.8.132. 78 Russi an Federation 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
212.199.57.206 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.238. 166. 152 |lraq 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
77.125.8. 125 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 4
176.13.17.168 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
85. 64.211. 195 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
212.179. 42. 227 |Israel 147. 237. 77. 216 |dover . i df .1 drop :Qszsfg;ed post SYN packet - RST or SN drop 3
141. 8. 184. 13 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
85.130. 183. 141 |[Israel 147.237.76. 200 |ei tan. aka. i df .il dr op First packet isn't SN drop 2
109. 253. 216. 160|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
213.8.204. 60 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
81. 165. 165. 100 |Bel gi um 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
141. 8. 183. 17 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
45.33.42.9 Lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 2
169. 229.3.91 Lhited Sates 147.237.77. 234 |hal ag.idf .il dr op SAMrul e drop 1
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
141.212.122. 106|lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
79.178.254. 6 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
46.119. 122. 177 |krai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
169.229.3.91 Lhited Sates 147.237.77. 243 |nobi le.idf . i1 dr op SAMrul e drop 1
159. 220. 75. 3 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.76. 201 |e.atal .idf.il drop SAMrul e drop 1
141. 212. 122, 107 |Lhited Sates 147.237.0.200 |ndu.idf.il drop drop 1
165. 50. 129. 191 |Tunisia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 1
141.212.122. 163|lhited Sates 147.237.0. 33 idf.il dr op drop 1
84.94.106. 178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
46.121. 254. 156 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
187.191.63.31  |Mexi co 147.237. 77. 216 |dover . i f . i1 dr op g;gzstegéed post SYN packet - RST or SN drop 1
169.229.3.91 Lhited Sates 147.237.8.27 |e.nadimatal .idf.il drop SAMrule drop 1
169.229.3.91  |Wited Sates 147. 237. 77. 226 :’W‘W chanat z. aka. 1df. 1| oy SaMrule drop 1
141.212.122. 164|lhited Sates 147.237.0. 33 idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.72. 217 |e.idf .il drop SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
176. 13. 243. 203 [l srael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code B ock
40.77.169.98 |lLhited Sates 147.237.77. 176 |mat pash. i df . il |Dstributed I11egal Byte Qde Character in LR B ock
. . Unaut hori zed URL Access to
84.94.191.196 |Israel 147.237.77. 216 [dover . i df . i | wwv i df . i |/ yuat |/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
. . S Untraceabl e Gonnection - Protocol violation
66.249. 76. 117 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL OONN GLI ENT FELLO) None 1
Russi an . . Unaut hori zed Met hod PCST for
5.165.252.239 |_ oo o 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ rai v har edi i gener al . aspx Bl ock 1
79.179.22.170 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/1119-he/ atal . aspxvk B ock 1
46.120. 129. 246 I srael 147.237.77. 216 |dover. i df . i | Wnaut hori zed LRL Access to Bl ock 1
waw, i df . i |/ zgowp/ t enpl at es/ navnenu/ navnenu. css. aspx
85. 65. 197.0 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . . Unaut hori zed URL Access to
77.124.57.70 I srael 147.237.0.34  [tikshuv.idf.il wav ti kshuv. i df.i1/tenpl at es/ oprol escat egory/ opr ol escat egory. i n. aspx Bl ock !
31.154.81.77 |Israel 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1
v i df . i |/ bgunz/ t enpl at es/ navienu/ navirenu. CSsS. aspx
180. 76.15.23  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8911- he/ r ef uah. aspx [B ock 1
79.183.47.228 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.229.164.99 |lnited Sates 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
91. 135. 102. 171 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.139. 116. 48 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCST for waw aka. i df.il/1 ondi nit ochen/ B ock 1
180.76.15.31 |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. . Unaut hori zed URL Access to
84.94.1.51 I srael 147.237.77. 216 [dover . i df . i | waw i df . i1/ otari/tenpl at es/ navnenu/ navienu. css. aspx Bl ock !
66.249.75. 174 |Israel 147.237.0.34 [tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/nain/giyus/general . aspx B ock 1
2.53.38. 149 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
95.174.36.190 |Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.178.13.239 |Israel 147.237.76.30 |hinush.idf.il Unaut hori zed HTTP Met hod Bl ock 1
. . Unaut hori zed URL Access to
46.19.85.156 I'srael 147.237.77. 216 dover . i df . i1 waw i df . i |/ obnkf/tenpl at es/ navnenu/ navnenu. css. aspx B ock !
. . Unaut hori zed URL Access to
212.199. 57. 206 |I srael 147.237.77.216|dover.i df . i | v i df i 1/ gkop] / t empl at s/ navmenu/ navienu. css. aspx Bl ock 1
. . Unaut hori zed URL Access to
84.94.106.178 |Israel 147.237.77. 216 dover . i df . i1 wan i df . i |/ nenl e/ shar ed/ aj ax/ get ener gencybanner . aspx B ock !
66.249.76.98 |lIsrael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm B ock 1
2.55.131.54  |Israel 147. 237.77. 216 |dover . i df . i | thauthori zed URL Access o B ock 1
wan i df . i |/ xxrgb/ shar ed/ aj ax/ get ener gencybanner . aspx
. . Unaut hori zed Met hod HEAD for
148. 251.2. 180 |Ger many 147.237.72. 166 |aka. i df . i | v aka i o . i 1/t uri i asp/ di spl ayonesol di er . asp Bl ock 1
79.178.13.239 |Israel 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to waw tech. atal .idf.il/1271-he/ Bl ock 1
46.19.85.191 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wawidf.il/yihwi/ B ock 1
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