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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
0.0.0.0 147.237.77.216 dover.idf.il|network flood | Pv4 TCP- FI N ACK dr op 1425871
0.0.0.0 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 745373
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 253103
178.188. 115. 190 Austria 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 52522
105. 224. 112. 221 South Africa 147.237.77.216 dover.idf.il|network flood | Pv4 TCP- FI N ACK dr op 11812
197. 118.7.45 Ageria 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 8006
0.0.0.0 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- RST drop 6892
178.79.63. 8 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 2683
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 507
190. 142. 23. 145 \enezuel a 147.237.77.216 dover.idf.il|SYN Hood del ete reset drop 501
190. 205. 185. 112 \enezuel a 147.237.77.216 dover.idf.il|SYN Hood del ete reset drop 351
183. 82. 197. 184 Indi a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 280
181. 67.134. 174 Peru 147.237.77.216 dover.idf.il|network flood | Pv4 TCP- FI N ACK dr op 243
197.118. 7. 45 Ageria 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 237
190. 142. 23. 145 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 219
201. 248. 194, 154 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 210
190. 188. 21. 193 Argentina 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 203
186. 67. 39. 227 Gile 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 198
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 189
201. 248.194. 154 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 185
159. 220. 75. 2 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 178
190. 142. 23. 145 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 170
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 169
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 152
190. 205. 185. 112 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 148
181. 67.134. 174 Peru 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 135
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 134
200. 90. 89. 225 \enezuel a 147.237.77.216 dover.idf.il|SYN H ood out of context drop 133
201. 243. 58. 60 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 117
197. 53. 24. 241 Egypt 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 105
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 102
200. 90. 89. 225 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 88
196. 216. 134. 203 South Africa 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 86
190. 205. 185. 112 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 84
181. 67.134. 174 Peru 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 83
186. 185. 128. 233 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 77
201. 248. 194. 154 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 74
105. 224. 112. 221 South Africa 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 73
186. 94. 218. 214 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 68
136. 160. 90. 51 Lhited Sates 147.237.77.216 dover.idf.il|SYN H ood unverified cookie drop 62
186. 95. 207. 75 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 60
190. 206. 116. 79 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 60
200. 90. 89. 225 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 59
197. 53. 24. 241 Egypt 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 57
190. 79. 140. 112 \enezuel a 147.237.77. 216 dover.idf.il|network flood | Pv4 TCP- FI N ACK drop 57
186. 185. 96. 145 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 54
190. 39. 24. 177 \enezuel a 147.237.77.216 dover.idf.il|SYN Hood del ete reset drop 53
190. 79. 140. 112 \enezuel a 147.237.77. 216 dover.idf.il|SYN Hood del ete reset drop 53
186. 167. 242. 224 \enezuel a 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 51

66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 48
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
46.243.173. 2 Russi an Federation 147. 237.77. 216 dover.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
94. 26. 140. 150 Russi an Federation 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79.178.13.239  |147.237.76.30 |lIsrael hi nush. i df .i1 ET SCAN NVAP -sA (2) 21
79.178.13.239  |147.237.77. 233l srael atal .idf.il ET SCAN NVAP -sA (2) 19
46.243.173.2  |147.237.77.216 23::;'}0'1 dover. i df il SQ Injection - Select From 3
58.218. 204. 245 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 177 |Uni ted Ki ngdom |ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
50. 245. 143. 138 [147.237.8.27 |Wited Sates e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 3072 1
104. 197. 206. 193|147. 237. 77. 178 |Lhited Sates ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93. 113. 206. 160 |147.237. 77. 170 |Ronani a naarachot.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
12. 68. 215. 78 147.237.8.27 |wnited Sates e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
66.249. 66. 242 |147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 1
190. 252, 50. 210 |147. 237, 76. 30 | ol orbi a hirushi b il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 204. 245 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229(147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237.76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
165. 215. 209. 15 |147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
58. 218. 204. 245 |147.237. 76. 148 |Chi na gacenter. aka.idf .i [ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 77. 19 [United Ki ngdom |lavforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 245 |147.237.76.38 |China eeneitav.id.il [ET SCAN Potential SSH Scan 1
104. 197. 206. 193|147. 237. 77. 178 |Lhited Sates e.matpash.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
50. 245. 143. 138 [147.237.8.27 |Wited Sates e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76.86 |Netherlands navy. i df il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.172 |147.237.8.45 [Sweden eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 113. 206. 160 |147.237. 77. 170 |Ronani a naarachot.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
61.240.144.66 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 252. 50. 210 |147. 237. 72. 166 |Col onbi a aka.idf.il portscan: TCQP D stributed Portscan 1
58.218. 204. 245 |147.237.76. 199 |hi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
177.43.131.180 [147.237.8.28 |Brazil e.mobi | e-ks. i df .il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
58. 218. 204. 245 |[147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147. 237. 77.19 |[United Ki ngdom |lawforumidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Ste |Sig nature | Message

178.79.63.8 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11373
197. 118.7.45 Ageria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5001
46. 239. 12. 201 Bosni a and Her zegovi na |147. 237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2261
46. 239. 12. 201 Bosni a and Her zegovi na |147. 237. 77. 216 |dover.idf.il drop drop 543
178.79.63.8 147.237.77. 216 |dover.idf.il drop drop 400
31.223.145.55 Bosni a and Her zegovi na |147. 237. 77. 216 |dover.idf.il drop drop 361
41. 253. 51. 246 Libyan Arab Janahiriya |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 345
41. 253. 51. 246 Libyan Arab Janahiriya |147.237.77.216 |dover.idf.il dr op drop 120
197.118.7.45 Ageria 147.237.77. 216 |dover.idf.il drop drop 50
40. 77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
31.223. 145. 55 Bosni a and Her zegovi na |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 19
40. 77. 169. 96 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
40. 77. 169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
78. 46. 156. 169 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
2.55. 26. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
185. 130. 6. 49 Li t huani a 147.237.0.34 |tikshuv.idf.il |drop SAMrul e drop 6
46. 120. 129. 196 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 6
40. 77. 169. 103 Lhited Sates 147.237.72. 166 |aka.idf.il drop SAMrul e drop 5
2.53. 46. 246 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
195. 239. 16. 40 Russi an Federation 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
195. 239. 16. 53 Russi an Federation 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
40. 77. 169. 103 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
46.243.173. 2 Russi an Federation 147.237.77. 216 |dover.idf.il drop drop 3
2.55.52.41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
194. 242. 168. 221 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 186. 88. 235 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
109. 253. 131. 79 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 2
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
84.229. 84. 88 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
185.135.71.3 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
141. 255. 144. 113 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
77.126.5.172 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
192. 116. 111. 159 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 2
77.127.42. 107 I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
169. 229.3.91 Lhited Sates 147.237.77. 235 |sviva.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il |drop SAMrul e drop 1
201.243.58.60 |Venezuel a 147.237.77. 216 |dover.idf.il drop Unexpect ed post SYN packet - RST or SYN expected |drop 1
46. 243.173. 2 Russi an Federation 147.237.77. 176 |natpash.idf.il |dr op SAMrul e drop 1
40. 77. 169. 101 Lhited Sates 147.237.77. 176 |natpash.idf.il |drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.77. 178 |e. mat pash. i df .i ||dr op SAMrul e drop 1
141.212.122.65 |lhited Sates 147.237.0.200 |[mdu.idf.il dr op drop 1
173.93.191. 186 |lhited Sates 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237. 72. 156 |anan. i df .il dr op SAMrul e drop 1
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
169. 229. 3.91 Lhited Sates 147.237.77. 205 |prisha.idf.il drop SAMrul e drop 1
141.212.122.66 |lhited Sates 147.237.0.200 |[mu.idf.il dr op drop 1
176.13.11. 93 I srael 147. 237.72. 166 |aka. i df . il drop First packet isn't SWN drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
109. 253. 216.50 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
46.243.173. 2 Russi an Federation 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 67.128. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 433
2.53.189. 147 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |5
85. 64. 63. 133 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response CQode Bl ock 3
Gooki e Tanpering on cooki e Logi n: Expect ed
Ahkhkhkhkhkhkhkhhkhhkhkhkhkhkhkhkhhhkhhhhhkhhhhhkhhkhhkhkhhhhhkhhhhhhhhhhkhhkhhhhhkhkhhkhkhhkhkhkhkhhxkx
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khkkkhkkkhkhkkhkhkhkkhkhkhkhkhkhkhhhhhhkhhhhhkhhhhhhhhhhdhhhhhhhkhhhhhhhdhhhhhhhkhkhhkhhkkhk
109. 67. 128. 101 |l srael 147.237.0.19 |nadimatal .idf.i| [Frxxsexecioossooss - hserved None 2
hhkkhkhkkhkhhkhkhhkhhhhhhhhhhhhhhhkhhhhhhhhhdhhhhhhhhhhkhhkhhhhhdhhhkrhkhkhkhhkhhhkhx
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*hkkkhkkkkkkkkhkx
40.77.169.102 |Whited Sates [147.237.77.176|nat pash. i df . il Dstributed |llegal Byte Gde Character in URL B ock 2
Russi an . . D stributed Whaut horized Met hod for Known URL on
95. 24. 159. 86 eration 147.237.72. 166 [aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
. . Uhaut hori zed URL Access to
2.55.26. 186 I srael 147.237.77.216|dover.i df .i | v i df i 1/t by shar ed/ aj ax/ get ener gencybanner . aspx B ock 1
183.12. 173. 245 [China 147.237.77.216|dover . i df . i | O stributed PHP A tenpt Bock |1
. . Uhaut hori zed URL Access to
84.94.171. 252 | sr ael 147.237.77. 216 dover . i df . i1 waw i df . i |/ dnvob/ t enpl at es/ navnenu/ navnenu. css. aspx Bl ock !
: . . D stributed Waut horized Met hod for Known URL on
66. 102. 9. 85 Lhited Sates |147.237.72. 166 |aka. i df.il vaw aka. i f . i 1/ mai v home/ def aul t . aspx Bock |1
. . Uhaut hori zed URL Access to
2.53.46. 246 | sr ael 147.237.77. 216 dover . i df . i1 www i df . i |/ mcvu/ shar ed/ aj ax/ get ener gencybanner . aspx Bl ock !
77.126.5.172 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw idf.il/urntp/ Bl ock 1
31.168. 144. 183 |[Israel 147.237.77. 216 |dover.i df . il thauthori zed URL Access to Bl ock 1
waw i df . i |/ pvvxc/ t enpl at es/ navnenu/ navnenu. €ss. aspx
183. 12. 173. 245 |Chi na 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 183.12.173. 245 B ock
84.108.60.9 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shared/ bul | et 1. gi f |B ock
66. 249. 69. 14 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 66. 249. 69. 14 B ock 1
. . Uhaut hori zed URL Access to
2.53. 137. 205 I srael 147.237.77.216|dover.i df .i | v i df i 1/ pxpwal shar ed/ aj ax/ get ener gencybanner . aspx Bl ock 1
77.237. 146. 28 g‘i%ri . 147.237.77.233|atal i df .i | Lhaut hori zed URL Access to / Bock |1
40.77. 169. 98 Uhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
_ m ny- kosher - kr av _ . .
191.96.249.42 |Qhile 147.237.0. 17 P idf il Unaut hori zed URL Access to /adm n/ config. php B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 69. 18 I srael 147.237.77.243|nobi l e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1732 B ock 1
2.53.174. 142 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
141. 226. 164. 197|I srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.177.169.17 |[israel 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
40.77.169.100 |Whited Sates [147.237.77.216|dover.idf.il Il'legal Byte Code Character in URL /1283-15859-en/ dover. aspx#011200 |B ock 1
: . . Uhaut hori zed Met hod PCST for
195.57.117.79 |Sain 147.237.72. 166 [aka. i df . i | ww aka. i of i1/ nai v sachar / vi ewpays i p. asp Bl ock 1
. . Uhaut hori zed URL Access to
87.70.39.102 I srael 147.237.77. 216 [dover . i df . i | wawv i df . i |/ wxrux/ t enpl at es/ navenu/ navnenu. css. aspx Bl ock !
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
178. 165. 128. 17 |Austria 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
79. 180. 44. 64 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
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