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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 4
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
77.138.17.102 France 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address dgnature Devi ce Action |Oount
69. 7. 43. 246 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
173. 208. 157. 186 Lhited Sates 147. 237. 76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per nirt 2
173. 208. 157. 186 Lhited Sates 147.237.77.170 nmaar achot . i df . i | C1000074: HTTP. maj estic bot Permt 2
173. 208. 157. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
51. 255. 48. 155 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249. 81. 175 |147.237. 77. 233 |Eur ope atal .idf.il ET SCAN NVAP -sA (2) 632
69. 7. 43. 246 147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 8
66.249. 81. 183  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 2
61.240. 144. 65 |147.237.76.38 |China eeneitav.id.il [ET SCAN Potential VNC Scan 5800- 5820 1
61.240.144.65 |147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5800- 5820 1
46. 19. 85. 229 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
210, 61. 49. 62 147 237.8.28 | Tai van o robi | e ke i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
133.208.21.66 [147.237. 76. 176 |Japan test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
61.240.144.66 |147.237.77.178|Chi na ematpash.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 65 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144.65 |[147.237.77.74 |China lawidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240.144. 65 [147.237. 72. 156 |Chi na anan. i df.il ET SCAN Potential VNC Scan 5800- 5820 1
46.227.67.172 |147. 237.72. 156 [Sweden anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
2.55. 140. 66 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219|147.237.76.31 |Giile nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
61.240.144. 65 |147.237.77.235|Chi na sviva.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144. 65 |[147.237.77.179|Chi na e nazi.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
66. 249. 81. 183 Eur ope 147.237. 77. 233 atal .idf.il drop First packet isn't drop 35
66. 249. 81. 175 Eur ope 147.237.77.233 atal.idf.il dr op First packet isn't drop 33
66.249. 81. 179 Eur ope 147.237.77. 233 atal .idf.il drop First packet isn't drop 29
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
95. 211. 70. 193 Net her | ands 147.237.72. 156 anan.idf.il dr op SAMrul e drop 12
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
109. 186. 87. 188 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
40. 77. 169. 103 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 4
2.53.191. 233 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
77.138.52. 97 France 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
182. 65. 80. 60 Indi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
79. 230. 202. 84 Ger many 147.237. 72. 156 anan.idf.il drop First packet isn't drop 3
109. 253. 140. 251 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
46. 229. 95. 124 Italy 147.237. 72. 156 anan. i df.il drop First packet isn't drop 2
84.108. 76. 102 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
109. 253. 207. 117 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
169. 229.3.91 Lhited Sates 147.237.0. 33 idf.il dr op SAMrul e drop 1
37.142. 249. 16 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 45 eeitan.idf.il drop SAMrul e drop 1
61. 240. 144. 65 Chi na 147. 237. 0. 200 mdu. i df. il dr op SAMrul e drop 1
209. 141. 38. 196 Lhited Sates 147.237.77. 233 atal .idf.il dr op First packet isn't drop 1
66.249. 81. 179 | srael 147.237.77. 233 atal .idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.72.14 dover.idf.il (ol d) drop SAMrul e drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 200 eitan aka.idf.il drop SAMrul e drop 1
66. 249. 65. 50 | srael 147.237.0. 33 idf.il dr op drop 1
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.0. 19 nadi matal .idf.il dI’Op SAMrul e drop 1
66. 249. 81. 183 | srael 147.237.77. 233 atal .idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
100. 92. 254. 132 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.12.185 |Israel 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 64
89.139. 191. 118 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 13
109. 65. 12. 178 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock
40.77.169.100 |Lhited Sates |147.237.77.176|mat pash.idf.il Ostributed I11egal Byte Gde Character in URL B ock
40.77.169.102 |thited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Bte Gode Character in URL Bl ock
108.21.101.67 |Wnited Sates [147.237.72. 166 |aka. i df . i | m;l'(;’“ltjfd iﬁ’}a#;ihn‘;rrioﬁcf d'\e‘:;ﬁf? ;‘S’LXK”O"‘” UL on Bl ock 2
68.180. 228. 231 [United Sates [147.237.77. 176 [nat pash. i df . i | mag;::.Tz??i}ﬂ/goit_i;'/]ci‘;ifwagxn Bl ock 1
195. 154. 181. 168|France 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal.idf.il/license. php Bl ock

40. 77. 169. 98 Lhited Sates |147.237.77.216|dover.idf.il Ostributed I11egal Byte Gde Character in URL B ock
185.120.126.4 |l srael 147. 237.72. 166 |aka. i df . i | m“atkgorl ! dﬁdl /'\:a:jr:l’zi ;E?/Dggnc:arr . aspx Bl ock 1
84.108.47.194 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
52.59.104.199 |Ger many 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www arman. idf.il/robots.txt B ock

195. 154. 181. 168|France 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
68.180.228.252 |Uited Sates [147.237.76.31 [nakehal .idf.il |7 o o YPe W olat 22”']3:]9:'\;‘9 n B ock 1
195. 154. 181. 168|France 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 195.154. 181. 168 B ock 1
195. 154. 181. 168|France 147.237.0.15 |kosher-kravi .idf.i|PHP Attenpt Bl ock
84.108.181. 131 |[lsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock

66. 102. 9. 95 Wited Sates |147.237.72.166|aka.idf.il m“;?;rii dzfe.? I'ﬁmh?:gm ;r‘;'ot ansuer . aspx Bl ock 1
195. 154. 181. 168|France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/license. php Bl ock 1
77.138. 30. 88 France 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ favi con. i co Bl ock 1
195. 154. 181. 168|France 147.237.76.86 [navy.idf.il PHP At t enpt Bl ock 1
195. 154. 181. 168|France 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed LRL Access to kosher-kravi.idf.il/license. php Bl ock 1
85. 219. 143. 163 |Pol and 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wwidf.il/error.htm B ock 1
195. 154. 181. 168|France 147.237.72.167|i shuri maka. i df . i ||PHP Attenpt Bl ock 1
176. 13. 224. 239 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
77.139. 254,119 |France 147.237.72. 166 |aka. i df . i | m“;:gii gfe_di I'ﬁﬁ?ﬁ Spn;ﬂn; ol im asix Bl ock 1
46. 19. 86. 238 | srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
195. 154. 181. 168|France 147.237.72. 156 |anan. i df . i | Ml tipl e Unauthorized URL Access from 195. 154. 181. 168 Bl ock 1
66.249.83.242 |Israel 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
195. 154. 181. 168|France 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
40. 77. 167. 50 Lhited Sates [147.237.0.19 |nadimatal .idf.il |Uauthorized UR. Access to madi matal.idf.il/robots. txt Bl ock 1
176.13. 225. 139 |Israel 147.237.77. 243 |nobi | e. i df . i | %;ﬂt:_?réfz_??/g:t‘eggrcyim s/ 1 st chi | ddocunent s/ 1071 Bl ock 1
79.178.207.46 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/main/ B ock
46.120.65.141 |Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css Bl ock 1
195. 154. 181. 168|France 147.237.72. 156 [anan. i df . i | PHP At t enpt Bl ock 1
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