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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
82.80.78.2 | srael 147.237. 72. 166 aka.idf.il B ack List drop 4
71.6.135.131 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
185.94.111.1 Russi an Federati on 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
79.179.116. 228 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
52.16.5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94. 111. 1 Russi an Federati on 147.237. 76. 197 e hinush.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
91. 200. 12. 47 kr ai ne 147.237.77.233 |atal .idf.il [ClL000016: HITP. adninistrator in UR Pernit 6
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2

123.125. 125. 83 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

138. 128. 221. 194|147.237.8.50 [lLhited Sates e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
138. 128. 221. 194|147. 237.8.45 |Lhited Sates e.eitanidf.il ET SCAN Potential VNC Scan 5900- 5920 2
138. 128. 221. 194|147. 237. 8. 27 |lhited Sates e.nadimatal .idf.i|ET SCAN Potential VNC Scan 5900- 5920 2
138. 128. 221. 194|147.237.8.46 [Lhited Sates e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
138. 128. 221. 194|147.237.8.28 |Lhited Sates e.mobi | e-ks.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
138. 128. 221. 194|147. 237.0.33 |Lhited Sates idf.il ET SCAN Potential VNC Scan 5900- 5920 1
138. 128. 221. 194|147.237.0.15 [lLhited Sates kosher-kravi.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.76.198 |Lhited Sates e.yohalan.idf.il |ET DROP Dshi el d B ock Listed Source 1
133.242.3.168 |147.237. 76. 148 [Japan gacenter. aka i of .i [IET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229|147. 237. 76. 86 [Chi na navy.idf.il ET SCAN Potential SSH Scan 1
133.208.21.66 [147.237.76.34 |Japan yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97.81. 71 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
109. 253. 199. 198(147. 237. 77. 216 |I srael dover.idf.il 1
attack
180. 97.75.130  |147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -sS w ndow 1024 1
50.116. 123. 135 [147.237.0.33 |lhited Sates idf.il ET SCAN Potential SSH Scan 1
2.53.32.141 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
138. 128. 221. 194|147.237.0.19 |Lhited Sates nadimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
133.242.3.168 |147.237. 77. 227 |Japan e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 189 |147.237.76.30 |Ghile hi mush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
133.208.21. 66 |147.237. 77. 212 [Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 106. 161 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
109. 253. 199. 198(147. 237. 77. 233 |I srael atal.idf.il 1
attack
180.97.75.130 |147.237. 76. 198 [Chi na e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76. 198 |Net her| ands e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 118 [147.237.76.86 |lhited Sates  |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.53.52. 177 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
85.130. 128. 168 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 22
40.77.169. 97 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 15
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 14
188. 247. 65. 118 Jor dan 147.237.77.176 nat pash. i df . i | dr op First packet isn't drop 14
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
40.77.169. 101 Lhited Sates 147.237.72. 166 aka. idf.il dr op SAMrul e drop 9
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 8
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 7
185. 130. 6. 49 Li t huani a 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 6
178. 134. 206. 160 Georgi a 147. 237. 72. 166 aka idf.il dr op First packet isn't drop 6
46. 19. 85. 83 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
62.72.193. 112 Net her | ands 147.237.77.74 lawidf.il dr op First packet isn't drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
82.194.131.128 Austria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
109. 253. 205. 63 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
89. 139. 122. 99 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
46. 165. 197. 141 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
182. 72. 249. 229 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
169. 229.3.91 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 1
109. 253. 197. 86 | srael 147.237. 72. 156 anan. i df . il dr op First packet isn't drop 1
176.13.1. 30 | srael 147. 237. 72. 166 aka idf.il dr op First packet isn't drop 1
141. 212.122. 171 Lhited Sates 147.237.0. 200 mu.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.76. 34 yohal an.idf .il dr op SAMrul e drop 1
45.244.74.52 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0.35 akavs. i df.il dr op drop 1
176. 13. 14. 111 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237. 76. 196 e.sviva.idf.il dr op SAMrul e drop 1
141. 212. 122. 101 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
216.243.31.2 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
176. 13. 229. 13 | srael 147.237. 72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0. 35 akaws. i df . il dr op SAMrul e drop 1
191. 96. 249. 189 Qile 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 198 e.yohal an.idf.il drop SAMrul e drop 1
141. 212. 122. 102 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 14 e.orchot.idf.il drop SAMrul e drop 1
109. 253. 134. 230 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
191. 96. 249. 189 Qiile 147.237. 76. 148 gacenter. aka. i df .i | drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 199 e.nakchal .idf.il drop SAMrul e drop 1
141. 212.122. 170 Lhited Sates 147.237.0. 200 mu.idf.il dr op drop 1




08-25-2016-21:04:08 to 08-25-2016-22:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.138 |lsrael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 95
95. 86.70. 9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
37.26.147.234 |[israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 35
91. 200. 12. 47 Wkrai ne 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 91.200. 12. 47 B ock 26
109. 253. 199. 198|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.241.60 |lsrael 147.237.0.19 |[madi matal .idf.il|0stributed Suspicious Response Code B ock
79.178.104. 236 |Israel 147.237.77. 243 |nobi | e. i df . i | m;ult:?r(;fsz , g‘egpgrcytesem e/ sthi | ddocunent s/ 1362 Bl ock 3
40.77.169.100 |wnited Sates [147.237.77.216|dover.idf.il Distributed I11egal Byte Gode Character in URL B ock 3
45.244.75.134 |Egypt 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
40.77. 169. 98 Lhited Sates [147.237.77.176 |nat pash. i df.il DOstributed I11egal Byte Gode Character in LR B ock 2
212.199.133.77 [israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 212.199. 133. 77 B ock 2
80. 230. 230. 184 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
66.249.75.64  |Israel 147.237.77. 216 |dover . i df . i | e e el i adover . aspx B ock 1
157.55.39.229 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/chi nuch/ mktzoa/ def aul t. asp None 1
91. 200. 12. 47 Wkrai ne 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
77.138.31.160 |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwu aka. i df.il/mai n/ kapat z/ B ock 1
212.199.133.77 [israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to www refua. atal .idf.il/1319-er/refuah. aspx |B ock 1
109. 67. 98. 184 |Israel 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
85.65.81.5 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
66. 249. 76. 72 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anman. i df . il/nobil e/ nodiin/ general . aspx |B ock 1
77.139. 247. 145 |France 147.237.72. 156 [anan. i df . i | Distributed Whauthorized URL Access on v aman. i df .il/favicon.ico B ock 1
46. 19. 86. 238 | sr ael 147.237.76.86 |[navy.idf.il Mal formed LR B ock 1
85. 219. 143. 163 |Pol and 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df .il/favicon.ico B ock 1
68.180.228.87 |Uited Sates [147.237.76.200|ei tan. aka. i df .| [\t N1 26d LR fccess to aspx Bl ock 1
178. 255. 87. 242 LKTi;gegom 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ robots. t xt B ock 1
40. 77. 169. 98 Lhited Sates |[147.237.77.216|dover.idf.il Ostributed I11egal Byte Gde Character in URL B ock 1
107.72.162.89 |lnited Sates |147.237.72.166|aka.idf .il Lhaut hori zed Method POST for v aka. i df.il/main/home/ defaul t.aspx  |Bl ock 1
46.19. 86. 238 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method 5pgnkbn45 in URL B ock 1
5. 28. 160. 172 | srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
148.251.2.180 |Ger many 147. 237.72. 166 |aka. i df . i | mu;kgo: :jleeici' /?fhnonjagzésraymesol dier. asp Bl ock 1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf .il Mil tipl e Admin B ocking from91.200. 12. 47 Bl ock 1
77.138.31.160 |France 147. 237.72. 166 |aka. i df . i | :)Llri?i/ i?“age%nga;:g;éogcﬁi/ f”aj W kapat 2/ /1 esi012 Bl ock 1
203.127. 96. 233 |9 ngapore 147.237.77.216|dover.idf .i | Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
109. 64. 159. 209 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147. 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
80. 230. 230. 174 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1250- he/ at al . aspx B ock 1
66.240.192. 138 |Wnited Sates |147.237.72.166|aka.idf.il D stributed Waut hori zed URL Access on 147. 237.72. 166/ r obot s. t xt B ock 1
157.55.39.181 |Wnited Sates |147.237.77.216|dover.idf.il m”itdr}olriilzl‘;‘:]arf&/ ﬁggrecsc?nttr%I o nevmen i i df i | Bl ock 1
77.138.31.160 |France 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from77.138.31. 160 B ock

45.244. 68. 78 Egypt 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock

109. 67.98.184 |Israel 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
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